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- Glven a scenario, implement common
protocols and services

- Glven a scenario, troubleshoot security
Issues related to wireless networking
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Common Protocols

e - |IPSec
. IPv4 » SNMP
. IPV6 * SSH
. iSCSI - DNS
. |Iig::)rTEChannel - TLS
. (0)

. SSL
RETP TCP/IP
.- SFTP .
- - FTPS
- TELNET * HTTPS
. HTTP - SCP

« NetBIOS




Ports, Protocols and Services

- 21

« 22

« 25
53

- 80
10
- 139
- 143
« 443
» 3389

Standard Ports
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OSI Model — Ports & Protocols

Presentation
Session
Transport
Network
Data Link
Physical
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Wireless Protocols and Features

- WPA

- WPA2
- WEP
- EAP

- PEAP
- LEAP
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Wireless Protocols and Features

- TKIP

- CCMP

- Antenna Placement

- Power level controls

- Captive portals

- Antenna types

- Site surveys

- VPN (over open wireless)
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MAC Filter

IIr
CISCO.

Firmware Version: 1.0.00

Linksys E1200 E1200

Applications &

Wireless Setup Wireless Security Access Policy Gaming

Administration Status

Baszic Wireless Settings Wirele ecurity Guest Access | Wireless MAC Filter

Wireless MAC Filter

() Enabled (® Disabled

®' prevent PCs listed below from accessing the wireless network.

Permit PCs lizted below to access the wireless network.

Wireless Client List

MAC 01: | 00:00:00:00:00:00 MAC 26: | 00:00:00:00:00:00
MAC 02: | 00:00:00:00:00:00 MAC 27: | 00:00:00:00:00:00
MAC 03: | 00:00:00:00:00:00 MAC 28 | 00:00:00:00:00:00
MAC 04: | 00:00:00:00:00:00 MAC 25 | 00:00:00:00:00:00
MAC 05 | 00:00:00:00:00:00 MAC 30:  00:00:00:00:00:00
MAC 06: | 00:00:00:00:00:00 MAC 31:  00:00:00:00:00:00
MAC 07: | 00:00:00:00:00:00 MAC 32: | 00:00:00:00:00:00
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Disable SSID Broadcast

TIIr
CISCO.

Firnvivare Version: 1.0.00
Linksys E1200 E1200

Wireless Applications &

Wirelezs Security Access Policy Gaming

Administration Status

-ettings Wire = Curity Guest Access | s MAC Filter

Guesl Avoess provides visilurs Lo yow bume wilh nlerel aecess wilhoul giving Lhem
access to your computers or personal data.

Allow Guest Access: Clyes ®pg

Guest Network Name: =
Guest Password: = Change

Total Guests Allowed: 5

S50 Broadcaet: [E] Enabled E:] Disabled

Your guests should connect to vour wireless network listed above by opening a Web
browrser and entering the guest password.
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Demonstration

NetStumbler
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THANK YOU




