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COURSE: SECURITY+ SY0-401 

 

MODULE 1: NETWORK SECURITY 

Part A 



Overview 
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• Explain network design, elements and 

components 



Network Design Elements 

• DMZ  

• Subneting  

• VLAN  

• NAT  

• Remote Access  

• Telephony  

• Layered security / Defense in depth 



Network Design Elements 

Virtualization 



Network Design Elements 

Network Access Control  



Network Design Elements 

•Platform as a Service  

•Software as a Service  

• Infrastructure as a Service  
 

Cloud Computing  

Hardware 

Operating System 
Database 

Application 



Network Design Elements 

•Clouds 

• Private  

• Public  

• Hybrid  

•Community  
 

Cloud Computing  



Network Design Elements 



Scenario 1 

Using the OSI Model, identify the layer where the following 

devices, application, ports and protocols are located. 

Application 

Presentation 

Session 

Transport 

Network 

Data Link 

Physical 

Router 

Switch 

NIPS 

Antivirus software 

HIDS 

Port 22, 53, 110 

Https 

FTP 

SMTP 

Wireless Router 



THANK YOU 
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