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COURSE: SECURITY+ SY0-401 

 

MODULE 1: NETWORK SECURITY 

Part A 



Overview 
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• Implement security configuration parameters 

on network devices and other technologies 

 

• Given a scenario, use secure network 

administration principles 

 



Roles of Network Devices  
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Firewalls  



Roles of Network Devices  
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Routers and Switches 



Roles of Network Devices  
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Load Balancers 



Roles of Network Devices  

Proxies and Web Security Gateways  
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Roles of Network Devices  
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VPN Concentrators  



Roles of Network Devices  
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NIDS and NIPS 

• Behavior based  

• Signature based  

• Anomaly based  

• Heuristic  



Roles of Network Devices  
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SPAM Filter 



Roles of Network Devices  

UTM Security Appliances 
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• URL filter  

 

• Content inspection 

•   

• Malware inspection  



Roles of Network Devices  
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Web Application Firewall vs. Network Firewall  

Layer 7: HTTP=Get /site.com/home.html 

Layer 3: IP=140.197.35.112  



Application Aware Devices  

• Firewalls  

• IPS  

• IDS  

• Proxie 

 

Roles of Network Devices  



Protocol Analyzers  

Roles of Network Devices  



Wireshark 

Demonstration 

Roles of Network Devices  



Rule-based Management & Firewall Rules  

Secure Network Principles 



VLAN Management  

Secure Network Principles 



Secure Router Configuration & Access Control Lists  

Secure Network Principles 



Port Security and 802.1x  

Secure Network Principles 



Secure Network Principles 

• Flood guards  

• Loop protection  

• Implicit deny  

• Network separation  

• Log analysis  

• Unified Threat Management  



OSI Model – Secure Networking 

Secure Network Principles 



THANK YOU 
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