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« Exam Objective 3.3: Create and Configure
Virtual Networks

 Virtual Networking
* Creating Virtual Switches
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Virtual Networking

* Virtual networking components are used in
place of physical ones in a virtual
environment, such as:

o Virtual network adapters
o Virtual switches

« Allows you to connect to virfual and
physical environments

 Hyper-V allows you to create mulfiple
switches and adapters to provide a flexible
networking environment
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Creating Virtual Switches
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Creating Virtual Switches

* A switch has a series of ports, each of which
IS connected fo a computer’'s network
INnferface adapter. Any computer
connected to the switch can fransmit data
to any other computer connected o the
same switch.

* Virtual switches created by Hyper-V can
have an unlimited number of ports, so
administrators don't have to be concerned
about connecting switches together or
about uplinks and crossover circuits.
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Creating the Default
Virtual Switch

« Hyper-V provides you with the opportunity to
create a virtual switch for each of the physical
network adapters installed in the host
computer. These switches enable virtual
machines to parficipate on the networks to
which the physical adapters are connected.

 When you create a virtual switch, the
networking configuration in the host operating
system on the parent partition changes:

o The new virtual switch appears in the Network
Connections window, and if you examine its
properties, you can see that the switch is bound to
the operating system’s TCP/IP client.
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Creating the Default Switch

DESTINATION SERVER

Create Virtual Switches e ———

Before You Begin
Installation Typs
Server Szlection
Server Roles
Features
Hyper-¥

Virtual Swit

Migration

Default Stores

Confirmation

Virtual machines require virtual switches to communicate with other computers. After you install this
role, you can create virtual machines and attach them to a virtual switch.

One virtual switch will be created for each network adapter you select. We recommend that you create
at least one virtual switch now to provide virtual machines with connectivity to a physical network. You
can add, remaove, and modify your virtual switches later by using the Virtual Switch Manager.

Network adapters:

Name Description

[] Ethernet Broadcom MetXtreme Gigabit Ethernet

(i We recommend that you reserve one network adapter for remote access to this server, To reserve a
 network adapter, do not select it for use with a virtual switch.

<Previous | [ Nest> | | nsall || Cancel

The Create Virtual Switches page, displayed during a

© 2013 John Wiley & Sons, Inc.

Hyper-V role installation



Creating the Default
Virtual Switch

§ Network Connections -0 Xx

t |-@r Control Panel » Metwork and Internet » Network Connections v 0| | Search Network Connections @ |

Organize »  Disable this network device  Diagnose this connection  Rename this connectiol

=] Ethebrlnzt —~ | vEthemet (Broadcom NetXtreme Networking
‘*1!  Enable & F

~ Gigabit Ethernet - Virtual Switch)
Broadcom NetXtreme Gigabit Eth... & mckerlocal Connect using:

‘ W Hyper-V Vitual Ethemet Adapter #2

This connection uses the following items:

g File and Prirter Sharing for Microsoft Networks

[ -& HyperV Extensible Vitual Switch

[ & Microsoft Network Adapter Muttiplexor Protocal

«&. ink-Layer Topology Discovery Mapper |/ Driver
«&. Link-Layer Topology Discovery Responder

<. Intemet Protocol Version & (TCP/IPvE)

<. Intemet Protocol Version 4 (TCP/IPvd)

¢| n HE

| Install... | | Uninstall | | Properties |

Description

Hlows your computer to access resources on a Microsoft
network.

Zitems  1item selected

A virtual switch and its properties, displayed in the host
operating system
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Creating the Default
Virtual Switch

L Network Connections = =

T |-—@ v Control Panel » Metwork and Internet » Metwork Connections

Organize ~  Disable this network device  Diagnose this connection  Rename this connection

*g,‘ Ethernet !_I | vEthernet (Broadcom Netitreme Networking | Sharing

Enabled Gigabit Ethernet - Virtual Switch)

. L Connect using:
Broadcom MetXtreme Gigabit Eth... @7 zacker.local nnect using
‘ El? Broadcom MetXtreme Gigabit Ethemet

This connection uses the following tems:

Cliert for Microsoft Networks
O g‘-’lﬂndows Netwaork Vitualization Fiter driver
[ =05 Packet Scheduler
O .Q File and Printer Sharing for Microsoft Networks
i Hyper-V Bxdensible Virtual Switch
[J & Microsoft Network Adapter Muttiplexor Protocol
[ -a- Link-Layer Topology Discovery Mapper 140 Driver
<] ] HE

| Install.... | | Uninstall | | Properties |

Description

Allows your computer to access resources on a Microsoft
network.

2items 1 itemn selected

A network interface adapter in the host operating
system, bound to a virtual switch
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The Default
Virtual Switch

An external network switch provides
connections external fo the Hyper-V
environment

The virtual network configuration overlays the
physical network configuration

The virtual switch is connected to the physical
switch and the network adapter in the host
computer is connected to the virtual switch

It Is the same as connecting two physical
switches together
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Creating a New
Virtual Switch

There are three types of switches that you can create in the
Virtual Switch Manager:

- External: Bound to networking protocol stack in the host OS
and connected to a physical network interface adapter in
the Hyper-V server. Virtfual machines running on the server’s
parent and child partitions can all access the physical
network to which the physical adapter is connected.

* Internal: Bound to a separate instance of the networking
protfocol stack in the host OS, independent from the
physical network interface adapter and its connected
network. The virtual machines on the child partitions cannot
access the physical network through the physical adapter.

» Private: Exists only in the Hyper-V server and is accessible
only to the virtual machines running on the child partitions.
© 2013 John Wiley & Sons, Inc.
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Create a New Virtual Switch

& Virtual Switches
F Tv New virtual network switch
@ y*y Broadcom NetXtreme Gigabit Ether. .. What type of virtual switch do you want to reate?
Broadcom NetXtreme Gigabit Ether...
% Global Network Settings
@ MAC Address Range
00-15-50-02-12-00 to 00-15-5D-0...

P\ Create virtual switch

Creates a virtual switch that binds to the physical network adapter so that virtual
machines can access a physical network.

The Virtual Switch Manager dialog box
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Create a New Virtual Switch

2 Virtual Switches
ﬁi‘. Mew virtual netwark switch
® oty Private virtual Switch Name:

|Broadmm Met¥treme Gigabit Ethernet Virtual Switch

ll!tl Virtual Switch Properties

Private virtual switch

Broadcom I
Broadcom M - MNotes:
® oty Internal virtual Switch
Internal only
% Global Network Settings

[0 MAC Address Range
00-15-50-02-12-00 to 00-15-5D-0... Connection type
What do you want to connect this virtual switch to?

® External network:

|Broadcom Net¥treme Gigabit Ethernet

[w] Allow management operating system to share this network adapter
[] Enable single-root I/O virtualization (SR-10V)

O Internal network

O Private network

VLAN ID
[] Enable virtual LAN identification for management operating system
The WLAN identifier specifies the virtual LAM that the management operating

system will use for all network communications through this network adapter. This
setting does not affect virtual machine networking.

0 SR-IOV can only be configured when the virtual switch is created. An external
vir tual switch with SR-IOV enabled cannot be converted to an internal or private
switch,

The Virtual Switch Properties page
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Configuring MAC
Addresses

« Every network interface has a Media Access
Control (MAC) address that uniguely
identifies the device on the network.

* On physical network adapters, the MAC
address is assigned by the manufacturer.

 Hyper-V has a pool of 256 addresses to
assign to VMs as you create them.
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Configuring MAC Addresses

% Virtual Switch

A New virtual network switch

& Xy Private Virtual Switch
Private virtual switch

& ¥y Broadcom NetXtreme Gigabit Ether...
Broadcom MetXtreme Gigabit Ether. ..

® WXy Internal Virtual Switch
Internal only
# Global Network Settings
f MAC Add nge

00-15-50-0 -00 to 00-15-50-0...
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[ MAC Address Range

You can define the range of media access control (MAC) addresses that can be
assigned dynamically to virtual network adapters.

Minimurn: "' _
Maimum: ""_

o Changing this setting does not affect network adapters that have already been
configured. To apply a new setting to an existing network adapter, recreate the
network adapter by removing it and adding it again.

The MAC Address Range in the Virtual Switch Manager
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Creating Virtual
Network Adapters

Once you have created virtual switches in
Hyper-V Manager, you can connect virtual
machines to them by creating and
configuring virtual network adapters.

© 2013 John Wiley & Sons, Inc.
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Creating Virtual
Network Adapters

A

wls
ﬁ Configure Networking

Before You Begin Each new virtual machine indudes & network adapter. You can configure the network adapter to use a

ify Name and Location wirtual switch, or it can remain disconnected.

Assign Memory Connection:

Mot Connected W

Configure Metworking
Caonnect Virtual Hard Disk
Installation Options

SuUmmary:

|{Eremﬁm‘|ﬂext>|‘ Finish HCanoeI|

The Configure Networking page in the New Virtual
Machine Wizard
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Create a Virtual Network Adapter

| ServerB

V4@

& BIOS
Boot from CD Select the devices you want to add and dick the Add button.
[ Memory i
512 MB Metwork Adapter
= R Processor Legacy Metwork Adapter
1 Virtual processor Fibre Channel Adapter
= Ei IDE Controller 0 RemaoteFy 30 Yideo Adapter

“fou can use this setting to add devices to your virtual machine.

a Hard Drive
ServerB.vhdx

= il IDE Controller 1
{, DVD Drive “fou can increase the storage available to a virtual machine by adding a SCSI controller
vmguest.iso and attaching virtual hard disks to it. A SC5I controller requires integration services in
! the guest operating system. Do not attach a system disk to a SCSI controller, System
¥ 5CSI Controller disks must be attached to an IDE controller.
#® [ Network Adapter

Broadcom Met¥treme Gigabit Et. ..

" com1

Mone
3 comz
Mone

| Diskette Drive
Mone

Mame
ServerB
-| Integration Services
All services offered
Snapshot File Location
D:\Hyper-viConfig
3 Smart Paging File Location
D:\Hyper-viConfig
P Automatic Start Action
Restart if previously running

A virtual machine’s Settings dialog box
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Create a Virtual Network Adapter

| ServerB

4 |a

% Hardware

4"@_ Add Hardware
& BIOS
Boot from CD
[ [Memory
512MB
=] R Processor
1 Virtual processor
= EE IDE Controller 0
(& Hard Drive
ServerB.vhdx
= EE IDE Contraller 1
{4 DVD Drive
wmguest.iso
% 5CSI Controller
# [ Network Adapter
Broadcom Met¥treme Gigabit Et...
2 [ Network Adapter
Not connected

T com1

MNone

7 com2

MNone
Diskette Drive
MNone

m MName
ServerB

|ﬁ Integration Services
All services offered

@ﬂ Snapshot File Location
D:\Hyper-¥\Config

éé Smart Paging File Location
D:'\Hyper-V\Config

[ Network Adapter

Spedfy the configuration of the network adapter or remove the network adapter.
Virtual switch:
| Mot connected

VLAN ID
[] Enable virtual LAN identification

The VLAN identifier specifies the virtual LAN that this virtual machine will use for all
network communications through this network adapter.

Bandwidth Management
[] Enable bandwidth management

Spedify how this network adapter utilizes network bandwidth. Both Minimum
Bandwidth and Maximum Bandwidth are measured in Megabits per second.

Minimum bandwidth: l:l Mbps
Maximum bandwidth: l:l Mbps

0 To leave the minimum or maximum unrestricted, specify 0 as the value.

To remove the network adapter from this virtual machine, dick Remove.

0 Use a legacy network adapter instead of this network adapter to perform a
network-based installation of the guest operating system or when integration
services are not installed in the guest operating system.

A new network adapter in the Settings dialog box
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Synthetic Adapters and
Emulated Adapters

» Synthetic adapter

o A purely virtual device that does not correspond to @
real-world product.

o Synthetic devices in a virtual machine running on @
child partition communicate with the parent partition
using a high-speed conduit called the VMBus.

 Emulated adapter (or a legacy adapter)

o A standard network adapter driver that
communicates with the parent partition by making
calls directly to the hypervisor, which is external to the
partitions, and is substantially slower.

© 2013 John Wiley & Sons, Inc.
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Synthetic Adapters and
Emulated Adapters

Parent Partition

Application

Child Partition

¢

Application

TCP/IP Stack

}

¢

TCP/IP Stack

}

V5P VSC
Virtual Synthetic
Switch Adapter
VIMBus
|
Hardware Hypervisor

Synthetic network adapters communicate using
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Synthetic Adapters and
Emulated Adapters

Parent Partition

Application

}

TCP/IP Stack

}

Child Partition

Application

}

TCP/IP Stack

}

VSP
Virtual EAn;uIated
Switch gRiEl
Hardware Hypervisor

Emulated network adapters communicate using

the hypervisor
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Configuring Hardware
Acceleration Settings

You can configure the following hardware acceleration
?ﬁ’r’rings If your network interface adapters supports
em:

« Enable virtual machine queve (VMQ): Stores incoming
packets intended for VMs in separate queues on the
physical network adapter, and delivers them directly to
the VMs, bypassing the processing normally performed
by the virtual switch on the parent partition.

« Enable IPsec task offloading: Uses the components on
the network adapter to perform some of the
cryptographic functions required by IPsec.

« Single-root I/0 virtualization: Enables the virtual adapter
to take advantage of the SR-IOV capabilities of the
physical adapter.
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Configuring Hardware
Acceleration Settings

| ServerB

J 4G

A Hardware
ﬂ Add Hardware
1A BIos
Boot from CD
i Memory
512 MB
[+ R Processor
1 Virtual processor
(= I IDE Controller 0
= Hard Drive
ServerB.vhdx
= I IDE Controller 1
{4 DVD Drive
wmguest.iso
] 5CSI Controller
= @ Metwork Adapter
Broadcom NetXtreme Gigabit Et...
Advanced Features
3} @ Metwork Adapter
Internal Virtual Switch

T com1

None

T com 2
MNone

| Diskette Drive
MNone

%1
|| Mame
ServerB
|5 Integration Services
All services offered
@_j Snapshot File Location
D:\Hyper-ViConfig

-~

Hardware Acceleration

Specify networking tasks that can be offloaded to a physical network adapter.

Virtual machine queus

Virtual machine queue (VMQ) requires a physical network adapter that supports
this feature.

[] Enable virtual machine queue

IPsec task offloading
Support from a physical network adapter and the guest operating system is
required to offioad IPsec tasks.
When sufficient hardware resources are not available, the security associations
are not offloaded and are handled in software by the guest operating system.

[ Enable IPsec task offloading

Select the maximum number of offloaded security assodations from a range of 1 to

40986,
Cffloaded SA

Maximumn number:

Single-root 1fO virtualization
Single-root IfQ virtualization (SR-I0OV) requires spedific hardware. It also might
require drivers to be installed in the guest operating system.
When sufficient hardware resources are not available, network connectivity is
provided through the virtual switch.

[] Enable SR-IOV

The Network Adapter Hardware Acceleration page in
the Settings dialog box
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Configuring Advanced Network

Adapter Features

| ServerB

V4G

% Hardware

‘“ﬂ Add Hardware
18 BIO0S
Boot from CD
i Memory
512MEB
R Processor
1 Virtual processor
= I IDE Controller 0
= Hard Drive
ServerB.vhdx
= I IDE Controller 1
% DVD Drive
vmguest.iso
®¥E SCSI Controller
= [ Network Adapter

Hardware Acceleration

@ MNetwork Adapter
Internal Virtual Switch

oMt

Mone

3 comz

Mone
Diskette Drive
Mone
A Management

Broadcom Net¥treme Gigabit Et...

Advanced Features

|| Name
ServerB

|| Integration Services
All services offered

@j Snapshot File Location
D:\Hyper-ViConfig

”

Advanced Features

MAC address
(O] Dynamic

MAC address spoofing allows virtual machines to change the source MAC
address in outgoing packets to one that is not assigned to them.

[] Enable MAC address spoofing

DHCP guard

DHCP guard drops DHCP server messages from unautherized virtual machines
pretending to be DHCP servers,

["] Enable DHCP guard

Router guard

Router guard drops router advertisement and redirection messages from
unauthorized virtual machines pretending to be routers.

[] Enable router advertisement quard

Port mirroring

Port mirroring allows the network traffic of a virtual machine to be monitored by
copying incoming and outgoing packets and forwarding the copies to another
wirtual machine configured for monitoring.

Mirroring mode: |Nor1e

MIC Teaming

‘You can establish NIC Teaming in the guest operating system to aggregate
bandwidth and provide redundancy. This is useful if teaming is not configured in
the management operating system.

| [ oy

The Network Adapter Advanced Features page in the
Settings dialog box
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Creating Virtual

Network Configurations

Hyper-V makes it possible to

« Extend virtually any existing physical network
configuration into its virfual space, or

 Create a completely separated and
Isolated network within the Hyper-V
environment.

© 2013 John Wiley & Sons, Inc. o/



Extending a Production
Network into Virtual Space

* Microsoft recommends the use of at least 2
physical network adapters in a Hyper-V
server, with 1 adapter servicing the parent
partifion, and the other connected to the
child partitions.

« When you have more than 2 physical
adapters in the server, you can create
separate external virtfual network switches
for the physical adapters, and connect
each one to a separate VM.

© 2013 John Wiley & Sons, Inc.
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Creating an
Isolated Network

* By creating intfernal or private virtual
switches, you can create a network that
exists only within the Hyper-V space, with or
without the parent partition included.

« Excellent for testing and evaluation
purposes, or for classroom situations.

e You can also use VLANS to create isolated
networks.

© 2013 John Wiley & Sons, Inc.
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Lesson Summary

Networking is a critical part of creating a virtual machine
infrastructure. Depending on your network plan, the virtual
machines you create on a Windows Server 2012 Hyper-V

server can require communication with other virtual machines,

with the computers on your physical network, and/or with the
Intfernet.

A virtual switch, like its physical counterpart, is a device that
functions at layer 2 of the Open Systems Interconnect (OSI)
reference model. A switch has a series of ports, each of which
Is connected to a computer’s network interface adapter. Any
computer connected to the switch can transmit data to any
other computer connected to the same switch.

Hyper-V in Windows Server 2012 supports three types of
switches: external, internal, and private, which you must
create in the virtual Switch Manager before you can connect
virtual machines to them.

© 2013 John Wiley & Sons, Inc.
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Lesson Summary

« Every network interface adapter has a Media
Access Control (MAC) address (sometimes called a
hardware address) that uniquely identifies the
device on the network.

* Once you have created virtual switches in Hyper-V
Manager, you can connect virfual machines to
them by creating and configuring virtual network
adapters.

» Selecting the Network Adapter option in the Add
Hardware page creates what is known in Hyper-V
terminology as a synthetic network adapter. Hyper-
V supports two types of network and storage
adapters: synthetic and emulated (sometimes
called legacy).
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