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Designing a File-
Sharing Strategy

Why store user files on shared server drivese

« To enable users to collaborate on projects by sharing
files

 To back up document files more easily

* To protect company information by conftrolling access to
documents

* Toreduce the number of shares needed on the network
« To prevent the need to share access to workstations

* To monitor users’ storage habits and regulate their disk
space consumption

« To insulate users from the sharing and permission
assignment processes
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Arranging Shares

« A well-designed sharing strategy provides
each user with three resources:

o A private storage space, such as a home folder,
to which the user has exclusive access.

o A public storage space, where each user can
store files that he or she wants colleagues 1o be
able to access.

o Access to a shared work space for communal
and collaborative documents.
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Controlling Access

The principle of “least privileges” states that users
should have only the privileges they need to
perform their required tasks and no more.

Users should have complete access and control of
their own files and no privileges to others’ private
files.

Users should have complete control of their own
Public folder, but limited access to others’.

In the shared work space, users should have
privileges based on their individual needs.

Administrators should have privileges to have full
control over users’ private and public folders.

© 2013 John Wiley & Sons, Inc.



Controlling Access

« Always assign permissions to security groups,
not to individuals.

» Utillize domain local groups and global or

universal groups to simplifty administration of
PEermissions.

* |[n special cases, use the Deny Access NTFS
permission to override assigned permissions.
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Mapping Drives
~older Redirection settings in Group Policy can

be used to map each user’'s Documents folder
to his or her home folder on the network share.

This practice enables users to work with their
files without ever knowing they are stored on a
network drive.

Login scripts can be used to map each user’s
directory to a drive letter on that user’s
computer.

Users know they must save their files to their F:
drive, for example, not knowing it is pointing to
a network share.
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Creating Folder Shares
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Creating Folder Shares

 Shares must be created in order for network
users to be able to access the disks on the
servers. You must determine:
o What folders you will share
o What names you will assign to the shares

o What permissions you will grant users to the
shares

o What Offline Files settings you will use for the
shares
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Creator/Owner

* YOu can share your own folders.

« Right-click and select Share with > Specific
People to access a simplified interface.

» Use Sharing tab of the folder’s Properties
sheet for greater conftrol.
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Creating Folder Shares

Choose people on your network to share with

Type a name and then click Add, or click the arrow to find somecne.,

v|[ Add

Mame Permission Level
2 Administrator Read/Write
82 Administrators Owner

S2 Everyone Read

I'm hawving trouble sharing

The File Sharing dialog box
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Creating Folder Shares

[ | Share this folder

Settings

Share narme:

Add Femoyve

Limit the number of simultaneous users ta;

Camments!

Permissions

The Advanced Sharing dialog box
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Types of Folder Shares

« Server Message Blocks (SMB)

o The standard file-sharing protocol used by all
versions of Windows.

o Requires the File Server role service.

* Network File System (NFS)

o The standard file sharing protocol used by most
UNIX and Linux distributions.

o Requires the Server for NFS role service.
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Create a Folder Share

= Server Manager
«S ha res ['A Manage Tools  View Help
~
SHARES e VOLUME <ad
[HH Servers el A\l shares | O total J_TA?SKSiV_J No share is selected.
. il There are no shares. Select a share to display its related
LB Disks volume. -
Storage Pools To create a file share, start the New
iISCSI

Go to Volumes Overview >

QUOTA

No data available.

‘ | v

The Shares homepage
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Create a Folder Share

Select the profile for this share

Select Profile File share profile: Description:

| SMB Share - Quick | This basic profile represents the fastest way to create an
B SMB file share, typically used to share files with
i B T Windows-based computers.

Share Location

SMB Share - Applications

NFS Share - Quick * Suitable for general file sharing
NFS Share - Advanced * Advanced options can be configured later by
using the Properties dialog

|<Previous H Next > I I Create || Cancel I

The Select the profile for this share page in the New
Share Wizard
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Create a Folder Share

Select the server and path for this share

Select Profile Server:
Server Name Cluster Role Cwner Node

Shareame ServerA Not Clustered

Other Settings

Permissions

Share location:
(@ Select by volume:

Volume Free Space Capacity File System
C: 491GB 59.7GB NTFS

The location of the file share will be a new folder in the \Shares directory on the selected
volume,

(O Type a custom path:

|<Pnevious|| Next > | I Create Il Cancel |

The Select the server and path for this share page of the
New Share Wizard
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Create a Folder Share

Specify share name

Select Profile Share name:
Share Location

I Share description:
Share Name

Local path to share:
EA\Shares\
© i the folder does not exist, the folder is created.

Remote path to share:
\\Server8\

|<Previous|| Next > | l Create || Cancel |

The Specify share name page of the New Share Wizard
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Create a Folder Share

Configure share settings

Selact Profile [] Enable access-based enumeration

Access-based enumeration displays only the files and folders that a user has permissions to
access. If a user does not have Read (or equivalent) permissions for a folder, Windows hides the
Share Nams folder from the user's view.

Share Location

Allow caching of share

Permissions Caching makes the contents of the share available to offline users. If the BranchCache for
Network Files role service is installed, you can enable BranchCache on the share.

[] Enable BranchCache on the file share

BranchCache enables computers in a branch office to cache files downloaded from this
share, and then allows the files to be securely available to other computers in the branch.

Learn more about configuring SMB cache settings

[] Encrypt data access

When enabled, remote file access to this share will be encrypted. This secures the data against
unauthorized access while the data is transferred to and from the share. If this box is checked
and grayed out, an administrator has turned on encryption for the entire server.

I < Previous H Next > | ' Create I I Cancel

The Configure share settings page of the New
Share Wizard
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Create a Folder Share

Specify permissions to control access

Select Profile
Share Location
Share Name
Other Settings
Permissions

Confirmation

Permissions to access the files on a share are set using a combination of folder permissions, share
permissions, and, optionally, a central access policy.

Share permissions: Everyone Full Control

FEolder permissions:

Type
Allow
Allow
Allow
Allow
Allow
Allow
Allow

Principal Access

Applies To

Everyone Read & execute This folder, subfolders, and files

BUILTIN\Users Special
BUILTIN\Users Special
CREATOR OWNER Full Control
NT AUTHORITYASYSTEM  Full Control
BUILTIN\Administrators  Full Control
BUILTINVAdministrators  Full Control

[_Q_ustomize permissions... |

This folder, subfolders, and files
This folder and subfolders
Subfolders and files only

This folder, subfolders, and files
This folder, subfolders, and files
This folder only

i < Previous H Next > | ’ Create || Cancel |

The Specify permissions to control access page of the
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Create a Folder Share

Confirm selections

Select Profile Confirm that the following are the correct settings, and then click Create.

Share Location
SHARE LOCATION

Server: ServerB
Other Settings Cluster role: Not Clustered
Permissions Local path: E:\Shares\Docs

Share Name

Corfirmation SHARE PROPERTIES
Share name: Docs
Protocol: SMB
Access-based enumeration: Disabled
Caching: Enabled
BranchCache: Disabled
Encrypt data: Disabled

The Confirm selections page of the New Share Wizard
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Create a Folder Share

= Server Manager
<« S h ares Tools View
- ~
= a SHARES VOLUME ; : s
[FH Servers All shares | 1 total JJA§K§7' Docs on ServerB |7I»§S)7(57'!
i Volumes e ol & New Volume (E)
i Disks = ) Capacity: 20.0 GB =
Storage Pools Share Local Path
0.8% Used M| 156!
4 ServerB (1) | 19.9
iSCSI Docs E\Shares\Doc:

Go to Volumes Overview >

QUOTA

Docs on ServerB

The new share on the Shares homepage in
Server Manager

© 2013 John Wiley & Sons, Inc.



Assigning Permissions

Lesson 4: Configuring File and Share Access

© 2013 John Wiley & Sons, Inc.

23



Assigning Permissions

The four permissions systems:

» Share permissions: Control access to folders
over a network.

* NTFS permissions: Control access to the files and
folders stored on disk volumes formatted with
the NTFS file system.

* Regisiry permissions: Confrol access to specific
parts of the Windows registry.

« Active Directory permissions: Control access to
specific parts of an Active Directory Domain
Services (AD DS) hierarchy.
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Windows Permissions

Architecture

« Access Control List (ACL)
» Access Conftrol Entries (ACEs)

* Security principal
/
ACL ¢
f_\‘ Sales — Read \
Managers — Full ACES
Control
JSmRh — Deny Access

Folder

Security Principal

© 2013 John Wiley & Sons, Inc.
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Windows Permissions

General | Sharing | Securty | Previous Versions | Customize

Object name:  E\Shares*Docs

GTOLJ[:I ar User names:

52 CREATOR OWNER
B2 SYSTEM

s v
[ili m [>]

To change pemissions, click Edit.

Pemissions for Everyone

Full control

Modify

Fead & execute
Ligt folder contents
Read

Wiite

For special permissions or advanced settings,
click Advanced.

Leam about access control and pemissions

| Close || Cancel ||

The Security tab of a Properties sheet
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Basic and Advanced
Permissions

» Permissions allow you to grant specific
degrees of access to security principals.

* Preconfigured permission combinations are
called Basic Permissions.

 Advanced Permissions are more granular
and can be applied individually, but are
rarely used.

© 2013 John Wiley & Sons, Inc.
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Allowing and Denying

Permissions
 Additive

o Start with no permissions and then grant Allow
permissions (preferred method).

 Subtractive

o Start by granting Allow permissions and then
grant Deny permissions.
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Inheriting Permissions

Permissions run downward through a hierarchy

EVERYONE
Read
List Folder Contents

—

XFER

i Alice

EVERYONE
Read
List Folder Contents

Ralph

EVERYONE
Read
List Folder Contents

EVERYOMNE
Read
List Folder Contents

Trixie

EVERYONE
Read
List Folder Contents
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EVERYQONE
Read g  XFER
List Folder Contents
Re
ALICE _ . ad
. Alice List Folder Contents
Full Control
Full Control
EVERYONE |
|x Read
FuFItIﬁ(:.“I._;':i—[ru-l — Ralph List Felder Contents
RALPH
Full Control
EVERYONE
ED Ed Read
Con — Lisl Folder Contents
Full Control e
Full Control
EVERYONE
TRIXIE »  Read
Full Control - Trixie List Folder Contents
Full Control
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Effective Access

The combination of Allow permissions and
Deny permissions that a security principal
recelives for a system element:

* Allow permissions are cumulative.

* Deny permissions override Allow permissions.

« Explicit permissions take precedence over
Inherited permissions.

© 2013 John Wiley & Sons, Inc.
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Effective Access

Name: E:\Shares\Docs

Owner: Administrators (SERVERB\Administrators) @' Change

Permissions I Share I Auditing | Effective Access |

Effective Access allows you to view the effective permissions for a user, group, or device account. If the account is a member of a
domain, you can also evaluate the impact of additions to the security token for the account.

User/ Group:  Select a user

Include group membership [Ct'ickAdd items V’ | Add items |

Select a device

Include group membership lClickAdd items v \ I Add items |

View effective access

The Effective Access tab of the Advanced Security
Settings dialog box
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Setting Share Permissions

Share Permissions |

(Eroup ar User Nnames:

Pemissiong for Evenyone

Full Cortrol
Change
Fead

Leam about access control and pemissions

The Share Permissions tab for a shared folder
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Share Permissions

Share permission

Allows or denies security principals the ability to:

Full Control

Change file permissions.
Take ownership of files.
Perform all tasks allowed by the Change permission.

Change

Create folders.

Add files to folders.

Change data in files.

Append data to files.

Change file attributes.

Delete folders and files.

Perform all actions permitted by the Read permission.

Read

Display folder names, filenames, file data, and attributes.

Execute program files.
Access other folders within the shared folder.

© 2013 John Wiley & Sons, Inc.
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Set Share Permissions

Docs

Show All
General + Permissions

Permissions =

Settings + Permissions to access the files on a share are set using a combination of
folder permissions, share permissions, and, optionally, a central access
policy.

Share permissions: Everyone Full Control

Eolder permissions:

Type Principal Access Applies To
Allow Everyone Read & execute This folder, subfolc
Allow BUILTIN\Users Special This folder, subfolc
Allow BUILTIN\Users Special This folder and suk
Allow CREATOR OWNER Full Control Subfolders and file
Allow NT AUTHORITY\SYSTEM  Full Control This folder, subfolc
Aliow BUILTINVAdministrators  Full Control This folder, subfolc

Allow BUILTINVAdministrators  Full Control This folder only
[<] " | 1]

'_Qustomize permissions... I

ok || cancel || apply |

The Permissions page of a share’s Properties sheet in
Server Manager
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Set Share Permissions

Mame: E\Shares\Docs

Chwner Adrninistrators (SERVERE\Administrators] Change
Permissions | Share Auditing Effective Access

Te modify share permissions, select the entry and click Edit,

Metwork location for this share: \\ServerB.adatum.local\Docs

Permiszsion entries:

Type Principal
8 Allow Everyone

Access

Full Control

Add | | Femove | | View

The Share tab of the Advanced Security Settings dialog
box for a share in Server Manager
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Set Share Permissions

Principal  Select a principal

Type: Allow

Permissions:
[C]Full Control
["]Change
Read

[ ] Special permissions

A Permission Entry dialog box for a share in
Server Manager

© 2013 John Wiley & Sons, Inc.
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Set Share Permissions

Select this object type:

User, Group, or Built-in securty principal

From this location:

adatum local

Erter the object name to select (examples):

“ Check Mames

The Select User, Computer, Service Account, or Group
dialog box

© 2013 John Wiley & Sons, Inc.
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Set Share Permission

Mame: E\Shares\Docs

Owner: Adrinistrators (SERVERB\Administrators) Change

Permissions | Share Auditing Effective Access

To modify share permissions, select the entry and click Edit.

Metwork location for this share: \\ServerB.adatum.local\Docs

Permission entries:

Type Principal Access
8 Allow Everyone Full Control
8& Allow Domain Users (ADATUM\Domain Users) Change

A new share permission entry in a share'’s access
control list
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NTFS Authorization

NTFS and ReFS support permissions.

Every file and folder on an NTFS or ReFS drive
has an ACL with ACEs, each of which contains
a security principal and their permissions.

Security Principals are users and groups
idenftified by Windows using security identifiers
(SIDs).

During authorization, when a user accesses a
file/folder, the system compares the user’s SIDs
to those stored in the element’s ACEs to
determine that user’s access.

© 2013 John Wiley & Sons, Inc.
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NTES Basic Permissions —
Full Control

Folder File
* Modity the folder + Modify the file
PErmissions. SrMISSionNS.
« Take ownership of the P
folder. « Take ownership of
- Delete subfolders and the file.
P(l)%gromdmed Nthe . perform all actions
. Perform all actions associared with all
associated with all ofther NTFS file
other NTFS folder permissions.

PEermissions.
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NTES Basic Permissions —
Modity

Folder
« Delete the folder.

Perform all actions
associated with the
Write and the Read
& Execute
Permissions.

© 2013 John Wiley & Sons, Inc.

File
* Modity the file.
¢« Delete the file.

 Perform all actions
associated with the
Write and the Read
& Execute
permissions.
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NTES Basic Permissions —
Read & Execute

Folder File
« Navigate through * Perform all actions
restricted folders to associated with the
reach other files and Read permission.
folders.

* Run applications.
* Perform all actions

associated with the
Read and List Folder
Contents
PEermissions.
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NTES Basic Permissions —
List Folder Contents

Folder File

* View the names of « Not applicable
the files and
subfolders
contained in the
folder.
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NTES Basic Permissions —
Read

Folder File
« See the files and « Read the contents
subfolders of the file.
confained in the + View the ownership,
folder. oermissions, and

* View the ownership, attributes of the file.

permissions, and
attributes of the
folder.

© 2013 John Wiley & Sons, Inc.
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NTES Basic Permissions —
Write

Folder File
* Create new files * Overwrite the file.
and subfolders . Modify the file
Inside the folder. attributes.
* Modity the folder . View the ownership
attributes. and permissions of
* View the ownership the file.
and permissions of
the folder.
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Assign Basic NTES Permissions

Name: E\Shares\Docs

Owner: Administrators (SERVERB\Administrators) Change

Permissions I Share | Auditing ] Effective Access |

Permission entries:

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Type  Principal Access Inherited from
% Allow  Administrators (SERVERB\Ad...  Full control None
2, Allow  Administrators (SERVERB\Ad...  Full control E\
8 Allow  SYSTEM Full control EN\
82 Allow  CREATOR OWNER Full control E\
% Allow  Users (SERVERB\Users) Special EN\
8 Allow  Everyone Read & execute E\
2 Allow  Users (SERVERB\Users) Create folders / appen... E\

Applies to

This folder only

This folder, subfolders and files
This folder, subfolders and files
Subfolders and files only

This folder, subfolders and files
This folder, subfolders and files
This folder and subfolders

I Add |[ Remove | i View l

| Disable inheritance |

["]Replace all child object permission entries with inheritable permission entries from this object

oK || Cancel H Apply l

The Advanced Security Seftings dialog box for a share in

Server Manager
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Assigning Advanced
NTFS Permissions

Principal:  Domain Users (ADATUM\Domain Users)  Select a principal

Type: | Allow

Applies to: | This folder, subfolders and files W |

Advanced permissions: Show basic permissions

[]Full control [ ] Write attributes

[ Traverse folder / execute file []Write extended attributes
[ List folder / read data [ Delete subfolders and files
[#] Read attributes [] Delete

[+ Read extended attributes [+ Read permissions

[] Create files / write data []Change permissions

[] Create folders / append data [ Take ownership

[1Only apply these permissions to objects and/or containers within this container

Add a condition to limit access, The principal will be granted the specified permissions only if conditions are met.

Add a condition

The Permission Entry dialog box displaying
Advanced Permissions
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Resource Ownership

Every file and folder on an NTFS drive has an
owner.

The owner always has the ability fo modity
the permissions, even if current permissions
settings deny them access.

The owner is the person who created the file
or folder.

Others with the Take Ownership permission
can become the owner.
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Combining Share and

Everyone
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Shared
Folder

File A

File B

NTFS Volume
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Configuring Volume
Shadow Copies

Lesson 4: Configuring File and Share Access
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Volume Shadow Copies
* Allow you to maintain previous versions of
files on a server.

A copy of afile can be accessed even if o
file has been accidentally deleted or
overwritten.

 Can be implemented for entire volumes
only.

© 2013 John Wiley & Sons, Inc.
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Configure Shadow Copies

Shadow Copies

Shadow copies allow users to view the contents of shared folders
as the contents existed at previous points in time. For information on
Shadow Copies, click here.

Select a volume:

Wolume MNext Run Time  Shares
2 P\Wal.. Disabled 0
=, Disabled 0
EREN, Disabled 1
(=T Disabled 0

Enable | | Dissble | | Seftings.. |

Shadow copies of selected volume

Fevert...

The Shadow Copies dialog box
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Configure Shadow Copies

Wolume:
EX

Storage area
Located on this volume:

F\ v| [ Detais .

Madmum size: () No limit
®) Lse limit: 2034 mB

L

Mote: You need at least 3D0MB free space to create a shadow copy.

Mote: The default schedule creates two shadow copies per day. Avaid
creating shadow copies more frequenthy than once per hour.

The Settings dialog box

© 2013 John Wiley & Sons, Inc.
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Configuring NTFES Quotas

Lesson 4: Configuring File and Share Access
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NTEFS Quotas

« Enable administrators to set a storage limit
for users of a particular volume.

» Users exceeding the Iimit can be denied
QCcCess or Just receive a warning.

« Space consumed by users is measured by
the size of the files they own or create.

© 2013 John Wiley & Sons, Inc.
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Configure NTFS Quotas

GeneralITooIs IHatdwarelSharing|SecmitylShadowCopies
Previous Versions | Quota | Customize | NFS Sharing

! Status: Disk quotas are disabled

[ | Deny disk space to users exceeding quota limit
Select the default quota limit for new users on this volume;

() Do not limit disk usage

(® Limit disk space to ‘ 1 | IKB

Set warning level to I 1 | LKB v l

Select the quota logging options for this volume:

[] Log event when a user exceeds their quota limit

[ Log event when a user exceeds their waming level

The Quota tab of a volume's Properties sheet
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Lesson Summary

Creating folder shares makes the data stored on a file server’s
disks accessible to network users.

Windows Server 2012 has several sets of permissions that
operate independently of each ofher, including NTFS
permissions, share permissions, registry permissions, and Acfive
Directory permissions.

NTFS permissions enable you to control access to files and
folders by specifying the tasks individual users can perform on
them. Share permissions provide rudimentary access control
for all of the files on a network share. Network users must have
Tﬂe proper share and NTFS permissions to access file server
shares.

Access-based enumeration (ABE) applies filters to shared
folders based on individual user’s permissions to the files and
subfolders in the share. Users who cannot access a particular
shc?red IEesource are unable to see that resource on the
network.
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Lesson Summary

Offline Files is a Windows feature that enables client
systems to maintain local copies of files they access from
server shares.

Volume Shadow Copies is a Windows Server 2012
feature that enables you to maintain previous versions of
files on a server, so that if users accidentally delete or
overwrite a file, they can access a copy. You can only
iImplement Shadow Copies for an entire volume; you
cannot select specific shares, folders, or files.

NTFS quotas enable administrators to set a storage limit
for users of a particular volume. Depending on how you
configure the quota, users exceeding the IImit can be
denied disk space, or just receive a warning.

© 2013 John Wiley & Sons, Inc.
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