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Virtualization
Architectures

Type Il Virtualization
« Requires a “host” operating system

Using the Type Il Hypervisor, you create a virtual
nardware environment for each VM

 |nstall a “guest” operating system on each VM,
just like installing a new computer

* The host operating system shares access to the
computer’s processor with the hypervisor

* Does not provide the same performance as
separate physical computers

« Good testing or lab environment
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Virtualization Architectures

Guest | Guest | Guest
Operating | Operating | Operating
Host System | System | System
Operating Virtual | Virtual | Virtual
System Machine | Machine | Machine
Hypervisor

A hybrid VMM sharing hardware access with a host
operating system

© 2013 John Wiley & Sons, Inc.



Virtualization
Architectures

Type | Virtualization

* Hypervisor is an abstraction layer that interacts
directly with the computer’s physical hardware

* No host operating system required

* |ndividual environments, called partitions have
their own operatfing systems installed and
accesses hardware through the hypervisor

* No host operating system is sharing processor

« Parent partition runs the virtualization stack
which creates and manages the child partitions
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Virtualization Architectures

Parent Child Child Child
Partition Partition Partition Partition

Hypervisor

A Type 1 VMM, with the hypervisor providing all
hardware access

© 2013 John Wiley & Sons, Inc.



Hyper—V Implementations

* Hyper-V role is required for the operating
system to function as the computer’s parent
partition, enabling it to host VMs.

* Only Standard and Datacenter editions
support Hyper-V.

* No special requirements are needed for the
guest operating systems (Microsoft or non-
Microsoft).
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Hyper-V Licensing

* You must have licenses for both physical
and virtual instances of the operating
system.

 Datacenter licensing allows you to create
and run an unlimited number of VMs.

« Standard provides 2 virtual instances only.
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Hyper-V Hardware

Limitations

Windows Server 2012 Hyper-V host system:
o Up to 320 logical processors

o Supporting up to 2,048 virtual CPUs

o Up to 4 TB of physical memory

One server can host as many as 1,024 active
VMs

Each VM can have up to 64 virtual CPUs
and up to 1 TB of memory

Hyper-V can support clusters with up to 64
nodes and 8,000 VMs
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Hyper-V Server

Subset of Windows Server 2012

Free downloadable product, but does not
INclude licenses for operating systems
INstalled in the VMs

Includes the Hyper-V role and limited File
and Storage services and Remote Desktop
capabilities

Hyper-V role is installed by default
Only uses Server Core interface
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Installing Hyper-V

Lesson 7: Creating and Configuring Virtual
Machine Settings
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Installing Hyper-V

* Installing the Hyper-V role installs the
hypervisor software and Hyper-V Manager
(GUI only)

e« Recommendations:

o Use Hyper-V role on the host without any other
roles

o Put other roles on VMs
o Use Server Core installation
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Hyper-V Hardware
Requirements

o 64-bit processors that include hardware-
assisted virtualization.

« A system BIOS that supports the virtualization
nardware, on which the virtualization
feature has been enabled.

 Hardware-enforced Data Execution
Prevention (DEP), which Intel describes as
eXecuted Disable (XD) and AMD describes

as No eXecute (NS).

© 2013 John Wiley & Sons, Inc. 14



Install the Hyper-V Role

=
Select server roles

Before You Begin
Installation Typs
Server Selection

Server Roles

Faatures

Add Roles and Features Wizard

Select one or more roles to install on the selected server.

DESTIMATION SERVER
72 zacker local

Description

Hyper-V provides the services that
you can use to create and manage
virtual machines and their resources.
Each virtual machine is a virtualized
computer system that operates in an
isolated execution environment. This
allows you to run multiple operating
systems simultaneously.

Roles
[ Active Directory Certificate Services ksl
[[] Active Directory Domain Services
[[] Active Directory Federation Services
[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Application Server
[] DHCP Server =
[] DNS Server
[] Fax Server
B [v| File And Storage Services (Installed)
(Wl Hyper-V
[[] Network Policy and Access Services ||
[] Print and Dacument Services
[] Remote Access
[[] Remote Desktop Services .
< Previous | | Next >

Install Cancel

The Select Server Roles page of the Add Roles and
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Install the Hyper-V Role

=

h

Add Roles and Features Wizard

Add features that are required for Hyper-\?

ave to be installed on the same server.

4 Femaote Server Administration Tools
4 Role Administration Tools

4  Hyper-V Management Tools

The following tocls are required to manage this feature, but do not

[Taols] Hyper-V Module for Windows PowerShell

[Tools] Hyper-V GUI Management Tools

Include management tools (if applicable)

[ x|

Add Features

Cancel

The Add features that are required for Hyper-V dialog

box in the Add Roles and Features Wizard
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Install the Hyper-V Role

= Add Roles and Features Wizard = [=] =

DESTINATION SERVER

H ype r-vV €72 zackerlocal

Before You Begin Hyper-V allows you to virtualize your server workloads by running those workloads on virtual machines,
You can use virtual machines to consolidate multiple workloads on one physical server, to imprave
Installation Typ= server availability, and to increase efficiency in developing and testing software.

Server Szlection

Server Roles Things to note:

* Before you install this role, you should identify which network connections on this server you want to

Features
use for setting up virtual switches.
* After you install Hyper-V, you can use Hyper-V Manager to create and configure your virtual
Virtual Switches machines.
Migration

Default Stores

Confirmation

More information about Hyper-V

< Previous | | MNext = Install

The Hyper-V page of the Add Roles and
Features Wizard
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Install the Hyper-V Role

DESTINATION SERVER

Create Virtual Switches e ———

Before You Begin
Installation Typs
Server Szlection
Server Roles
Features
Hyper-¥

Virtual Swit

Migration

Default Stores

Confirmation

Virtual machines require virtual switches to communicate with other computers. After you install this
role, you can create virtual machines and attach them to a virtual switch.

One virtual switch will be created for each network adapter you select. We recommend that you create
at least one virtual switch now to provide virtual machines with connectivity to a physical network. You
can add, remaove, and modify your virtual switches later by using the Virtual Switch Manager.

Network adapters:

Name Description

[] Ethernet Broadcom MetXtreme Gigabit Ethernet

(i We recommend that you reserve one network adapter for remote access to this server, To reserve a
 network adapter, do not select it for use with a virtual switch.

<Previous | [ Nest> | | nsall || Cancel

The Create Virtual Switches page of the Add Roles and
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Install the Hyper-V Role

s

Before You Begin
Installation Typs
Server Selection
Server Roles
Features
Hyper-¥
Virtual Switches
Default Stores

Confirmation

Add Roles and Features Wizard = [=] =

DESTINATION SERVER

Virtual Machine Migration 22 zacker oca

Hyper-V can be configured to send and receive live migrations of virtual machines on this server,
Configuring Hyper-V now enables any available network on this server to be used for live migrations. If
you want to dedicate specific networks for live migration, use Hyper- settings after you install the role.

[] Allow this server to send and receive live migratiens of virtual machines

rAuthentication protocol
Select the protocol you want to use to authenticate live migrations.
® Use Credential Security Support Provider (CredS5P)
This protocol is less secure than Ki ros, but does not require you to set up constrained
delegation. To perform a live migraticn, you must be logged on to the source server,

Use Kerberos
This protacel is more secure but requires you to set up constrained delegation in your
environment to perform tasks such as live migration when managing this server remotely

i, 1fthis server will be part of a cluster, do not enable migration now. Instead, you will configure the
server for live migration, including specifying networks, when you create the cluster.

< Previous | | MNext = Install

The Virtual Machine Migration page of the Add Roles

© 2013 John Wiley & Sons, Inc.

and Features Wizard

19



Install the Hyper-V Role

Default Stores

Before You Begin
Installation Typs
Server Szlection
Server Roles
Faatures
Hyper-¥

Virtual Switchas

Migration

Default Stores

Confirmation

Add Roles and Features Wizard = [=] =

DESTIMATION SERVER
{72 rackerlocal

Hyper-V uses default locations to store virtual hard disk files and virtual machine configuration files,
unless you specify different locations when you create the files. You can change these default locations
now, or you can change them later by modifying Hyper-V settings.

Default location for virtual hard disk files:

C:\Users\Public\Documents\Hyper-V\Virtual Hard Disks

Default location for virtual machine configuration files:

CA\ProgramData\Microsoft\Windows\Hyper-V

< Previous | | MNext = Install

The Default Stores page of the Add Roles and

© 2013 John Wiley & Sons, Inc.

Features Wizard

20



Using Hyper-V Manager

Lesson 7: Creating and Configuring Virtual
Machine Settings
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Using Hyper-V Manager
* The primary graphical tool for creating and
managing VMs

 Can be used to manage VMs on multiple
servers

» |Installed with the Hyper-V Role, or you can
install the Hyper-V Management Tools
feature, or RSAT package for Windows 8

© 2013 John Wiley & Sons, Inc.
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Using Hyper-V Manager

gs Hyper-V Manager = | =] 22
File Action View Help
= = B8
35 Hyper-V Manager Actions
Hacz2 Virtual Machines 72 N
Mame - State CPU Usage Assigned Memory Uptime Mew
i ServerA Running 0% 2048 MB 14:34:28 .
3 ServerB Running 0% 2048 MB 00:28:55 L Import Virtual ...
§ Server Running 0% 2048 MB 14:30:41 *2 Hyper-V Settin..,
g Served Off Z1 Virtual Switch ..
5 E Runini 0% 2048 MB 14:32:08
S nnina & Virtual SAN M...
@4 Edit Disk...
E Inspect Disk...
@ Stop Service =
7< Remove Server
< L 2 U Refresh
Snapshots @ View
Help
ServerA
ServerA
i cC ct..
Created: 9/11/2012 3:28:13 P Clustered: No "?1 onne
Notes:  MNone Heartbeat: QK (Applications =¥ Settings... —
Heatty) @ Turn Off...
@ Shut Down...
Save
Summary | Memory I Metwaorking I Replication |
Il Pause
<| m HEX] I v
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Creating a
Virtual Machine

* To create a virfual machine (VM), you
define the hardware resources that the
system should allocate to them:

o Number of processors

o Memory

o Virtual network adapters
o Virtual disks

© 2013 John Wiley & Sons, Inc.
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Creating a
Virtual Machine

Each virtual machine uses the following files:

 Virtual machine configuration (.vmc) file:
This file in XML format contains the VM
configuration information, including all
settings for the VM.,

 Virtual hard disk (.vhd or .vhdx) files: One or
more files used to store the guest operating
system, applications, and data for the VM.

- Saved-state (.vsv) file: The VM may use this if
It has been placed into a saved state.

© 2013 John Wiley & Sons, Inc. 25



Creating a Virtual Machine

Specify Name and Location

Before You Begin Choose a name and location for this virtual machine.
Spedify Name and Location The name is displayed in Hyper-v Manager. We recommend that you use a name that helps you easily
Assign Memory identify this virtual machine, such as the name of the guest operating system or workload.

Configure Metworking MName: | ew Virtual Machine

Connect Virtual Hard Disk You can create a folder or use an existing folder to store the virtual machine. If you don't select a
Installation Options falder, the virtual machine is stored in the default folder configured for this server.

Summary [ store the virtual machine in a different location

Location: |D:‘|,|-|yper—'u"|,Conﬁg‘|, || Browse...

ﬁl If you plan to take snapshots of this virtual machine, select a location that has enough free
space. Snapshots indude virtual machine data and may require a large amount of space.

< Previous | | Mext = | | Finish | | Cancel

The Specify Name and Location page of the New
Virtual Machine Wizard
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Creating a Virtual Machine

Assign Memory

Before You Begin Spedfy the amount of memary to allocate to this virtual machine. You can spedfy an amount from &
ify Name and Location r:oE ﬁreough ;.Eggﬂlrsﬂtela improve performance, specify more than the minimum amount recommended

Assign Memory Startup memary: ME

Configure Metworking

[] use Dynamic Memory for this virtual machine.
Connect Virtual Hard Disk

ﬂ When you dedde how much memaory to assign to a virtual machine, consider how you intend to

D use the virtual machine and the operating system that it will run.

Summary

The Assign Memory page of the New Virtual
Machine Wizard

© 2013 John Wiley & Sons, Inc.
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Creating a Virtual Machine

-~
wi
ﬁ Configure Networking

Before You Begin Each new virtual machine indudes a network adapter. You can configure the network adapter to use a

Specify Name and Location
Assign Memory Connection: |Mot Connected "

virtual switch, or it can remain disconnected.

Configure Metworking
Connect Virtual Hard Disk
Installation Options

Summary

The Configure Networking page of the New Virtual
Machine Wizard

© 2013 John Wiley & Sons, Inc.
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Creating a Virtual Machine

Connect Virtual Hard Disk

Before You Begin

Specify Name and Location

Assign Memory

Configure Metworking

Connect Virtual Hard Disk
Installation Options

Summary

A virtual machine requires storage so that you can install an operating system. You can spedfy the
storage now or configure it later by modifying the virtual machine’s properties.

(®) Create a virtual hard disk

Use thiz option to create a dynamically expanding virtual hard disk with the default format (VHDX).

Mame: |

Location: |D:‘l.|-|yper—'\.|"l.'u"|rt|..|al Hard Disks} || Browse... |
Size: GB (Maximum: 64 TB)

() Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either YHD or VHDX format.

Location: |D:‘|,|—|yper—\.-"|,'|.-'irt|..|al Hard Disks} || Browse...

O attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later.

= Previous | | Mext =

The Connect Virtual Hard Disk page of the New Virtual

© 2013 John Wiley & Sons, Inc.
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Creating a Virtual Machine

A

o
ﬁ Installation Options

Before You Begin You can install an operating system now if you have access to the setup media, or you can install it
later.

Specify Name and Location
Assign Memary (®) Install an operating system later

Configure Metworking () Install an operating system from a boot CO/DVD-ROM
Connect Virtual Hard Disk Media

Installation Options (® Physical CD/DVD drive: I:l

Summary ) Image file (.iso): |

() Install an operating system from a boot floppy disk
Media

virtual floppy disk (.wfd):

() Install an operating system from a network-based installation server

The Installation Options page of the New Virtual
Machine Wizard

© 2013 John Wiley & Sons, Inc.



Creating a Virtual Machine

Completing the New Virtual Machine Wizard

Before You Begin You have successfully completed the Mew Virtual Machine Wizard. You are about to create the

followi irtual machine.
Specify Mame and Location e R s

Assign Memory Description:

Configure Networking Mame: Mew Virtual Machine

Connect Virtual Hard Disk Memory: 512MB
) _ Metwaork: Broadcom Met¥treme Gigabit Ethernet - Virtual Switch
Installation Options Hard Disk: D:\Hyper-v\irtual Hard DisksMew Virtual Machine.vhdx (VHDX, dynamically exp:

Operating System: Wil be installed at a later time

<| m >

To create the virtual machine and dose the wizard, dick Finish.

{EreviousH Mext > || Einish || Cancel

The Completing the New Virtual Machine Wizard page
of the New Virtual Machine Wizard

© 2013 John Wiley & Sons, Inc.



Creating a Virtual Machine

|New'u’irtua| Machine

v 4 » |G

|ﬁ Hardware ~

& BIOS
Boot from CD
W Memary
512 MB
® [} Processor
1 Virtual processor
(= B IDE Controler 0
(s Hard Drive
Mew Virtual Machine. vhdx
= B IDE Controller 1
4 DVD Drive
MNone
& SCsI Controller
2] @ Metwork Adapter

¥ com1

Mone

T comz2
MNone

| Diskette Drive
Mone

Broadcom MetXtreme Gigabit Et...

m Mame
Mew Virtual Machine

| Integration Services
All services offered

@ﬂ Snapshot File Location
D:\Hyper-V\Config

aé Smart Paging File Location
D:\Hyper-ViConfig

I Automatic Start Action
Restart if previously running

#ﬂ Add Hardware

‘You can use this setting to add devices to your virtual machine.
Select the devices you want to add and dick the Add button.

Metwork Adapter

Legary Metwork Adapter
Fibre Channel Adapter
RemoteFy 30 Video Adapter

‘You can increase the storage available to a virtual machine by adding a SCSI controller
and attaching virtual hard disks to it. A SCSI controller requires integration services in
the guest operating system. Do not attach a system disk to a SCSI controller. System
disks must be attached to an IDE controller.

The Settings dialog box for a virfual machine
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Installing an
Operating System

Hyper-V in Windows Server 2012 supports the following as
operating systems you can install in virtual machines:

Windows Server 2012

Windows Server 2008 R2

Windows Server 2008

Windows Home Server 2011

Windows Small Business Server 2011

Windows Server 2003 R2

Windows Server 2003 SP2

Windows 8

Windows 7 Enterprise and Ultimate

Windows Vista Business, Enterprise, and Ultimate SP2

Windows XP Professional SP3

Windows XP xé4 Professional SP2

CentOS 6.0-6.2

Red Hat Enterprise Linux 6.0-6.2

SUSE Linux Enterprise Server 11 SP2

O OO0 O o O OO O o o o o o o
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Installing an
Operating System
To start an installation from a DVD, or image
file, you must configure the VM's virtual DVD
drive in the Settings dialog box. Enter one of

the following options:

o None: The equivalent of a drive with no disk
Inserted.

o Image file: Points to a disk image file with an .iso
extension stored on one of the host computer’s
drives or on a shared network drive.

o Physical CD/DVD drive: Links the virfual DVD drive
to one of the physical DVD drives in the host
computer.
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Configuring Guest
Integration Services

Some of the functions added to solve compatibility issues with guest

operating systems (OSs):
Operating system shutdown: Enables the Hyper-V Manager
console to remotely shut down a guest OS in a controlled

manner, eliminating the need for an administrator to log on and
manually shut the system down.

Time synchronization: Enables Hyper-V to synchronize the OS
clocks in parent and child partfitions.

Data Exchange: Enables the OSs on the parent and child
partitions to exchange information, such as OS version
Information and fully qualified domain names.

Heartbeat: Implements a service in which the parent partition
sends regular heartbeat signals to the child partitions, which are
expected to respond in kind. A failure of a child partition to
respond indicates that the guest OS has frozen or malfunctioned.

Backup: Allows backup of Windows VMs using Volume Shadow
Copy Services.

© 2013 John Wiley & Sons, Inc.
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Install Guest Integration Services

Il xd

- DWD Crive {D:) Integration Services Setup
_,r.,_.

[T Always do this for software and games:

Install or run program

-

General options

Install Hyper-V Integration Services
ublished by Microsaft Windows

Cpen folder to view files
l using Windows Explarer

Set AutoPlay defaults in Cnn% Panel

Launching Hyper-V Integration Services
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Installing Guest
Integration Services

|Ser\.rerA V| 4 b |G

# Hardware
4’@ Add Hardware

& BI0s Select the services that you want Hyper-V to offer to this virtual machine. To use the
Boot from €D services you select, you must install them in the guest operating system and they must
be supperted by the guest operating system.
o N;T;‘;;; Examples of services that might not be available on the guest aperating system indude
Volume Shadow Copy Services and operating system shutdown.
= R Processor .

@ Integration Services

1 Virtual processor
= EE IDE Controller 0 [v/] Operating system shutdown
& Hard Drive [w] Time synchronization
ServerA.vhdx [#] Data Exchange

= Ef IDE Controller 1 [V] Heartbeat

% DVD Drive [#] Backup (volume snapshot)

vmguest.iso
@ SCSI Controller

# [ Network Adapter
Configuration Error
# [ Metwork Adapter
Configuration Error

3 com1

MNone

3 com2

None
Diskette Drive
None

Management

|ﬂ Mame
Serverd

i Snapshot File Location
D:\Hyper-v\Config

ié Smart Paging File Location
D:\Hyper-W\Config

Integration Services settings for a virtual machine
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Allocating Memory

When you create a new VM you specity the
amount of memory allocated to the VM.

Based on the amount of physical memory
on the computer.

Change the allocated memory by shutting
down the VM, opening Settings, and
changing the Startup Ram setfing.

Experiment 1o find the opfimum
performance.

© 2013 John Wiley & Sons, Inc.
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Using Dynamic Memory
» Allows the VM to automatically reallocate

memory to the VM from a shared memory pool
as its demands change

* Must be enabled by selecting the Enable
Dynamic Memory check box on the VM’s
memory page, and the following seffings must
be configured:

o Startup RAM

o Minimum RAM
o Maximum RAM
o Memory Buffer
o Memory Weight
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Monitor Memory Allocation

ServerA
Startup Memory: 512 MB Assigned Memory: 530 MB
Dynamic Memory:  Enabled Memory Demand: 437 MEB
Minimum Memory: 256 MEB Memory Status: Ok

Maximum Memory: 2043 MB

Summary | Memory | Networking | Replication |

Memory statistics for a virtual machine

© 2013 John Wiley & Sons, Inc.
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Configure Smart Paging

Smart paging is a new feature.

If a VM has to restart, and there is not
enough memory available to allocate its
Startup RAM value, the system uses hard disk
space 1o make up the difference and
begins paging memory contents to disk.

Because of slow disk access, performance
degrades.

Select the fastest possible hard drive for the
Smart Paging file.

© 2013 John Wiley & Sons, Inc. 41



Configure Smart Paging

|New\|’irtuaIMachine V| 4 b |G

# Hardware |~
4@_ Add Hardware
& BIOS Spedify the folder to store the Smart paging files for this virtual machine.

Boot from CD |D:\Hyper—\|"|,Conﬁg |
[l Memory

= R Processor ) ) ) ) )
1 Virtual processor /i Some settings cannot be modified because the virtual machine was running when

this window was opened. To modify a setting that is unavailable, shut down the
(= I IDE Controller 0 virtual machine and then reopen this window.

aé Smart Paging File Location

(a Hard Drive
New Virtual Machine. vhdx
(= I IDE Controller 1
§# DVD Drive
wmguest.iso
B2 55 Controller
@ [ Network Adapter -
Broadcom MetXtreme Gigabit Et...

" com 1

None
T comz
None
| Diskette Drive
MNone
Ed

m Name
New Vir tual Machine

¥ Integration Services
All services offered

@-j Snapshot File Location
D:\Hyper-ViConfig

- Smart Paging File Location

D:‘Hyper-VConfig

I Automatic Start Action
Restart if previously running

The Smart Paging File Location page in a VM's Settings
dialog box
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Configuring Resource
Metering

Lesson 7: Creating and Configuring Virtual
Machine Settings
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Resource Metering

Resource metering uses

PowerShell cmdlets to

frack a variety of performance metrics for
Individual VMs, including:

o CPU utilization

o Minimum/Maximum/Average memory utilization

o Disk space utilization

o Incoming/Outgoing network traffic
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Configuring Resource Metering

ey Administrator: Windows PowerShell

Windows PowerShe
Copyright (C) 2012 Microsoft Corporation. All rights reserwved.

WAdministrator. ZACKER= enable-vmresourcemetering -vmname Serverd
=hWAdministrator. ZACKER= _

Enabling Resource Metering with Windows PowerShell
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Configuring Resource Metering

ey Administrator: Windows PowerShell

ZACKER> measure-wvm -vmname Serverh

962 968 130048 4 4

LACKER= _

Displaying metering data with Windows PowerShell
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Lesson Summary

Virtualization is a process that adds a layer of abstraction
between actual, physical hardware and the system
making use of it. Instead of having the server access the
computer’'s hardware directly, an infervening
component called a hypervisor creates a virtual
machine environment, and the server operating system
runs in that environment.

Virtualization is the process of deploying and maintaining
multiple instances of an operating system, called virtual
machines (VMs), on a single computer.

Microsoft Hyper-V is a hypervisor-based virtualization
system for x64 computers starting with Windows Server
2008. The hypervisor is installed between the hardware
and the operating system and is the main component
that manages the virtual computers.

© 2013 John Wiley & Sons, Inc.
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Lesson Summary

* For licensing purposes, Microsoft refers to
each virfual machine that you create on a
Hyper-V server as a virfual instance. Each
Windows Server 2012 version includes a set
number of virtual instances; you must
purchase licenses 1o create additional ones.

* To keep a small footprint and minimal
overhead, Hyper-V Server contains only the
Windows Hypervisor, Windows Server driver
model, and virtualization components.
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