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Building a Firewall

» A firewall is a software program that
protects a computer or a network by
allowing certain types of network traffic in
and out of the system while blocking others.

« A firewall is essentially a series of filters that
examine the contents of packets and the
traffic patterns to and from the network to
determine which packets they should allow
to pass through the filter.
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Firewalls Protect Against:

Network scanner applications that probe systems for
unguarded ports, which are essentially unlocked
doors that attackers can use to gain access to the
system.

Trojan horse applications that open a connection to a
computer on the Internet, enabling an attacker on
the outside to run programs or store data on the
system.

Attackers that obtain passwords by illicit means, such
as social engineering, and then use remote access
technologies to log on to a computer from another
location and compromise its data and programming.

Denial of service attacks that use authorized access
points to bombard a system with traffic, preventing
legitimate traffic from reaching the computer.
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Firewall Settings

The three most important criteria that firewalls can use
In their rules are:

* |P addresses: |[dentify specific hosts on the network.
You can use IP addresses to configure a firewall to
allow only traffic from specific computers or
networks in and out.

* Protocol numbers: Specify whether the packet
contains TCP or UDP (User Datagram Protocol)
traffic. You can filter protocol numbers to block
packets containing certain types of traffic.

* Port numbers: |dentify specific applications running
on the computer. The most common firewall rules
use port numbers to specify the types of application
traffic the computer is allowed to send and receive.
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Firewall Settings

Firewall rules can function in two ways:

« Admit all traffic, except that which conforms
to the applied rules

» Block all fraffic, except that which conforms
to the applied rules
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Working with
Windows Firewall

The Windows Firewall control panel provides o
simplified interface that enables you to avoid
the details of rules and port numbers.

For full access to firewall rules and more
sophisticated functions, you must use the
Windows Firewall with Advanced Security
console.

Many of the roles and features included in
Windows Server 2012 automatically open the
appropriate firewall ports when you install them.

The system warns you of firewall issues.
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Working with Windows Firewall

TR

Metwork View

@ - 4 E‘! b Metwork v O Search Metwork

Metwork discovery and file sharing are turned off. Metwork computers and devices are not visible, Click to change...

4 “i} Favorites
B Desktop
j Downloads
"5l Recent places

This folder is empty.

I = Libraries

b M Computer

b € Network

0 items

Windows Explorer with Network Discovery and File
Sharing turned off
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Working with Windows Firewall

@ - 4 |ﬁ <« MNetwork and Sharing Center » Advanced sharing settings v G| | Search Control Panel

Change sharing options for different network profiles

Windows creates a separate network profile for each network you use. You can choose specific options for
each profile,

Private

®
Guest or Public @
Q)

Domain (current profile)

Metwork discovery

When network discovery is on, this computer can see other network computers and devices and is
visible to other network computers,

() Turn on network discovery
(®) Turn off network discovery

File and printer sharing

When file and printer sharing is en, files and printers that you have shared from this computer can
be accessed by people on the network.

() Turn on file and printer sharing
(®) Turn off file and printer sharing

Al Metworks @

| '@Savechanges || Cancel |

The Advanced Sharing Settings page of the Network
and Sharing Center control panel
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Working with Windows Firewall

@ - 1 |‘« Systemn and Security » Windows Firewall » Allowed apps ] O| | Search Control Panel

Allow apps to communicate through Windows Firewall
Te add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate? | '@'Chaﬂge settings

Allowed apps and features:

Marme Domain ~ Private  Public |
[Ji5CSI Service

[ Key Management Service
[J Netlegon Service
ROy, 0O 0 O B
[ Performance Logs and Alerts

[ Remote Desktop

[ Remote Event Log Management

[ Remote Scheduled Tasks Management
[ Remote Service Management

[J Remote Shutdown

[ Remote Volume Management

[ Routing and Remote Access

miO0OOd

b

oooOoooOoOomOoOn
Oo0o0O0o0oOoOmOoOn

oOooOoooono

| Details... || Remove |

| Allow another app... |

ok || cancal |

The Network Discovery application in the Allowed apps
dialog box
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Working with Windows Firewall

File Action View Help

I EREIR =

@ Windows Firewall with Advancd BTl /=

Inbound Rules

Outbound Rules

r- Connection Security Rules
> % Monitoring

Marme
. Metlogon Service (MP-1n)
. Metlegon Service Authz (RPC)

Metwork Discovery (LLMNR-UDP-In)
. Metwark Discovery (MB-Datagram-In)
. Metwork Discovery (MB-Mame-In)
@ Network Discovery (Pub-WSD-In)
@ Network Discovery (SSDP-In)
. Metwork Discovery (UPnP-In)
. Metwork Discovery (W5D Events-In)
. Metwork Discovery (W5D EventsSecure-In)
. Metwork Discovery (WSD-In)
. Performance Logs and Alerts (DCOM-In)
. Performance Logs and Alerts (DCOM-In)
. Performance Logs and Alerts (TCP-In)
. Perforrance Logs and Alerts (TCP-In)
. Remnote Desktop - User Mode (TCP-In)

b 1]

-

Group A
MNetlogon Service
Metlogon Service

MNetwork Discovery
Metwork Discovery
MNetwork Discovery
Metwork Discovery
Metwork Discovery
MNetwork Discovery
Metwork Discovery
MNetwork Discovery
Metwork Discovery
Performance Logs and Ale
Performance Logs and Ale
Performance Logs and Ale

Performance Logs and Ale

Rernote Desktop

Filter by Profile
Filter by State
Filter by Group
Wiew

Refresh

Export List...

Help

Enable Rule
Cut

Copy
Delete

Network Discovery rules in the Windows Firewall with
Advanced Security console
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Using the Windows
Firewall Control Panel
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Using the Windows Firewall
Control Panel

@ - 1 |‘ v Control Panel » System and Security » Windows Firewall

v O | | Search Control Panel

Contrel Panel Home

Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC

Allow an app or feature through the Internet or a network.
through Windows Firewall

'@' Change notification settings l @ Domain networks

Connected (%)

B Turn Windows Firewall on or

off Metworks at a workplace that are attached to a domain

) Restore defaults
B Advanced settings

Windows Firewall state:

Incoming connections:
Troubleshoot my network

Active domain networks:

Motification state:

On

Block all connections to apps that are not on the
list of allowed apps

% adatum.local

Do not notify me when Windows Firewall blocks a
new app

l @ Private networks

MNot connected @

l @ Guest or public networks

MNot connected @

See also
Action Center
Network and Sharing Center

The Windows Firewall control panel window
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Using the Windows Firewall
Control Panel

@ * T |‘ <« Windows Firewall » Customize Settings W G| | Search Control Panel

Customize settings for each type of network

You can modify the firewall settings for each type of netwerk that you use,
Domain netwerk settings
@ (@ Turn on Windows Firewall
[]Block all incoming connectiens, including those in the list of allowed apps

[]Motify me when Windows Firewall blocks a new app
@ () Turn off Windows Firewall (not recommended)
Private network settings
@ (® Turn on Windows Firewall

["]Block all incoming connections, including those in the list of allowed apps

[] Motify me when Windows Firewall blocks a new app
@ () Turn off Windows Firewall (not recommended)

Public network settings
@ (@ Turn on Windows Firewall

["]Block all incoming connections, including those in the list of allowed apps

[]Motify me when Windows Firewall blocks a new app

@ () Turn off Windows Firewall (not recommended)

The Customize Settings dialog box for Windows Firewall

© 2013 John Wiley & Sons, Inc.



Allowing Applications

@ * 1 |‘ <« Systern and Security » Windows Firewall » Allowed apps W Cp| | Search Control Panel

Allow apps to communicate through Windows Firewall
Te add, change, or remove allowed apps and perts, click Change settings.

What are the risks of allowing an app to communicate? | % Change settings

Allowed apps and features:

MName Domain  Private  Public
O

[ BranchCache - Hosted Cache Client (Uses HTTPS)
[ BranchCache - Hosted Cache Server (Uses HTTPS)
[ BranchCache - Peer Discovery (Uses WSD)

[0 COM+ Network Access

[0 COM+ Remote Administration

Core Netwerking

[ Distributed Transaction Coordinator

[JFile and Printer Sharing

[ File and Printer Sharing over SMBDirect

[Ji5CSI Service

[ Key Management Service

A

OO0oOO00OROOOO0m
OO0oOO0oO®EROOOO0Om
OO0o0OO00oOROOOO0Om

Details... || Remaove |

| Allow another app... |

ok || cancel |

The Allowed Apps dialog box for Windows Firewall
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Using the Windows
Firewall with Advanced
Security Console
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Using the Windows Firewall with
Advanced Security Console

File Action View Help
=/l @
AL A E IR e VeI Windows Firewall with Advanced Security on Local Computer

Inbound Rules N

Outbound Rules

!“i Connection Security Rules
b %L Monitoring Export Policy...

‘ Windows Firewall with Advanced Security provides network secy Impart Palicy...

Overview Restore Default Policy
Domain Profile is Active Diagnose / Repair

@ Windows Firewall is on.

0 Inbound connections that do not match a rule are blocked.
@ Outbound connections that do not match a rule are allowed.

View
Refresh

Properties
Private Profile

@ Windows Firewall is on.
0 Inbound connections that do not match a rule are blocked.
@ Outbound connections that do not match a rule are allowed.

Help

Public Profile

@ Windows Firewall is on.

0 Inbound connections that do not match a rule are blocked.
@ Outbound connections that do not match a rule are allowed.

Windows Firewall Properties

The Windows Firewall with Advanced Security console
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Configuring Profile
Settings

* The default Windows Firewall configuration
calls for the same basic settings for all three
profiles:

o The firewall is turned on.

o Incoming traffic is blocked unless it matches a
rule.

o Outgoing traffic is allowed unless it matches @
rule.
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Configuring Profile Settings

Domain Profile | Private Profile | Public Profile | IPsec Settings

Specify behavior for when a computer is connected to its corporate
domain.

State
‘ Firewall state: | On (recommended) v |

Inbound connections: | Block (default) W |

Outbound connections: |Allnw (default) W |

Protected network connections:

Settings

o Specify settings that control Windows :
E Firewall behaviar.

Logging

Specify logaging settings for
troubleshoating. Sz

The Windows Firewall with Advanced Security on Local
Computer dialog box
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Creating Rules

File Action View Help

| 2

& Windows Firewall with 2
Inbound Rules
Outbound Rules
!"y Connection Security

b B Monitoring

=| BH[=

Mame

. BranchCache Content Retrieval (HTTP-In)
. BranchCache Hosted Cache Server (HTT..
. BranchCache Peer Discovery (W5D-In)

. COM+ MNetwork Access (DCOM-In)
.COM+ Remote Administration (DCOM-In)
@Core Metworking - Destination Unreacha...
@Core Metworking - Destination Unreacha...
@Core Metworking - Dynamic Host Config...
@Core Metworking - Dynamic Host Cenfig...
@Core Metworking - Internet Group Mana...
@Core Metworking - IPHTTPS (TCP-In)
@Core Metworking - IPvE (IPvE-In)

@Core Metworking - Multicast Listener Do...
@Core Metworking - Multicast Listener Qu...

@ Core Networking - Meighber Discovery 5.

@Core Metworking - Parameter Problem (L.,
- . .

<| m |

@ Core Metworking - Multicast Listener Rep...
@ Core Networking - Multicast Listener Rep...
@ Core Networking - Meighbor Discovery A

@Core Metworking - Packet Teo Big (ICMP...

Y

Group

BranchCache - Content Retr...
BranchCache - Hosted Cach...
BranchCache - Peer Dizcove...

COM+ Metwork Access

COM+ Remote Administrati...

Core Networking
Core Networking
Core Networking
Core Metworking
Core Metworking
Core Networking
Core Networking
Core Metworking
Core Metworking
Core Netwarking
Core Networking
Core Networking
Core Metworking
Core Metworking
Core Networking

Profile
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

Enabled
MNo
No
No
MNo

L)

B X e 0

Filter ...
Filter ...
Filter ...

The Inbound Rules list in the Windows Firewall with
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Creating Rules

Rule Type
Select the type of firewall rule to create.

What type of rule would you like to create?

® Program
Rule that controls connections for a program.

O Port
Fule that controls connections fora TCF or UDP port.

) Predefined:

|anchCache - Contert Retreval (Uses HTTF)

Fule that controls connections for a Windows experience.

) Custom
Custom rule.

The Rule Type page in the New Inbound Rule Wizard
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Creating Rules

Program
Specify the full program path and executable name of the program that this nule matches.

Steps:
Rule Typs Dioes this rule apply to all programs or a specific program?

Program

Action ) Al programs
Profile Rule applies to all connections on the computer that match other rule properties.

MName
(®) This program path:

Example: ¢:\path“program exe
%ProgramFiles % \browser'browser exe

The Program page in the New Inbound Rule Wizard
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Creating Rules

Protocol and Ports
Specify the protocols and ports to which this rule applies.

Steps:
Rule Type Ta which ports and protocols does this rule apply?

Program

Protocol and Ports Pratocol type:

Scope Protocol number:
Action

Profile Local port: | Al Ports

Name |

Example: 80, 443, 5000-5010

| Al Ports

Example: 80, 443, 5000-5010

Intemet Cortrol Message Protocol

(ICMP) settings:

The Protocols and Ports page in the New Inbound
Rule Wizard
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Creating Rules

Predefined Rules
Select the nules to be created for this experience.

Steps:
@ Ruls Type Which rules would you like to create?
@ Predefined Rules The following rules define network connectivity requirements for the selected predefined group.

Adti Rules that are checked will be created. I a rule already exists and is checked, the contents of
@ Action the existing rule will be overwritten.

Rules:

MName Rule Exists Profile
[] BranchCache Content Retrisval (HTTP-In) Already exists All

The Predefined Rules page in the New Inbound
Rule Wizard
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Creating Rules

Scope
Specify the local and remote |P addresses to which this rule applies.

Steps:
Rule Type
Program Which local IP addresses does this rule apply to?
Protocol and Ports ® Any IP address
Scope () These IP addresses:
Action
Profile

Mame

Customize the interface types to which this rule applies:
Which remote IP addresses does this rule apply to?
® Any IP address

() These IP addresses:

Edit...

Remove

The Scope page of the New Inbound Rule Wizard
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Creating Rules

[ New Inbound Rule Wizard x

Action

Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:
@ Rule Type What action should be taken when a connection matches the specified conditions?
@ Program .
® Allow the connection
@ Protocal and Ports This includes connections that are protected with [Psec as well as those are not.
@ Scope B
s ) Allow the connection if it is secure
L fon This includes only connections that have been authenticated by using IPsec. Connections
@ Profile will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.
@ MName
() Block the connection

| <Back || MNed> || Cancel |

The Action page of the New Inbound Rule Wizard
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Creating Rules

Profile
Specify the profiles for which this rule applies.

Steps:

@ Rule Type When does this rule apply?

Program

Protocol and Ports [v| Domain

Scape Applies when a computer is connected to its corporate domain.

Action [v| Private

Profile Applies when a computer is connected to a private network location, such as a home
orwork place.

Name ] Public
Applies when a computer is connected to a public network location.

The Profile page of the New Inbound Rule Wizard
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Creating Rules

Name

Specify the name and description of this rule.

Steps:
Rule Type
Program
Protocol and Ports
Scope
Action
Profile Description {optional):

Name

The Name page of the New Inbound Rule Wizard
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Importing and
Exporting Rules

* The process of creating and modifying rules
INn The Windows Firewall with Advanced
Security console can be time consuming.

 The console makes it possible for you 1o save
the rules and setftings you create by
exporting them to a policy file.

« A policy file is a file with a .wfw extension
that contains all the property settings in a
Windows Firewall installation, as well as all of
Its rules, iIncluding the preconfigured rules
and the ones you created or modified.
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Creating Rules Using
Group Policy

* Windows Firewall is an application designed

to protect a single compu
« Administrators can distribbus

rer from intrusion
‘e firewall seftings

to computers throughout 1
using Group Policy.

© 2013 John Wiley & Sons, Inc.
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Creating Rules Using Group Policy

File Action View Help
< z[= @
.omputer Configuration
1 Policies ‘ Windows Firewall with Advanced Security provides network security for Windows computers.
> || Software Settings
4 || Windows Settings

b [ Mame Resclution Policy Overview
| Scripts (Startup/Shutdown) Domain Profile

“ é Flecurlty 5ett|ngs. . @ Windows Firewall state is not configured.
[ Ei Account Policies
i Local Policies Private Profile
i Eventlog (i) Windows Firewall state is not configured.
['a Restricted Groups
['a, System Services Public Profile
E Registry @ Windows Firewall state is not configured.
['a File System
b T Wired Network (IEEE 802.3) Policies Windaws Firewall Properties

4 ] Windows Firewall with Advanced Sect Getti S ed
4 | @@ Windows Firewall with Advanced | =TT
&3 Inbound Rules Authenticate communications beiween computers

" OQutbound Rules & connection security niles to sp ow an en connections 2en compuUters are a icate
Cutbound Rul Creat ecti ity rules t ify h d wh ections betw Lt utherticat
r- Connection Security Rules protected by using Intemet Protocol security {|Psec). -

The Windows Firewall with Advanced Security node in a
Group Policy object
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Using Filters

* The filter feature enables you to display
Inbound or outbound rules according to:
o The profile they apply to
o Their current state
o The group to which they belong

© 2013 John Wiley & Sons, Inc.
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Creating Connection
Security Rules

* The IP Security (IPsec) standards are @
collection of documents that define a method
for securing data while it is in fransit over a
TCP/IP network.

» [Psec includes a connection establishment
routine, during which computers authenficate
each ofher before transmitting data, and a
technique called tunneling, in which data
packets are encapsulated within other packets,
for their protection.

 Windows Server 2012 also includes a feature
that incorporates IPsec data proftection into the
Windows Firewall.

© 2013 John Wiley & Sons, Inc. 34



Creating Connection
Security Rules

Rule Type

Select the type of connection security rule to create.

Steps:

Rule Type What type of connection security rule would you like to create?

Requirements

Authentication Method @) Isolation

Restrict connections based on authentication critera, such as domain membership ar
Profile

health status.
Mame ) Authentication exemption

Do not authenticate connections from the specified computers.

) Serverio-server
Autherticate connection between the specified computers.

) Tunnel
Authenticate connections between two computers.

) Custom
Custom rule.

MNote: Connection security rules specify how and when authentication occurs, but they do not
allow connections. To allow a connection, create an inbound or outbound rule.

The Rule Type page in the New Connection Security
Rule Wizard
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Creating Connection
Security Rules

Endpoints
Specify the computers between which secured connections will be established using |Psec.

Steps:
Fule Type Create a secured connection between computers in Endpeint 1 and Endpaint 2.

Endpoints Which computers are in Endpoint 17
Requirements ® Ay |P address

Authentication Method () These IP addresses:

Profile

MName

Customize the interface types to which this rule applies:
Which computers are in Endpoint 27

® Any IP address

) These IP addresses:

The Endpoints page in the New Connection Security
Rule Wizard

© 2013 John Wiley & Sons, Inc.
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Creating Connection
Security Rules

Requirements

Specify the authentication requirements for connections that match this rule.

Steps:
Rule Type When do you want authentication to occur?

Endpoints

Requirements ® Request authentication for inbound and cutbound connections
Authentication Method Authenticate whenever possible but authentication is not required.

Prafile e Require authentication for inbound connections and request authentication for
Name outbound connections:

Inbound connections must be authenticated to be allowed. Outbound connections are
authenticated whenever possible but authentication is not required.

) Require authentication for inbeund and cutbound connections
Both inbound and outbound connections must be authenticated to be allowed.

The Requirements page in the New Connection Security
Rule Wizard
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Creating Connection
Security Rules

Authentication Method
Specify how authertication is pefformed for connections that match this nule.

Steps:
Rule Type What authentication method would you like to use?

Endpoirts ® Computer certificate

Requirements Restrict communications to connections from computers that have a cerfficate from this
Authentication Method cation authority ’

Profile Signing Algorithm:  [RSA (defaut) v|

MName

Certficate store type: [ Root CA (defau) v |

CA name: | | | Browse...

[[] Accept only health cerificates

These certificates are issued by Network Access Protection health cerdificate
SEervers.

) Advanced

Specify custom first and second authentication settings.

The Authenfication Method page in the New
Connection Security Rule Wizard
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Lesson Summary

A firewall is a software program that protects a computer by
allowing certain types of network traffic in and out of the system
while blocking others.

A firewall is essentially a series of filters that examine the contents
of packets and the fraffic patterns to and from the network to
lgﬁe’rermine which packets they should allow to pass through the
Iter.

The default rules preconfigured into the firewall are designed to
admit the traffic used by standard Windows networking functions,
such as file and printer sharing. For outgoing network fraffic,
Windows Firewall allows all traffic to pass the firewall except that
which conforms to a rule.

The Windows Firewall control panel is designed to enable
odrrgjilni(sj’rro’rors to perform basic firewall configuration tasks as
neede

For full access to the Windows Firewall configuration setfings, you
must use the Windows Firewall with Advanced Security snap-in for
the Microsoft Management console.
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