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Introducing the Microsoft
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Microsoft Management
Console (MMCO)

=) Console1 - [Console Root] = =] ==
ﬁ File Action ‘iew Favorites  Window Help !En
a2

| Console Root H Mame “ Actions
|

B Root -
Add or Remove Snap-ins - :
Wctions 3

‘fou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled,

Available snap-ins: Selected snap-ins:

Snap-in Wendor - [ Console Root Edit Extensions. ..
O

Microsoft Cor...

[ Active Directary Site.., Microsaft Car.., - Remove
: Active Direckory Use... Microsoft Cor.., |

* "Activex Contral Microsoft Cor... Mave Up
2 aDs1 Edit Microsoft Cor,..

& 4 Authorization Manager  Microsoft Cor.., Maove Down
Gl Certificates Microsoft Cor...
o Component Services Microsoft Cor..,
;é‘ Computer Managem... Microsoft Cor...

:éDevice Manager Microsoft Cor...

% pHep Micrasaft Car...

=4 Disk Management Microsoft and...

g_% DMS Microsoft Cor...

3 Event Viewer Microsoft Cor... |~
Description:

‘fou can use the Active Directory Domains and Trusts snap-in to manage Active Directory domains and trusts,

[a]4 | | Cancel
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Commonly Used
Administrative Tools

Computer : Performance
Event Viewer .
Management Monitor

Security

Configuration
Wizard

Server
Manager

Resource
Monitor

: Task
Services

Scheduler
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Using Server Manager

Add roles and feaftures.
View events.
Perform server configuration tasks.

Add remote servers to a pool of servers that Server Manager
can be used to manage.

Install or uninstall roles, role services, and features on the local
server or remote servers.

View and make changes to server roles and features that are
installed on local or remote servers.

Perform management tasks.
Scan roles for compliance with best practices.
Run role-management tools.

Defermine server status, identify critical events, and analyze
and froubleshoot configuration issues or failures.

Restart servers.
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Using Computer
Management

File  Action  “iew Help

&= F 2 HE

@ Computer Management (Local)| Marme Actions

F] m Systern Tools ]ﬂ Systern Toals ii mp iii”iiiiiiiiii oc .

4 Task Scheduler B3 storage :
b (G Task Scheduler Library %Sewices and &pplications Morsichons
F g Event Viewer
[ 3 Custorm Yiews
I .:q!. Woindows Logs
b [0 Applications and Services Lo
.:3 Subscriptions
I @l Shared Folders
[ @ Perfarmance
ﬂ Device Manager
4 g Storage
[ ﬁ Windows Serser Backup
=F Disk Managernent
F] f‘a Services and Spplications
[ i win2012srecontosa.cam
[ m Internet Information Services (I
I E) Routing and Rernote Access
S,ﬂ Services
a5 Wl Control
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Using the
Services Console

Services = [ = -

File  Action ‘iew Help
@@= Ed= H&E »=nw

-

C: Services (Local) Marme Description Status Startup Type Log On &5 ~
% Microsoft Software Shadow Copy P, Manages software-base.., Manual Local System
S Multimedia Class Scheduler Enables relative prioritiza.., Manual Local System
et Tep Port Sharing Service Provides ability to share ... Disabled Local Service
S Metlogon Maintains a secure chan.,  Running Automatic Local System
o Metwork Access Protection Agent The Metwork Access Pro.., Manual Metwork Service
o Metwark Connections Manages objects in the .. Manual Local System
S Metwork Connectivity Assistant Prowvides Directfccess st Manual (Trigge... Local System
o Metwork List Service Identifies the networks £, Running Manual Local Service
o Metwork Location Swvareness Collects and stores confi..  Running Automatic Metwork Service
S Metwark Store Interface Service This service delivers net...  Running Automatic Local Service
- Optirnize drives Helps the computer run ... Manual Local System
% Performance Counter DLL Host Enables remote users an.. Manual Local Service
i Performance Logs & Alerts Performance Logs and &.. Manual Local Service
% Plug and Play Enables a cormputerto r..  Running Manual Local System
v Portable Device Enumeratar Service  Enforces group policy fo.. Manual (Trigge.. Local System
i Povver Manages powver policy a..  Running Automatic Local System =
i Print Spoaler This service spools print .. Running Automatic Local System
S Printer Extensions and Motifications  This service opens custo.., Manual Local System
+; Problerm Reports and Solutions Con., This service provides su.. Manual Local System
i Remote Access Auto Connection ... Creates a connection to .. Manual Local System
% Remote Access Connection Manager  Manages dial-up and vir... Manual Local System
% Remote Desktop Configuration Rernote Desktop Config..  Running Manual Local System
o Remote Desktop Services Allowes users to connect ... Running Manual Metwork Service
i Remote Desktop Services UserMode...| Allowes the redirection of Printers/Drives/Ports for RDP connections (Systemn
. Remote Procedure Call (RPC) The RPCES service is the .. Running Automatic Metwork Service
% Remote Procedure Call {(RPC) Locator  In Windows 2003 and ea... hanual Metwork Service
+; Rermote Registry Enables rernote users to .. Aytornatic (Tri.,  Local Service
% Resultant Set of Policy Provider Provides a network servi., Manual Local System
% Routing and Rermote Access Offers routing services . Disabled Local System
CERPC Endrnint hanner Resnbees REC interfaresi Runninn Antarnatic Mlatnmrlk Seandice e
< m >
Extended )\Standard/
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The Services Console Properties
Dialog Box

General | Log On | Recovery I Dependencies

Service name;

Digplay narme: Print S poaler

Description: Thiz zemvice spoalz print jobs and handles interaction .
with the: prinker. [ you turn off this service, you won

Path to executable:
CWwindows\System32heponlzy. exe

Startup bppe: | Autamatic b

Help me configure service startup options,

Service statuz: Running

Start | | Stop | | FPauze | | Rezume |

'ou can specify the start parameters that apply when pou start the service
from here.

Start parameters | |

Configuring a service
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Windows Built-In
Accounts

* Local System: Highly privileged account that
can access most resources on the local
computer.

* NT Authority\LocalService: Has the same
privileges of the local Users group on the
computer. When it accesses Network resources,
It uses no credentials and a null session.

* NT Authority\NetworkService: Has the same
level of access as the Users group on the local
computer. When it accesses network resources,
It does so under the context of the local
computer account.

© 2013 John Wiley & Sons, Inc. 10



The Services Console Properties
Dialog Box

General | LogOn |He-:u:-ver_lrl Dependencies

Lag on as:

(® Local Spstem account
[w] &llowy service to interact with desktop

() Thiz account: | | | Browsze...

Pazsword: | |

Confirm pazsword: | |

Help me configure uzer account log on options,

Cancel | | Apply

Viewing the Log On tab
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Services Best Practices

Use caution when changing the startup
parameters for a service:
o Includes the Startup type and Log on as settings.

o Changes might prevent key services from running
correctly.

Do not change the Allow service to inferact
with desktop setting.

o Allows service to access any information displayed on
the interactive user’'s desktop.

Use the account with minimum rights and
permissions for the service o operate.

Use different service accounts for different
services.
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Using Event Viewer

Lesson 3: Monitoring Servers
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Event Viewer

View events from multiple event logs.

Save useful event filters as custom views that
can be reused.

Schedule a task to run in response 1o an
event.

Create and manage event subscriptions.

© 2013 John Wiley & Sons, Inc.

14



Event Viewer MMC Snap-In

File  Action ‘View Help

@
rE Event Viewer (Local) Event Yiewer [Local) | Actions

] g Custom Yiews

[ 3 Server Roles
= Open Saved Log...

F Adrinistrative Events "
Tl Wi W‘F“—‘J ;
4 [md Windows Logs - F Create Custorn Viewr...

Application To view events that have occurred on your cormputer, select the Import Custam Wiew,..
]| Security appropriate source, log or custorn view node in the console tree. The
é Setup Administrative Bvents custom wiew contains all the administrative events, 1> Connect to Another Computer..,
System Summary of Administrative Events - Wiens 4
] Forwarded Events G Refresh
" . . BITES
4B App’:ca.tlor[w)s i Ser\\:’\;c;sSLo Event Type EventlD  Source Log Last hour A | T el ,
D;?I: I\.rect.ory &5 =en Critical - - - 0 B e
. = |cat|o.n Error B - - 0
Directory Service I
Warning B - - 0
DMS Server i X .
Hardcharare Events < m 1]

Internet Explarer

| Key Managerment Service Recently Viewsd Modes -
p [ Microsoft

Windouys Porershell MNarme Description  Modified Created
E Subscriptions

[<] [ >
Loﬁ Surnrnary - |
Log Mame Size (Curr...  Modified Enabled A |
Active Directory Web Ser., 68KBA.0. 772972012 14510 PM Enabled D

Application 207 MBS, TR23720M2 14815 PM Enabled
DFE Replication B3 KB, TAI9/2012 14512 PR Enabled |
i 2] - = ‘ e ey 5] J

Event Viewer
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Understanding Logs
and Events

« Custom Views
 Windows Logs
« Applications and Services Logs

© 2013 John Wiley & Sons, Inc.
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Event Viewer MMC Snap-In

é

File  Action  Wiew Help

L4

“went Wiewer (Local)
_-y Custom Views
a [] Server Roles
W Active Directory Domain §
T DHCP Server
T DMS Server
“F Rernote Desktop Services
TP Wieb Server {1S)
T wWindows Deployrent Sen,
TP Windows Server Update Se
T Adrinistrative Events
'!_. Windows Logs
§°—| Application
§.—| Security
] Setup
5] System
[E] Forwarded Events
= Applications and Services Logs
§.—| Active Directory Web Services
§°—| DFS Replication
§.—| Directary Service
[&] DNS Server
§.—| Hardware Events
[&] Intemet Explorer
§.—| Key Managernent Service
3 ._' Microsoft
§.—| Windows PowerShell
,_1 Subscriptions

Event Viewer

© 2013 John Wiley & Sons,

Lewel Date and Tirne Source EventID  Task Category ~
/0 Warning 87272012 G269 AM Time-Service 36 Mone
@\nformatmn 8/2/2012 B:2 0054 AN Service Control.., 7036 Mone
@\nformation 8722012 £:33:23 AM Service Contral... 7036 Mone
@\nformation 8722012 4:18:25 AM Service Contral., 7036 MNone
@\nformation 822012 21626 A0 Service Control.., 7036 Mone
@\nfnrmatiun 8722012 4:16:25 AM Service Control... 7036 Mone
@\nformatmn 8/2,/2012 £:06:22 AM Service Control.., 7036 Mone
@\nformation 87272012 £:04:43 Ak Service Contral... 7036 Mone
@\nformation 8722012 32705 AM Service Contral., 7036 MNone
@\nformation 87272012 2:00:05 Ak Service Control.., 7036 Mone
@\nfnrmatiun 8172012 6:46:12 PM Service Control... 7036 Mone
@\nformation 8172012 6:34:42 P WAL 5186 Mone
@\nformation 8172012 6:30:34 PM Service Contral... 7036 Mone
@\nfurmatiun 8172012 62228 P Service Control., 7036 MNone

'.Q'Error 8/1/2012 e:20:30 PM TerminalServic.., 1111 MNone v
Ewvent 1111, TerminalServices-Printers x

General | Details

Log Mame:
Source:
Event ID:
Lewvel:
User:
OpCode:!

bore Information:

Systermn

Terrninal Services-Printers
1

Errar

A2

Info

Event Log Online Help

Logged: 812002 20030 P
Task Categoryt Mone

feyweords: Classic

Computer

WIN20125RV.contoso.carn

Driver Send To Microsoft OneMote 2010 Driver required for printer Send To OneMote 207005 unknown, Contact
the administrator to install the driver before you log in again,

IncC.

Viewing System logs

Actions

System

= Open Saved Log..

¥ Create Custom Yiew...
Import Custom View..,
Clear Log..,

T Filter Current Log...

B Praperties

&8 Find...

H Sawe &l Bvents &s..,

Attach a Task To this Log...

Wienr

D,

G Refresh
Help

Event 1111, TerminalServices..,

B Event Properties

@ Attach Task To This Event...
52 Copy

H Save Selected Events..,
Refresh

Help

B
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Event Viewer MMC Snap-In

] Event Properties - Event 1111, TerminalServices-Printers -

General | Details

Driver Send To Microsoft OneMote 2000 Driver required for printer Send To OneMote 201013
unknowen, Contact the administrator to install the driver before wou log in again,

[«] [#]

Log Marne: Systern

Source: TerrninalServices-Printers Logged: 81202 g:20:30 PRA
Event 1D 1111 Task Category: Mone

Lewel: Error kKeyords: Classic

User: ML Computer: WANZ0125RY.contoso.com
OpCode: Info

Maore Information:  Ewent Log Online Help

Viewing an event

© 2013 John Wiley & Sons, Inc. 18



Common Files Displayed
in Event Viewer Logs

Property Name Description

Source The software that logged the event, which can be a
program name (such as *SQL Server’) ora
component ofthe system or of a large program
(such as a driver name).

Event ID A numberidentifying the particular event type.

Level A classification of the event severity.

Information: Indicates that a change in an
application or component has occurred (such asan
operation has successfully completed, a resource
has been created, or a service started).

Waming: Indicates that an issue has occurred that
can impact service orresultin @ more serious
problemif action is nottaken.

Error: Indicates that a problem has occurred that
might impact functionality that is external to the
application or component thattriggeredthe event.

Critical: Indicates that a failure has occurred from
which the application or component that triggered
the event cannot automatically recover.

Success Audit: Shown in security logs to indicate
that the exercise of a user right was successful.

Failure Audit: Shown in security logsto indicate that
the exercise of a user ight has failed.
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Filtering Events

Filter | whAL

Logged: |Anytime v

Event level: [w] Critical [] Warming [ werbose

[ Errar [ Information

® Bylog Event logs: ISystem [=]

LBy source Bvent saurces I El

Includes/Excludes Event IDs: Enter ID numbers and/or ID ranges separated by cormmas. To
exclude criteria, fype a minus sign first, For example 1,3,5-99,-76

| <Al Bvent IDs» |

Task categony: I EI
[~

Keynords: IWDI Context

User: |<AII Users» |

Computeris): |<AII Cormputers = |

© 2013 John Wiley & Sons, Inc.
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Create a Basic Task

File  Action  View Help

= e

E Ewent Wiewer (Local) System  Murmber of events: 10,222 (1) ts available Actions
[ Q— Custom Yiews

i fal
4 [ Windows Logs v Date and Time Source | System 4"

Application oEerr 8552012 2:23:54 PrA Terrmin... /= Open Saved Log...
Security OError 852012 2:23:53 PM Termin...

] Setup @Informatinn 8552012 2:23:51 PM Service.., .
Systern @ Error B/5/2012 2:23:52 PM Termin.. Il part. CHstomaMieus.
& Forwarded Events [ " i " : Clear Log...
: went Properties
b B Applications and Services Lo &Warnlng P
E Subscriptions OError Attach Task To This Event...

OError Copy

ZT‘_’—"; Save Selected Events...

Ewent 1111, Termin Refresh
D — 1 Attach a Task To this Log..

Hel
General | Details i Wiew

Driver HP Color Laserlet 8350-P3 required for printer (G Refresh
Contact the administrator to install the driver befare ﬂ Help

e St m
Source Terminal3ervices-Printers Loge Event Properties

| T 1444 | o @ Attach Task To This Bvent..
<

<| m BE Ey Copy
Attaches task to the selected event

Create Custorn Wiews,.,

Filter Current Log...

Properties
Find...

Save Al Events As..,

DO

Attaching a Task to an event
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Create a Basic Task

E Action

Create a Basic Task
Wher an Event |35 Logged

Wifhat action do you want the task to perform?

Finish (®) Starta program
() Send an e-mail {deprecated)
() Display a message (deprecated)

| < Back | | Mext = ‘ ‘ Cancel

Choosing an action
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Create a Basic Task

@ Start a Program

Create a Basic Task

When an Bvent Is Logged Programyscript:
Action || | | Bronwse... |
Start a Prograrm
B Add argurments (optional): | |
Start in {optional): | |
| % Back | | Mext = | | Cancel

Configuring the Start a Program page

© 2013 John Wiley & Sons, Inc.
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Configuring Event
Subscriptions

Event Viewer can collect copies of events
from multiple remote computers and store
them locally.

An event subscription specifies which events
to collect.

To configure event subscriptions:

1. Configure the forwarding computer.
2. Configure the collecting computer.
3. Create an event subscription.

© 2013 John Wiley & Sons, Inc.
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Create an Event Subscription

File  Action  “iew Help

| B

E Event Viewer (Local)
[ Q Custorm Wiews
[+ E; Windows Logs
=) Applications and Services Lo

Event Yiewer [Local)

Owverview and Summary Last refreshe..

. Subscript

Open Saved Log..

Import Custarm Wiew..,

events that have occurred on your

Create Custom Viewn.., ter, select the apprapriate saurce, log

om view node in the console tree,

Create Subscription..,

|He|p

Ewent ID Source

| [>]

L<]

Description Mndified%
K3

%

Size (Curr.  Modified =
B

<]

Actions

Open Saved Log..,

Create Custarm Wiew..,

Irmport Custom Wiew,.,

Connect to Another Computer..,
Wiew

Refresh

Help

Adds an event subscription,

© 2013 John Wiley & Sons, Inc.
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Create an Event Subscription

Subscription Properties -
Subscription name: || |
Description: ~
s
Destination log: Farwarded Events V|

Subscription type and source camputers

® Collector initiated Select Camputers... |

This computer contacts the selected source computers and provides the subscription,

() Source cornputer initiated

Source computers in the selected groups must be configured through palicy ar
lacal confiquration to contact this cormputer and receive the subscription,

Ewents to collect: <filter not configured: | Select Bwents... =

User account (the selected account must have read access to the source logs):

tdachine Account

Change user account or configure advanced settings: | Advanced.., |

Cancel

Configuring subscription properties
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Using Reliability Monitor

Lesson 3: Monitoring Servers
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Reliability Monitor

* Provides a stability index that ranges from 1
(the least stable) to 10 (the most stable).

* Index helps you evaluate the reliabllity of
your computer.

* |In Reliability Monitor, view:
o Event details

o Stability index over a specific period of time

o Reports of problems that have occurred on your
computer

© 2013 John Wiley & Sons, Inc.
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Reliability Monitor

@@ = f|P <« Action Center » Reliability Monitor v ¢ | | Search Control Panel L |

Review your computer’s reliability and problem history

The stability index assesses your system's overall stability on a scale from 1to 10, By selecting a specific period in time, you may
review the specific hardware and software problems that have impacted your system.

View by: Days | Weeks Last updated: 8/14/2012 11:00 AM
10 -l
I
__,_._.—-—'—P‘"_'_._
5
1
4 » | Application failures
3] Windows failures
[} Miscellaneous failures
Warnings
e | | e | Information

& e g
“re %/9079 77/9079 ey,

2

2. . . % %, %
%79 ‘9/90,9 %079 R, R0, g,

Reliability details for: 8/14/2012
Source Summary Date - Action

There are no reports in this view.

< [T [ [>

Save reliability history...  View all problem reports  Check for solutions to all problems ...

Viewing the Reliability Monitor information

© 2013 John Wiley & Sons, Inc.
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Managing Performance

Lesson 3: Monitoring Servers
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Using Task Manager
Shows which programs are using the most

system resources on your computer.

Displays status of running programs and
programs that have stopped responding.

© 2013 John Wiley & Sons, Inc. 31



Using Task Manager

= Server Manager

Windows Wordpad Application

Task Manager displays running applications

© 2013 John Wiley & Sons, Inc.
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Using Task Manager

=
File Options  Wiew
Processes | Performance | Users I Details I Services |
T 34% 48%
Name | Status | CPU | Memor}rl
a MWSnap.exe (32 bit) 3% 0.4% L=
B g% Task Manager 1.7% 0.7%
B o) termsves 1.1% 1.7% _
B[ WSUS 0.2% 24%
[m77 System interrupts 0.1% 0%
[m7] Desktop Window Manager 0% 0.9% ]
[m7] RDP Clipboard Moniter 0% 0.1%
B [B7 SOL Server Windows NT - 64 Bit 0% 5.4%
[=7] Client Server Runtime Process 0% 0.1%
[ Windows Explorer (2 0% 2.0%
I‘ = g ¢ Expand
I [m7 Local Security Autho Restai 0% 1.4%
b [57 Domain Mame Systel End task 0% 7.1%
3
& System Resource values 0% 01%
. Create durnp file
2 Windows Wordpad 4 0% 05%
. Go to details ||
B o) Service Hest: Local § i . 0% 1.1% w
Open file location
@ Fewer details Search anline
Properties

Ending a task

© 2013 John Wiley & Sons, Inc.



File

Using Task Manager

Options  View

Processes | Performance IUsers I Details I Servicesl

O CPU

48% 1.60 GHz

O Memory

1.3/2.6 GB (50%)

(O Ethernet

S: 32.0 Kbps R: 0 Kbps

CPU  AMD E-450 APU with Radeon(tm) HD Graph..
100%

% Utilization

e

60 seconds
Utilization ~ Speed Maximum speed:
48%  1.60 GHz Jockers

Cores:
Processes  Threads Handles [ ogical processors:

49 675 27820 Virtualization:

) Hyper-V support:
Uptime L1 cache:
0:04:42:39 L2 cache:

@ Fewer details |~ (¥) Open Resource Monitor

1.60 GHz
1

2

2
Disabled
Yes

128 KB
1.0 MB

0

© 2013 John Wiley & Sons, Inc.
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Using Task Manager

File Options  Wiew

Processes | Perfermance | Users I Details I Services |

O CPU
by n o Memory 3.0 GB DDR3
Memory usage 26GB
O Memory
1.3/2.6 GB (30%)
(O Ethernet
5 8.0 Kbps R: 0Kbps
60 seconds a
Memory composition

In use Available Speed: 1066 MHz

12GB 123GB Slots used: 20of2
Form factor: DIMM

Committed Cached Hardware reserved: 410 MB

15/52GB 475 MB

Paged pool Non-paged pool

91.9MB 489 MB

@ Fewver details @ Open Resource Monitor

Viewing Memory usage

© 2013 John Wiley & Sons, Inc.
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Using Task Manager

e Task Manager = | = -

File Options  Wiew

Processes | Performance | Users | Details | Services

Mame o PID Status User name CPU  Memory (p... Description -~

B csrss.exe 328 Running SYSTEM 00 908K Client Server Runtim...

B csrss.exe 392 Running SYSTEM 00 1,156 K Client Server Runtim...
|csrss.exe 1384 Running SYSTEM 00 1,228 K Client Server Runtim...

B dfsrs.exe 1420 Running SYSTEM 00 9,072 K Distributed File Syste...

B dfssve.exe 1892 Running SYSTEM 00 1,280K  Windows NT Distrib... | _

B dns.exe 1488 Running SYSTEM 00 81,600K Domain Name Syste.. |

B dwm.exe 848 Running DWM-1 00 30,002 K Desktop Window Ma...

B dwm.exe 3104  Running DWM-2 00 10,128 K Desktop Window Ma...

- explorer.exe 3592 Running administra... 00 26,560 K Windows Explorer

5 inetinfo.exe 1520 Running SYSTEM 00 5288 K Internet Information ...
lisrnserv.exe 1560 Running SYSTEM 00 84K Windows MT Intersit...

5 LogonUl.exe 840 Running SYSTEM 00 10,172 K  Windows Logon Use...

57 |sass.exe 496 Running SYSTEM 00 15476 K Local Security Autho...

5 Microsoft.ActiveDire... 1344 Running SYSTEM 00 9860 K Microsoft.ActiveDire...

:--»msdtc.exe 1208 Running MNETWORK... 00 2172 K Microsoft Distribute...

EMWSnap.exe 132 Running administra... 43 5016 K MWSnap.exe

" rdpclip.exe 3472 Runnina administra... 01 1,352 K RDP Clipboard Moni...

[ ServerManager.es End task administra... 00 53,312K  Server Manager

B services.exe End process tree SYSTEM 00 3,452 K Services and Controll...

B=! smiss.exe = . 268 K Windows Session Ma...

Set priority » Realtime

= spoolsv.exe 812K Spooler SubSystem ...

sqlservr.exe Sat ey hich 564 K SOL Server Windows ...

m ] sqlwriter.exe Analyze wait chain Above normal 108K SOL Server V55 Write... |
_ UAC virtualization | e | Marmal

':’_‘:' Fewver details Create durnp file Below normal End task

Lo

Open file location
Search online
Properties

Go to service(s)

Setting a priority level

© 2013 John Wiley & Sons, Inc.



Using Resource Monitor

Monitors resource usage in real time.

Shows how system resources are used by
processes and services.

Helps analyze unresponsive processes.
ldentifies which applications are using files.
Controls processes and services.

© 2013 John Wiley & Sons, Inc.
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Using Resource Monitor

Resource Monitor -

File Monitar  Help

Overview | CPU | Memory [ Disk | Metwork |

cPU 0 59% CPU Usage [ 995 Mazimum Frequency AL L) ‘ -
[] Image PID Descrip...  Statlis Threads CPU Averag. & Pl

D perfmon.exe o6 Resour..  Running 19 27 803 =

D sychiostexe (localServiceMo.., 1032 HostPr..  Running 20 23 13,75

D swchiostexe [RPCSS) EEl HostPr..  Running 9 4 4.76

D swchiostexe [termsves] 2528 HostPr..  Running 28 1 207

D MWShap, exe 3132 MySn,.,  Running 4 42 2.25

D Taskmgr.exe 3736 Task M...  Running 14 Q 080

D Swstemn Imterrupts - Deferre,n,  Running - 2 Qo 60 Secands % J
D explarer.exe 3582 ‘Windo..,  Running 38 Q 0.32 Disk 100 KBysec -
[ chwmn.exe Eales] Deskto.,  Running 7 Q Q.32

D dns.exe 1485 Comai..  Running 15 1 022 |

Disk B 4 KB/sec Disk VO M 1% Highest Active Time )

Image FID File Read.. Write.. Tatal.. KOFr.. Resp., -~

System 4 TN Q 205 205 Mormal 33

System 4 b Q 614 614 Marmal 22 |
System 4 CA$E... 0 154 154 Normal 22 |2 Netuark 1 Mbps -
System 4 Cals., Q 201 9011 Mormal 0

System 4 [ 1: Q 40 40 Normal 14 =

System 4 CWiL Q 1,560 1,560 Mormal 14

Sustem 4 Chls., o 8192 8,192  MNormal 12 =
Sustem 4 CVAL o 555 585 Mormal 10 B
sqlservr.exe 1996 TV o §96 896 Mormal =l

System 4 CAEL.. Q 1,229 1,229 Normal av 0
Network M 119 Kbps Network /0 W o5 Network Utilization A Memory 100 Hard Faults/sec 4
Image PID Address Send [Bfs.. Receive [B.. TotaITBp‘sec] ~

swchiostexe [termswos) 2528 PATTA 13,723 2,175 1589 |E

dns.exe 1468 192.168.3.... a 1437 1437

dns.exe 1488 200211803, Q 438 438

dns.exe 1488 il 121 gea 207

swchostexe (MetworkService] 1e i1 a6 118 204 0
dns.exe 1488 ns2.afrini., 134 o 134

dns.exe 1488 ns2.afrini., 101 o 101

dns.exe 1458 AT 101 a 101

dns.exe 1458 127.00.1 55 38 93

dns.exe 1458 w.atin.net 4 a Y

Memory . O Hard Faults/sec F A% Used Physical Memory

Image PID Hard F.. Commi. Worki. Sharea.. Privite.. ~

i, exe 2924 0 153476 137432 3098 106584 |-

dns.exe 1488 o 87,932 8742 5,768 81,664

sqlservr.exe 1995 0 233004 50500 19,265 61,532

Serverhlanager,exe 3660 Q 59180 110056 56,404 53,652 s e

Viewing Resource Monitor
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Using Performance

Monitor

An MMC snap-in that provides tools for
analyzing system performance.

Monitors application and hardware
performance Iin real time.

Generates reports.

Displays past performance data in a variety
of ways.

Lets you specity:
o Data you want to collect in logs
o Thresholds for alerts and automatic actions
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Using Performance Monitor

@Flle Action  Wiew  Window  Help LR

e 7E E=HBmE

@ Performance
4 [ Monitaring Tools
B8 Performance Monitor
I 3 Data Collector Sets

I :a Reports

EEENEE FIEN-TELTTIN

100

00+

a0

4

604

404

: A

10:16:01 A 10:16:35 Ahd 10:15:25 Abd 10:16:00 A

Last | 0.000 Average | 64,285 Minimurn | 0.000  Maxirum 2,042,555

Duration 1:40

Show Calor Sca\e Counter Instance  Parent Object Computer
“ Processor Time _Tatal = Processor Information  WWINZOTZERY

00000 Available Bytes herno WhVINZ0125RY
r*

Viewing Performance Monitor

© 2013 John Wiley & Sons,

40



Using Performance Monitor

Available counters

Select counters From computer:

<Local computer =

RemuoteFX Graphics

RemoteFx Network

Security Per-Process Statistics
Security System-Wide Statistics
Server

Blocking Requests Rejected
Bytes Received/sec

Biwkes Tokalfsec

Instances of selected object:

V|| Search |

[w] show description

Description:

&dded counters

Counter

FParent  Inst... Computer

[ addz> |

| Remove << |

| Help | | ok | | Cancel

The number of bytes the server has received from the network. Indicates how busy the server is.

Adding counters to Performance Monitor
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Using Performance Monitor

General | Su:uuru:el Data I Graph I.-'-‘-.ppearanu:e|

Display elernments
[w]Legend [w] alue bar [w] Taalbar

Report and histogram data
(®) Defaulk () Minirmurm () Average

() Current () Maximurn

[w] Sample automatically Graph elements

Sample every seconds

Duration: seconds

Cancel | | Apply |

Configuring Performance Monitor properties
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Performance Monitor
Tabs
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Using Common
Performance Counters

Processor:%Processor Time

pages/sec

Paging File:%Usage

Physical Disk:%Disk Time

Physical Disk:%Avg. Disk Queue Length

© 2013 John Wiley & Sons, Inc.
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Configuring Data
Collector Sets (DCS)

Windows Performance Monitor uses
performance counters, event tfrace data, and
configuration information, which can be
combined info Data Collector Sefs:

o Performance counters: Current value requested at
specified time intervals by Windows Performance
Monitor.

o Event trace data: Collected from trace providers,
which are components of the operating system or of
individual applications that report actions or events.

o Configuration information: Collected from key values
in the Windows registry.
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Create a Data Collector Set

Performance Monitor

®

®) File Action View Window Help

(=} X

e 2@ = Hm @

(HEIES

(&) Performance Name Status
4 [y Monitoring Tools ¥ Server Manager Performance M... Stopped
B8 Performance Monitor
4 [ Data Collector Sets
b [ & User Defined
b [ System
[ ) Event Trace Sessions
[ Startup Event Trace Ses
b [ Reports How would you like to create this new data collector set?
Name:
Jata Collector Set
(@) Create from a template (Recommended)
How do | work with templates?
O Create manually (Advanced)
How do | choose data collectors manually?
Net || Finish | [ Cancel
[< " ]

Creating a new Data Collector Set
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Create a Data Collector Set

% File  Action View ‘Window Help
e HEXE = H= PuE

@ Performance Mame Status
A [ﬁ Fonitoring Toals I = L

B8 Performance Monitor P Sepver Ma Start
4 | = Data Collector Sets Stop

b [ 3 User Defined Save Template..,
[+ [ﬁ System

Data hanager...

E Event Trace Sessions
@ Startup Bwent Trace Ses

[ Eﬁ Repaorts M ey

Latest Report

Mew Window from Here

Delete
Refresh

Properties

Help
Start the Data Collector Set,

Starting the Data Collector Set
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Create a Performance Alert

Which performance counters would you like to monitor?

Perfarmance counters:

Add...

Alertwhern: Lirnit:
Abowe V| | o

| | Finish || Cancel

Choosing performance counters
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Create a Performance Alert

Active range

Beginning date;

8 4/z012

[ ] Expiration date:

8 4/z012

Launch

Skart kime:

12:00:00 &AM

[] Monday

[ Tuesday
[v] Wednesday
[ Thursday
[w] Friday

[w] saturday
[w] sunday

Configuring a schedule
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Monitoring the Network

Lesson 3: Monitoring Servers
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Troubleshooting
Network Issues

Make sure you are connected.
Make sure the network interface is enabled.
Check local IP configuration using ipconfig.
Use the ping command to determine what you
can reach and what you cannot reach:

o Ping the loopback address (127.0.0.1).

o Ping alocal IP address.

o Ping aremote gateway.

o Ping aremote computer.

ldentify each hop (router) between two systems
using the tracert command.

Verifty DNS configuration using the nslookup
command (discussed in Lessons 8 and 9).

© 2013 John Wiley & Sons, Inc.
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Using the netstat
Command

netstat shows all the outbound TCP/IP
connections. Options include:

 netstat -a displays all connections

* netstat -r displays the route table plus
active connections

* netstat —e displays Ethernet statistics
* netstat -s displays per-protocol statistics

© 2013 John Wiley & Sons, Inc.

52



Using Protocol Analyzers

Allows you to view actual packets on a
network

Examples: Wireshark and Microsoft Network
Monitor

© 2013 John Wiley & Sons, Inc.
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File Edit ‘“iew Frames

Capture

Capture Packets with

Network Monitor

Filter  Experts Tools Help

3

| Mew Capture ¥ Open Capture ESaveAs | SFF Capture Settings b Start 01 Pause Stop

1| ﬁ Start Page | U3 Parsers |

Metwork Conversations X

Display Filter

X

W_npply & Remove | ) History = 7 Load Filter =

7 Save Filker 2 Clear Text

Frame Summary

%Find -4t RAutoscroll

&2 ColorRules 8 Aliases v EE Columns »

© 2013 John Wiley & Sons, In

Frame Mumber — Time Date Local Adjusted  Time Offset  Process Mame  Source Destination Protocol Mame — Description
<] [T [ >
Frame Details X ||Hex Cetails X
$2% Decode &5 | EE Width v Prat Off: Frame Off:
oooo
< m >
Wersion 3.4.2350.0 & Displayed: Cropped: Captured: Pending: Focused: Selected:

Using the Microsoft Network Monitor

€,
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Capture Packets with
Network Monitor

Current capture filker:

W_ppply & Remowe | ) History = % Load Filter = i Sawe Filter 4 Clear Text

Select network adapters bo capture:

% Properties | % P-tMode

Friendly Mame Descripkion

[Ea)Ethernet Qualcorm Atheros ARE152 PCI-E Fast
|:| isatap. {0620AED3-720B-4584-674F-853E26FASFD1 Microsoft ISATAP Adapker #2

[#] Local Area Connection™ 11 Teredo Tunneling Pseudo-Interface

[ ] NDISWANEH WAN Minipart
[ ] Reusable ISATAP Interface {66041 755-9934-4ECF-AF02-AFFFBS113F17E Microsaft ISATAP Adapter

<]

| Global Sptions. ..

Configuring capture settings
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Capture Packets with
etwork Monitor

File Edit ‘“iew Frames Capture Filter Experts  Tools  Help

% Mew Capture ¥ Open Capture [ Save 25 | Sf Capture Settings b Start 0 Pause Stap

1 @ Start Page | Li;} Parsers |

Mebwork Conversations X

=53 Al Traffic

‘g My Traffic

#-_] swchost.exe (2540
@ IEXPLORE.EXE (35
- M Other Traffic

<| [ >

Display Filter X
Apply & Remaove | S History v %7, Load Filker ~ "\ Save Filter 2 Clear Text
Frame Summary X
@Find ~41 1 BAutoscroll 32 Color Rules 8 Aliases + Columns =
Frame Mumber ~ Time Date Local Adjusted  Time Offset  Process Mame  Source Destination Protacol Name — Description ~
370 11:04:57 &M 8(5j2012 2.6021233 IEXPLORE.EXE £9.171.237.16  192.168.3.120 TCP TCP:Flags=...A...., 5r
'-x?ll 110457 AM &S0 RLIR14N_ TFXPLORF.FXF 21A.15A.211.19 192.1AR.3.120  HTTP HTTP:RAsnnnss. HTTR
< m >
Frame Details X |[Hex Details X
- Frame: Humber = 371, Captured Frame Length f:? Decode &5 ‘ Width = Prot Off: 0 (000 Frame Off:
-Ethernet: Etype = Internet IP (IPv4),Destin: 0oo0 Es 40 F2z 72 GO 21 CO &BarEld N
~Ipw4: Sre = 216.156.211.19, De=st = 192.163. 0007 C1 CO 38 18 AC 08 00 AAS.—..
- Tep: Flags=...AP..., SrcPort=HTTF(80), DStPqoonE 45 20 01 77 DE 24 40 E .wogQ
=-Http: Response, HTTP/1.1, Status: Ok, URL: 0015 00 35 08 D2 &C D3 9C .5..1@
- ProtocolVersion: HTTP/1.1 00ic D3 13 C0 AS 03 78 00 ©.h".x.
..StatusCode: 200, Ok o023 50 €1 4C FO F1 6F DS PAL&fad =
.Reason: OE Oo0zi 9D BS D9 SA4 50 18 10 LUZP. .
- Cache-Control: no-cache e
0038
- Pragma: no-cache ho3r
[#-ContentType: text/html oas
- Expires: -1 004
- E-Uh-Compatible: IE=10 0054
P3P: CP="NOMN UNI COM NAV STiL LOC CURa DE][DOSE
Vary: Locept-Encoding o6z
-~ ContentEncoding: gzip ooes
‘Date: Sun, 05 hug 2012 18:05:03 GHT gg;g
- ContentLength: 20 0o7E
- Connection: keep-alive Doss
.. HeaderEnd: CRLF (alul=1e}
#-payload: HetpContentcType = text/html 0093
0094
< [ £l [ : v

Wersion 3.4.2350.0
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Captured: 616

Pending: 0

Viewing the frame details

Focused: 371

Selected: 1
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Capture Packets with
Network Monitor

File Edit ‘View Frames Capture Experts  Tools  Help
|| Mew Capture ,* Open Capture Display Filter b Filter History b |Ston

»

Capturel | 7 Siart Fage | L Parser Load Filter v Standard Filters 5
MNetwork Conversations X | |Display Filter

m Press "Start” butkon ko begi Apply T Remave | & Hist Apply Filter Brouvse..,
Rernove Filter

Save Filter... My Filters 3

Frame Summary

@Find ~1 1t BAutoscroH =

Frame humber = Time Date Local Adjusted  Time Offset  Process Mame  Source Diestination

Addresses

Basic Exarnples

DMS

Filter Out Moise

HTTP

MNetBios

Metwork Bvent Tracing
MkA34 High Perf Capture
Parser Errars

Prosy

SME

TCP

Use

Wi

Authentication Traffic
BaseMetworkTShoot
CommentTitleExists
LDAPorCLDAP
MameResalution
PatternAtOffset
RPCFaults

SearchFrame

* ¥y YT YT YT YT T YT Y Tow

X
Clear Text

X

Colurnns =

<] [ [

>

Frame Details X ||Hex Details

X

$2 Decode As |

n]ululu}

\Width = | Prat Off:

Frarne Off:

Choosing a standard filter
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Monitoring Virtual
Machines (VMs)

Lesson 3: Monitoring Servers
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Hyper-V Resource
Metering

 Hyper-V Resource Metering is a tool that allows
you to view the resource usage of a host and
individual VMs.

« Some Hyper-V Resource metering cmdlets:

o Enable-VMResourceMetering starts collecting data
per virfual machine.

o Disable-VMResourceMetering disables resource
metering per virtual machine.

o Reset-VMResourceMetering resets virtual machine
resource-metering counters.

o Measure-VM displays resource-metering statistics for a
specific virtual machine.
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Resource Metering with
Windows PowerShell

 To enable Hyper-V resource metering on d
Hyper-V host:
Get-VM -ComputerName <HostName> | Enable-
VMResourceMetering

 To change the interval to one minute:
Set—-vmhost —-computername <HostName>
—ResourceMeteringSavelInterval 00:01:00

* To get all VMs metering data for a host:

Get-VM —-ComputerName <HostName> |
Measure—-VM

© 2013 John Wiley & Sons, Inc.
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Resource Metering

] Administrator: Windows PowerShell

C:\Users\Administrator WINZ0125RV._000> Get—-vm -computername win2012srv | enable-wmresourcemetering
C:\Users\Administrator .WIN20125RV.000> set-wvmhost —computername win2012srv -resourcemeteringsaveinterval 00:01:00
C:\Users\Administrator .WINZ0125RV.000> get—vm -computername win2012srv |measure-wvm

Name AvgCPU({MHz) AvgRAM({M) MaxRAM{M) MinRAM(M) TotalDisk({M) NetworkInbound(M) NetworkoOutboun

estMachine 0

PS C:\Users\Administrator .WINZ0125RV.000> get—vm -computername win2012srv |measure-wvm
AvgCPU({MHz) AvgRAM({M) MaxRAM{M) MinRAM(M) TotalDisk(M) NetworkInbound(M) HNetworkoutboun

estMachine 0

PS C:\UsersVAdministrator .WINZ0125RV.000> get—vm -computername win2012srv |measure-wvm
AvgCPU({MHz) AvgRAM({M) MaxRAM{M) MinRAM(M) TotalDisk(M) NetworkInbound(M) Networkoutboun

estMachine B

PS C:\Users\Administrator .WINZ0125RV.000> get—vm -computername win2012srv |measure-wvm

AvgCPU({MHZ) AvgRAM({M) MaxRAM(M) MinRAM(M) TotalDisk(M) NetworkInbound(M) Networkoutbound(M)

estMachine B

PS C:\Users\Administrator .WINZ20125RV.000>

Enabling Resource Metering
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Lesson Summary

The Microsoft Management Console (MMC) is one of the
primary administrafive tfools used to manage Windows and
many network services provided by Windows.

Administrative Tools is a folder in the Control Panel that
contains tools for system administrators and advanced users.

Server Manager is a management console in Windows Server
2012 that helps you manage local and remote Windows-
based servers.

IThe Event Viewer enables you to browse and manage event
0gs.

Use Microsoft enhanced Event Viewer to capture events from
mul’riplle computers so that you can view the events using one
console.

The Reliability Monitor provides a stability index that ranges
from 1 (the least stable) fo 10 (the most stable). You can use
the index to help evaluate the reliability of your computer.
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Lesson Summary

Performance is the overall effectiveness of how data moves
through the system.

Task Manager provides information about programs and
processes running on your computer.

Resource Monitor is a powerful tool for understanding how
your system resources are used by processes and services.

Performance Monitor provides tools for analyzing system
performance:

o Create Data Collector Sets (DCS) to organize a set of performance
counters, event traces, and system configuration data intfo a single object
that can be reused as needed.

The netstat command displays TCP/IP connections.

Hyper-V Resource Metering allows you to view the resource
usage of a host and individual VMs.

© 2013 John Wiley & Sons, Inc.
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