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Overview

« Exam Objective 2.2: Configure File Server
Resource Manager (FSRM)

» Using File Server Resource Manager
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Using File Server
Resource Manager

Lesson 5: Configuring File Server
Resource Manager (FSRM)
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File Server Resource
Manager (FSRM)

Using File Server Resource Manager enables
yOuU tO:

« Create quotas for a volume or folder tree,
INncluding generating e-mails when the
quota limits are approached or exceeded.

« Create file screens to control the type of files
that users can save.

« Send nofifications when users fry to save o
blocked file.
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File Server Resource
Manager (FSRM)

With FSRM you can also:

« Schedule periodic storage reports or
manually generate a storage report to
identify frends in disk usage.

« Classity files based on defined properties
and apply policies based on the
classification.

« Restrict access to files, encrypt files, and
have files expire.
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Install File Server
Resource Manager

[
Select server roles
Before You Begin

Installation Type

Server Selection

Server Roles

Features

Add Roles and Features Wizard

Select ane or more roles to install on the selected server.

Roles

= (Installed)

4[] File And Storage §

.

4 [H] File and iSCSI Services (Installed)

[ File Server (Installed)

[] BranchCache for Network Files

[] Data Deduplication -
[v] DFS Mamespaces (Installed)
[v] DFS Replication (Installed)

O
[] File Server WSS Agent Service
[] isCSI Target Server

[7 iscsl Target Storage Provider (VDS and WSI_
[] server far NFS

v St e Services (Installed)

v| Hyper-V (Installed)

Blieemale Pielim s ce d B mmmme P mmifmm e W

<] " | >

DESTIMATION SERWER
WINZ0125RV.contoso.com

Description

File Server Resource Manager helps
you manage and understand the
files and folders on a file server by
scheduling file management tasks
and storage reports, classifying files
and folders, configuring folder
quotas, and defining file screening
policies,

| < Previous | | Mext =

Install

Cancel

Selecting File Server Resource Manager
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Install File Server
Resource Manager

Add features that are required for File Server Resource
Manager?

The following tools are required to manage this feature, but do not
have to be installed on the same server,

4  Femote Server Administration Tools
4 Role Administration Tools
4  Filz Services Tools

[Tools] File Server Rescurce Manager Tools

Include management tools (if applicable)

Add Features

Adding the FSRM tools
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Using Quotas

* A hard quota prevents users from saving files
affer the space limit is reached and
generates notifications when the volume of
data reaches the configured threshold.

» A soft quota does not enforce the quota
imit but generates a notification when the
configured threshold is met.

 YOU can create a quota on a volume or a
folder using a quota template or by using
custom properties.
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Create a Quota Template

File Action View Help

X G REY

&g File Server Resource Manager (Local) || Mame

Actions

S e e e | File Server Resource Manage... =
(& Quotas File Screening Management c Ancther C
2] Quota Templates {1 storage Reports Management e LR, i

4 File Screening Management (il Classification Management
& File Screens (& File Management Tasks View

Configure Options..,

,E File Screen Ternplates
File Groups Export List...
E Storage Reports Management Help
4 [ 5 Classification Management
Classification Properties
@ Classification Rules
Ea File Management Tasks

Exports the current list to a file.

Viewing the File Server Resource Manager console
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Create a Quota Template

Copy properties fram quata template [optional):
[100 ME Limit v| | com

Settings

Template name:

Description [optional);

Space limit
Lirnit:
[100 |[MB ]

®) Hard quota: Do nat allow uzers to exceed lmit

() Soft quota: Allow uzers to exceed limit [use for monitoring)

Motification thresholds

Threshold E-mail EventLog  Command Fepoart

Add. || Edt. || Remove

| ak. || Cancel |

Opening the Create Quota Template dialog box
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Create a Quota Template

Generate notifications when usage reaches [%):

E-mai Message | Event Log I Command | Feport |

[[] Send e-mail ta the fallawing administratars:
[ [dmin Email |

Format: accounti@damain. Uze semicolons to separate accounts.

[[] Send e-mail to the user who exceeded the threshold
E-mail meszage

Type the text to use for the Subject ling and message.

Toidentity the quata. limit. usage, or other infarmation about the current threshald, yau
zan uze Insert Yariable bo insert a variable in your test

Subject:
|[Qu0ta Threshold]% quota threshold exceeded |

I ezsage body:

Uszer [Source lo Owner] has exceeded the [Quota Threshold]® quota threshold for [ ]
the quata on [Huata Fath] on sereer [Server]. The quota limit is [Quota Limit MB] ME, T
and [Guata Used MB] ME currently iz in use ([Quota Uzed Percent]? of limit].

Select wanable to inzert:
[ [cmin Email v| | Insertvariable |

Inzerts the e-mail addreszes of the administratars wha receive the e-mail.

| Addiional E-mai Headers.. |

| 0K || Cancel |

Displaying the Add Threshold dialog box
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Create a Quota Template

Generate notifications when uzage reaches [%];

_E-rnailMessage Event Log Eommandlﬂeport

[] Send waming to event lag

W arhing message
Type the text to use for the log entry.

Toidentify the quota. limit, uzage or other information about the curent threshold,
you can uze Inzert Vanable to inzert & variable in pour text,

Log entny;

Uzer [Source lo Owner] haz exceeded the [Qucta Threghold]®
quota threshold for the quota on [Quota Path] on server [Server].
The quota limit iz [Huota Limit MB] MEB, and [Quota Used ME] ME
curently iz in uze [[Ouota Uzed Percent]? of limit).

Select variable to inzert:
[&dmin Email] v| | Inzert W ariable

Inzerts the e-mail addresses of the administrators who receive the e-mail

Logging an event on the Event Log tab
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Create a Quota Template

Generate notifications when usage reaches [%):

| E-mail teszage I Ewvent Log| Corrnand | Report |

[] Run thiz command or script:
| | Browse...

Command sethingz

Command arguments:;

Specify the directory to run the command in;
Working directony....

Command security

To maintain securty of the zerver, uze the most restrictive account possible, This will
help zafeguard the system if the process iz compromized.

Run the command &s:

®) Local Service
Same level of access as Users account. Acceszes network resources as a null
sezsion with no credenhials.

O Metwork Service
Same level of access az Users account. Accesses network resources using the
credentials of the machine account.

() Local System

Full access to the system. Do not uze thiz account unless full access is requied,
and you are certain the process cannot be compromized.

| ok, || Cancel |

Running a command or script on the Command tab
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Create a Quota Template

Add Threshold -

Generate notifications when usage reaches [%):

oo
on

| E-mail Meszage | Ewent Log I Commandl Freport |

[ Generate reports
Select reportz to generate:

[] Duplicate Files ~
[] File Screening Audit
[] Files by File Group
[] Files by Owner

[] Files by Property
[] Large Files

[] Least Recently Accessed Files gl

When a quota or fle screening event generates incident reports, default report
zettings are uged. To modify the default settings, uze the Configure Options task,
Storage Reports tab.

[&dmin Email]

Format: accounti@damain. Use a semicolon to separate multiple accaonts.

The reports will be saved in C:AStorageReportshncident.

Ta chanhge the locations where reports are saved, use the Configure Options task, Repaort
Locations tab.

| 0K || Cancel |

Generating storage reports on the Report tab
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File Action View Help

Create a Quota Template

@ =| 7 [F]

g'g File Server Resource Manager (Local)
4 Q Quota Management
:a Cuotas
@ Cuota Ternplates
4 File Screening Management
ﬁ File Screens
,E File Screen Templates

|D File Groups

E Storage Reports Management
4 @ Classification Managerment
Classification Properties
@ Classification Rules
[ File Management Tasks

| Quota Ternplate £ | Lirnit

| Description

100 ME Lirmnit

100 ME

200 MEB Limit Reports to User

200 MEBE

200 MB Limit with 50 MEB Extension

200 MEB

250 MEB Extended Limit

250 ME

honitor 200 GB Wolume Usage

200 GR

tonitar 500 ME Share

€] [@l|[@l|[@) (@] | (@)

=

TestQuota

500 MEB

100 MEBE

Actions
@ Create Quota Template...
@ Refresh
View

ﬂ Help

Create Cuota from Template...

Edit Template Properties...

x Delete
ﬂ Help

Viewing the quota template
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Create a Quota from
a Quota Template

Create Quota -

[uata path:

|| || Browse. .. |

(® Create quaota on path
() Auto apply template and create quotas on existing and new subfolders
(uota properties

You can either use properties from a quota template or define custom
quota properties.

How do you want to configure quota properties?

(® Derive properties from this quota template [recommended):

TestQuota W |

() Define custom quota properties

Summarny of quota properties:

= QJuota:
L Source template: TestQuata
Lirnit: 100 MEB [Hard)
—I- Motification: 2
L \warning[B5 %)

| Create || Cancel |

Creating a quota using a template

© 2013 John Wiley & Sons, Inc.
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Changing Quota
Templates

 You can apply changes to quotas tha
created using the original quota femp

* You can modity only those quotas that

were

ate.
Fstill

match the original femplate or all guot

as

that are derived from the original template.

« When you reapply the template, the
properties of the quotas are overwritte

© 2013 John Wiley & Sons, Inc.
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Create a Quota from

a Quota Template

CQuota Template Properties for TestQuota

fam

YWhen you apply & template to existing quotas, the curent properties of the template

ovenarite all properties of the quatas. This avenwrites any custom quota properties
that vou have defined.

How do pou want to apply the template changes to existing quotas?
(®) Apply template only to derived quatas that match the original template
) Apply template to all derived quaotas

() Do not apply template to derived quotas

Update Quotas Derived from Template -

| 1% | | Cancel

L=

() Soft quota: Allow users to excesd limit (use for monitoring)

Motific:ation thresholds

Threshaold E-mail

EventLog  Command Fepart
WWarning [85%)

Add... Edit... Remove

Updating quotas in the Update Quotas Derived from

© 2013 John Wiley & Sons, Inc.
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Monitoring Quota Use

* YOU Can view quota usage using one of
these methods with FSRM:

o Click Quota Management, and then click
Quotas. In the Results pane, you can view the
quota limit, the percentage of the limit used, the
type of quota, and the source template.

o Run a Quota Usage report.

© 2013 John Wiley & Sons, Inc.
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Action  View Help

Monitoring Quota Use

T IEIER =

&g File Server Resource Manager (Local)
4 55 Quota Management
[ Quotas
@ Quota Templates
P File Screening Management
|B File Screens
,E File Screen Termnplates
File Groups
E Storage Reports Management
4 [ Classification Management
Classification Properties
@ Classification Rules
Ea File Management Tasks

Filter: Show all: 3 itemns

| Quota Path

| 2% Used

| Limit | Quota Type | Source Template  # | Match Templa... | Description

= Source Template: 100 MB Limit (3 items)

[& ChPics\Monitaring

2%

1a0..

Hard

100 MEB Lirnit

[ CAPicsyUpdates

1%

100..

Hard

100 MEB Lirnit

[ CAPicsYWDS

4%

100..

Hard

T00MEB Lirnit

Actions
& Create Quota...
@ Refresh

WView

ﬂ Help

Using FSRM to show quota usage

© 2013 John Wiley & Sons, Inc.
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Managing Files with
File Screening

From the File Screening Management node of the
File Server Resource Manager MMC snap-in:

Create and manage file groups.

Create file screens to conftrol the types of files
users can save.

Generate noftifications when users attempt to
save unauthorized files.

Create file screen exceptions that override file-
screening rules.

Define file-screening templates to simplify file-
screening management.

© 2013 John Wiley & Sons, Inc.

2]



Creating File Groups

A file group:
* Defines a namespace for a file screen, file

screen exception, or Files by File Group
sforage report.

« Consists of a set of file name patterns that
are grouped by:
o Files to include
o Files to exclude

© 2013 John Wiley & Sons, Inc.
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File Action View Help

Pre-Built File Groups

@ 7

g'g File Server Resource Manager (Local)
4 58 Quota Management
[ Quotas
@ Quota Templates
4 h? File Screening Management
LL& File Screens
@ File Screen Temnplates
|_|:| File Groups
E Sterage Reports Management
4 E Classification Management
Classification Properties
l:ﬁ Classification Rules
[ & File Management Tasks

File Groups
| P

# | Include Files

| Exclude Files

| Audio and Video Files  *.aac, *.aif, *.aiff, *.asf, "as, *.au, *avi, *flac, *.m3u, *mid, *midi, *mov, Ympl, *mp2, Ymp3, Cmpd.,

Temporary Files

*temp, Mtmp, ~*

Text Files

*.asc, Miext, ¥t

Web Page Files

||| Backup Files *bak, *.bck, *.bkf, *.old

| Compressed Files *ace, ".arc, *.ar, “.bhx, *.bz2, *.cab, *.gz, *.gzip, *.hpk, *.hqx, *jar, Ylha, *zh, Yz Y pak, Yopit, Yorar, Vs,
| E-mail Files *eml, *idx *ombox, *.mbx, *msg, Yooft, *ost, Ypab, *pst

I | Executable Files *hat, *omd, aeom, opl, *exe, Minf, s, Mse, Monsh, sl Ymsp, Moo Vi, Ypl, Mpst, fecr Maeb, Y
| lmage Files *bmp, *dib, *eps, *.qif, *.imag, *jfif, “jpe, *jpeg, *ipg, *.pox, Ypng, *.ps, ¥ pad, ¥oraw, Y, Yospiff, YLif.,
|| Office Files *accdb, Yaccde, Macodr, *accdt, Yadn, *adp, *doc, Ydocm, *docs, ¥ dot, ¥ dotm, *.dot Vg *gsan,
I | Systern Files *acrm, "Il *ocx ¥y, Yaed

Ul

(|

0l

*asp, *aspx, *egi, *oss, *dhtl, Y hta, *htm, *html, ¥ mkt ¥ php, Y php3, Yshtml, *url

© 2013 John Wiley & Sons, Inc.
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Create File Groups

Settings

File group narne:
[

To zelect a zet of files, type a file name pattern, and click Add.
Examples: *.exe or QAFY20027 "

Files to include:

| | Remove

Filez to exclude:

|| Cancel |

Creating a file group with the Create File Group
Properties dialog box

© 2013 John Wiley & Sons, Inc.
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Creating a File Screen

When you create a file screen, there are two
screening types:

» Actlive screening: Prevents users from saving
the defined unauthorized files.

* Passive screening: Allows users to save a file,
but allows the monitoring and notification
when a user saves an unauthorized file.

© 2013 John Wiley & Sons, Inc.
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Create a File Screen

Create File Screen -

File screen path:
|| | Browse. .

File screen properties

Y'ou zan either uge properties fram a file screen template or define custom
file zcreen properties.

Haoww do wou want to configure file screen properties?
() Derive properties from thiz file screen template recommended);

Block audio and Wideo Files

® Define custom file screen properties;

Cuztom Properties ..

Surmmary af file screen properties:

=I- File screen:
Screening type: Active
File groups:
. Motifications:

| Create || Cancel |

Creating a file screen with the Create File Screen
dialog box
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Create a File Screen
.~ FleSacenProperiesonCiies [

Copy properties from template [optional):
| Black Audio and Videa Files vl | cem |

Settings | E-mail teszage | Event Log I Cammand | Repart |

File screen path:
|[EPics |

Screening type:

@ Active soreening: Do not allow users to save unauthorized files
() Passive screening: Allow users to save files [uze for monitoring)

File groups

Select file groups to block:

[] Awdio and Yideo Files ~ taintain fle groups:

[] Compressed Files

[] Executable Files

O Imége F_'IBS To select a file group to
[[] Office Fnh?s edit. highlight its label.
E E_l,lstern Flle's_.l -

< m >

| (1] 4 || Cancel |

Opening the File Screen Properties dialog box
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Create a File Screen

Save Custom Properties as a Template -

|f wou plan to create other file zcreens with the custom properties of this file screen, it
iz recommended that you save the properties as a file screen template.

Do you want to zave a file soreen template?

(® Save the custom properties as a template

Thiz creates a new file zocreen template and then applies the template to the
new file screen.

Template name:

() Save the custom file zcreen without creating a template

[] Da nat ask me to save az a template again

(] | | Cancel

Saving the file screen setftings as a template

© 2013 John Wiley & Sons, Inc.
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Creating a File
Screen Exception

A file screen exception:

* |s aspecial type of file screen that overrides
any file screening that would otherwise
apply to a folder and all its subfolders in o
designated exception path.

* Allows files that other file screens are
blocking.
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Create a File Screen Exception

Settings

Exception path:

| | | Browse...

File aroups

Select file groups o exclude from screening:
[ Audio and Videa Files Mairtair file groups:
[] Backup Files

[] Compreszed Files |
[ E-mail Files | Edit
[] Executable Files

- Irna_ge F.IIES To select a file group to
E Office Files edi, highlight is label,
Syztem Files

. =

Create...

Cancel |

Creating a file screen exception
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Creating a File
Screen Template

» A file screen template defines:
o A set of file groups to screen

o The type of screening to perform (active or
passive)

o (Optionally) a set of notifications that are
generated automatically when a user saves, or
attempts to save, an unauthorized file

© 2013 John Wiley & Sons, Inc.
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Creating a File
Screen Template

« Similar to quota templates, you can simplify
the management of file screens by
updating the tfemplaftes.

« Templates update all of the file screens that
use the template.
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Using Storage Reports

FSRM reports:

 Duplicate Files: Shows a list of files that are the
same size and have the same last modified
date.

* File Screening Audit: Creates a list of the audit
events generated by file-screening violations for
specific users during a specific time period.

e Files by File Group: Creates a list of files sorted
by selected file groups defined with FSRM.

e Files by Owner: Creates a list of files sorted by
selected users that own them.
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F

Using Storage Reports

SRM reports (continued):

Large Files: Creates a list of files that are larger
than a specified size.

Least Recently Accessed Files: Creates a list of
files that have not been accessed for o
specified number of days.

Most Recently Accessed Files: Creates a list of
files that have been accessed within @
specified number of days.

Quota Usage: Creates a list of quotas that
lexq:Jreed a specified percentage of the storage
imit.

© 2013 John Wiley & Sons, Inc.
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Schedule a Storage Report

Settings | Scope | Delivery I Schedule

Fepart Mame:

Report data

Select reports to generate:

[w] Duplicate Files Edit Parameters. .
[w] File S creening Audit To configure a report
I Files by File Group = highlight its label and
[w] Files by Owner click Edit Parameters.
[] Filez by Praperty
[] Folders by Propety
[w] Large Fil=z

Review Selected Reportz

Report formats
[w] DHTML ] HTML [] =ML [] C5¥ [] Test

0K | | Cancel

Creating a storage report
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Schedule a Storage Report

| Settingsl Scope |De|iver_l,ll Schedule

Ihclude all folders that stare the following kindz of data:

|| #pplication Files

] Backup and Archival Files
|| Group Files

] UserFiles

The following folders are included in this scope:
Folder
C:\Pics

Folder Uzage

Set Folder Management Properties.

|| Remowve |

Defining the scope
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Schedule a Storage Report

| Settings | Gcope | Delivery | Schedule

[] Send reports to the following administrators:

| [Adrmin Email]

Faormat: accounti®domnain, Use a semicolon to zeparate multiple accounts,

Reportz will be zaved in C:\StorageR eportshScheduled.

To change the locations where storage reports are saved, uze the Configure
Optionz task, Report Locations tab.

Specifying who gets the reports

© 2013 John Wiley & Sons, Inc.
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Schedule a Storage Report

| Settingsl Scope | Deli\-'er_l.Jl Schedule |

Runat | 1:57.05PM =
®) ‘weekly ) Maonthly
[w] Sumday [] Monday [ Tuesday
[] “wWednesday ] Thursday [] Friday
[ 5aturday

[ Limit firy hours):

| OF. || Cancel |

Scheduling the storage reports
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Enabling SMTP

To send e-mail:

« Configure FSRM to use Simple Mail Transfer
Protocol (SMTP).
o E-mail forwarding for delivery

« Specity an SMTP server as part of the inifial

FSRM configuration so that quota or file
screening e-mail nofifications can be sent.

o You must be a member of the Administrators
group to enable SMTP.

© 2013 John Wiley & Sons, Inc. 39



Enable SMTP for FSRM

File Server Resource Manager Options -

| File Screen Audit I Automatic Clagsification I Access-Denied Assistance
Email Matifications | Natification Lirnits | Storage Reports I Feport Locations
SMTP server

Specify which SMTF zerver to uge when gending natifications and storage
reports.

SMTP server name or IP address:

Default e-mail settings

Specify the defaults to use when sending notifications and storage reparts ta
administrators by e-mail

Default administrator recipients:

Fommat: accountiEdomain. Use a semicolon to separate multiple addresses

Default "From' e-mail address:
| FSRMEIM 201 25FRY. contasa, cam

Tao verify your settings you can send a test e-mail to the default recipients.

Send Test E-mail

oK | | Cancel

Specifying the SMTP server
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Lesson Summary

File Server Resource Manager (FSRM) is a suite of tools that
enables you to control and manage the quantity and type of
data stored on a file server.

The FSRM is installed with Server Manager as a server role.

Quotas defined with FSRM limit how much space a folder or
volume can use.

A hard quota prevents users from saving files after the space
limit is reached and generates notifications when the volume
of data reaches the configured threshold.

A soft quota does not enforce the quota limit, but it generates
a notification when the configured threshold is met.

You can create a quota on a volume or a folder using a
quota template or using custom properties.

It is recommended that you use quota templates when
creating quotas because quota templates can be applied to
other volumes and folders in the future.
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Lesson Summary

File screening enables you to control the type of files that users
can save and send notifications when users try to save a
blocked file.

A file group is used to define a namespace for a file screen,
file screen exception, or a Files by File Group storage report.

To allow files that other file screens block, create a file screen
exception.

To help you manage storage, you can use FSRM 1o generate
storage reports that show the state of their file server volumes
and anyone who exceeds the quota or uses disallowed files.

A Simple Mail Transfer Protocol (SMTP) server must be specified
as part of the initial FSRM configuration so that quota or file
screening e-mail notifications can be sent.

© 2013 John Wiley & Sons, Inc.
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