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Overview

« Exam Objective 6.4: Configure Group Policy
Preferences

» Using Group Policy Preferences
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Using Group
Policy Preferences

Lesson 22: Configuring Group Policy Preferences
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Group Policy Preferences

 Group Policy Preferences (GPP) are made
up of more than 20 new Group Policy client-
side extensions (CSEs) that expand the
range of configurable settings in a Group
Policy object (GPO).

« Examples of the new GPP extensions include
Folder Options, Drive Maps, Printers,
Scheduled Tasks, Services, and Start Menu.
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Configuring Preferences
Settings

« When you create a GPO with preferences,
the preferences options are configured
much like using Control Panel and Windows
Explorer options.

 When you need to configure Internet
Options, for example, the options you
configure will look exactly like the Internet
Options found in the Windows Conftrol Panel.
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File

Configuring Preferences Settings

Action  View Help

Group Policy Management Editor =il f=h] s

e L0 mcs BHe RO +

4 ¢ User Configuration

b [ Policies
4 | Preferences

4 [ Windows Settings
) Applications
=2 Drive Maps
Environment
3 Files
(3 Folders
Ini Files

[ ﬁ Registry

[#] Shortcuts

4 (=) Control Panel Settings
&3 Data Sources
_g Devices
m Folder Options
@ Internet Settings
Q Local Users and Groups
(@) Network Options
W& Power Options
gﬁ Printers
O Regional Options
(@] Scheduled Tasks
Start Menu

<l

] IE

m

Name Order

Processing

Q Internet Explorer 10 1
m‘ Internet Explorer 8., 2

Stop processing items in
extension on error:

Run in user's context:
Remove if not applied:
Apply once:

Filtered directly:

Filtered by ancestor:
Disabled directly:
Disabled by ancestor:

Descrints
No description provided,

\ Preferences [ Extended XStandard ?

Internet Settings

Viewing GPP
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Programs I Advanced I Common
General | Security | Privacy | Content | Connections
Horme page

To create home page tabs, tvpe each address on its own line.

o

google. com -~
W
| Use current | | Use default | | Use new tab

Skartup

(®) Start with tabs from the last session
() Start with home page

Tabs

Zhange how webpages are displayved in kabs,

Browsing history

Delete temporary files, history, cookies, saved passwords, and web
form information,

[ ] Delete brawsing history on exit

| Delete, .. | | Settings |

Appearance

| Caolors || Languages || Fants || Accessibility |

| ol | | Zancel | | Apply | | Help




Configuring Preferences Settings

File  Action  View Help

e 20 Lo mcz B 2O +
B indows Settings ~
I [9f] Contral Panel Settings 3
a i, User Configuration — Pr]nters
B [ Policies
4 [ Preferences ]
4[] Windows Settings
&) Applications
=2 Drive Maps
Errviranment
ﬁ’? Files

(5 Folders

Mame Order Actig

There are no iterns to showe in this view,

I+ ﬁ Registry
[#] Shortcuts
4 (28] Control Panel Settings
Data Sources

% Devices

@ Folder Options

ﬁ Internet Setting

Description

Mo policies selected

g Local Users an | Mew Internet Explorer 5 and €
Metwark Optic Al Tasks 3 Internet Explorer 7
q:% Power Cption

Internet Explorer 8 and 9
Qﬁ Printers L7

Internet Explorer 10

& Regional Optic Paste
Scheduled Tas Prirt
B start Meru Refresh

< | m Help Extended)\Standardf

Creates a new item in this container,

Creating a new preference
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Preferences that Support
Editing States

o Start Menu settings
« Regional and Language setfings

* Infernet o
* Folder op1

otions
lons

 Power opf
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Actions for
Preferences Settings

Most preferences settings include the following
actions:

« Create: Create a new preferences setting for
the user or computer.

 Replace: Delete and re-create a preferences
setting for the user or computer. The result is that
GPP replaces all existing settings and files
associated with the preference item.

« Update: Modify an existing preferences setting
for the user or computer.

* Delete: Remove an existing preferences setting
for the user or computer.
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File

Action  Wiew  Help

Preference Actions

Group Policy Management Editor

e #E Lo =ck BE @O +

B Windowes Settings
[ [%] Central Panel Settings

a & User Configuration
B L Palicies
4 | Preferences
4 [ Windows Settings
@ Applications

52 Drive Maps
Enviranmment
3 Files
(4 Folders
Iri Files

[ Q Registry
[#] Shartcuts

a [@] Contral Panel Settings

Data Sources
,% Devices
q‘ Folder Options
@ Internet Settings

g Local Users and Groups

Metwork Options
RE% Powver Options
gﬁ Printers

O Regional Options
Scheduled Tasks
Start benu

<|

Description

Nao paolicies selected

Mame Order Actig

There are no items to show in this wiew,

General | Carrmon

Ackion:

Update

L

Create

o |Replacs
© User Variable F_
() System Yariable|Delete

e | o oo
Walue: | |
Details

Update will replace the variable in the specified environment, IF it
doesn't exist, it will be created,

Ok,

| | Cancel

Apply

Help

\ Preferences /{ Ex‘tended}\Standard/

Environment Yariable

Selecting an action for a preference
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Preference Actions

= Group Policy Management Editor =

File  Action Wiew Help

4'$|& %D|m@@||l@@+ Commnn

b [ Windows Settings Options common ko all items

I (% Contral Panel Settings
4 % User Configuration
P ‘:‘ Policies Marme Qrder Actic
4 [ | Preferences .
4 ] wvindows Settings There are no iterms to show in this view, |:| apply once and da not reapply
&) Applications § )
3 Drive Maps [ tkemelevel kargeting Targeting. ..
Environrment Description
3 Files
(5 Folders
Inii Files
[ @ Registry
[#] Shortcuts
4 (%) Control Panel Settings -
Gd Data Sources . Description
£ Devices Mo policies selected
m‘ Folder Options
@ Internet Settings
Q Local Users and Groups
Metwork Options
Q Poweer Options
gﬁ Printers
@ Regional Options
Scheduled Tasks
], start henu

|:| Stop processing items in this extension if an errar oocurs
|| Run in logged-on user's security contest fuser policy option)

[ rRemaowve this item when it is no longer applied

| -

oK | | Zancel | | Apply | | Help

< | m | > \ Preferences /( Extended AStandard/

Environment Yariable

Configuring common settings

© 2013 John Wiley & Sons, Inc.



Configuring Windows
Settings

Preference extensions under Windows Settings
INnclude:

« Applications extension: Configure settings for
applications.

* Drive Maps extension: Create, modify, or delete
mapped drives, and configure the visibility of all
drives.

 Environment extension: Create, modify, or delete
environment variables.

* Files extension: Copy, modify, or delete files or
change the attributes of the files.

* Folders extension: Create, modify, or delete folders.
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Configuring Windows
Settings

Preterence extensions under Windows Settings

Include (contfinued):

- Ini Files extension: Add, replace, or delete
sections or properties in configuration settings
(.Iini) or setup information (.inf) files.

 Network Shares extension: Create, modify, or
unshare shared folders.

* Regisiry extension: Copy registry settings and
apply them to other computers. Create,
replace, or delete registry setffings.

» Shoricuts extension: Create, modify, or delete
shortcuts.
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Configuring Network
Drive Mappings
For Drive Maps extensions, the type of

preference item provides a choice of four
actions:

 Create
 Replace
» Update
 Delete
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Create a Mapped Drive
Preference Item

aeneral | Common

:%. Actiar: | Ipdate W |

Location: | | | a00 |

Reconneck: | | Label as: | |

Drive Letker

[ Use First available, starking at:  (®) Existing: |:|

Connect as (optional)

ser narme: | |

Password: I:I Confirm passwnrd:l:l
Hide/Show this drive Hide/Show all drives

(®) Mo change (®) Mo change

() Hide this drive () Hide all drives

() show this drive () show all drives

| O | | Cancel | | apply | | Help |

Creating a new drive preference item
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Performing File and
Folder Deployment

File Preference item provides a choice of four
actions:

 Create
 Replace
« Update
 Deletfe
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Copy, Replace, Update, or
Delete Files

General | Common

-,g"r Action: | Delete

Source filels): |

Delete filels): |

[ ] suppress errors on individual file actions
Attributes

[ read-only
[ THidden
Archive

| | Zancel | | Apply | | Help |

Creating a new file preference item
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Create, Replace, Update, and
Delete Folders and Their Content

General | Common

ﬁe Ackion: | Create W |

Path: | Cr\Users\Administrator WINZ0125RY. 0001Favo| [ ... |

Attributes
[ 1read-anly
[ ] Hidden
[w] &rchive

[ Delete this folder (if emptied)

[ ] recursively delete all subfaolders (if emptied)
[ ] elete all files in the Folderis)

[ ] allow deletion of read-only files/folders

[ ] 1gnore errors For files/folders that cannot be deleted

| (0] 4 | | Cancel | | apply | | Help |

Creating a folder preference item
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Performing Shortcut
Deployment

This type of preference item provides a choice
of four actions:

 Create
 Replace
« Update
 Deletfe
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Create a Shortcut Item

General | Commmmon

IE Ackion: |LI|:u:|aI:E ""'l
Mame: | || |
Target tvpe: |File System Object W |
Location: | <5pecify Full path= W |
Target path: | | |_|
Arguments: | |
Skart in: | || |
Shortout key: |N|:nne |
Fun: |N|:|rma| Window v |
Comment: | |
Ican File path: | || |
Icon indes: | ] |
| Ok, | | Cancel | | apply | | Help |

Creating a shortcut preference item
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Preference Extensions under
Control Panel Settings

Data Sources extension

Devices extension « Power Opftions
Folder Options extension
extension * Printers extension
Internet Settings « Regional Options
extension extension

Local Users and Groups < Scheduled Tasks
extension extension
Network Options « Services extension

extension « Start Menu extension
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Configuring Printer
Settings

« Similar to adding a printer fo Windows, you

can add a shared printer, a TCP/IP printer, or
a local printer.

* The Printers preference extension allows you
to create, configure, and delete local

porinters, TCP/IP printers, and Shared Printers
Printer preference item.
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Create a New Local Printer
Preference Item

General | Common
e

Ackion: | Ipdate

Part: |

Prinker path: |

[ 5et this prinker as the default printer

Locakion: |

Carmment: |

Creating new local printer preference item
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Create a New TCP/IP Printer
Preference Item

General | Port Settings | Comman |

Ackion: | Ilpdate

[ | Delete all IP printer connections

IF Address: | o . o .0

|:| Use DS name

Local Mame: |

Printer path: |

[ ] =et this printer as the default printer. .
[]...only if alocal prinker is nok present

Location: |

Camment: |

Creating new TCP/IP printer preference item
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Create a New Shared Printer

Preference Item

General | Common

¥ Action: | Update

[ ] pelete all shared printer conneckions

Shared prinker

Share path: |

[ ] 5et this printer as the default printer. ..
[]...onky if alocal printer is not present

Map ko local port {optional)

Local part; |

|:| Reconneck
[ unmap all lacal ports

| Ik | | Zancel | | Apply | |

Help

Creating new shared printer preference item
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Configuring Custom
Registry Settings
The Registry preference extension allows you

to:

« Copy registry settings from one computer to
another, and to create, replace, or delete
an individual registry value.

 Create an empty key, delete a key, or
delete all values and subkeys in a key.

» Create collections or folders to organize the
Registry preference items.
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Create a New Registry
Preference Item

General | Common

Action: | |pdate W |

Hive: | HKEY_CLRRENT_USER v|

kew Path: | || |

YWalue name

[ ]Defaul | |

Yalue bype: |REG_SZ b |

Yalue data; | |

| (0] 4 | | Cancel | | Apply | | Help |

Creating a registry preference item
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Configuring Power
Options
 The Power Options extension allows you to
create and configure Power Plan, Power

Options, and Power Scheme preference
Ifems.

 Power Options and Power Schemes are
used with Windows XP and Windows Vistq,

and Power Plan is used with Windows Vista
and later.

© 2013 John Wiley & Sons, Inc.
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Create a New Power Options
Preference Item
Mew Power Options (Windows XP) Properties |i|

Pawer Qptions | Commoan

@p Select the power-saving settings you want to use,

Options
[ ]always show icon on the kaskbar

[ 1Prampt For password when computer resumes From standbey
[ ]Enable hibernation

Power buttons

wehen I close the lid of my portable computer:

|Staru:| b W |

When I press the power butkan on my computer:

| Shubdown W |

Wehien I press the sleep button on my computer:

| Shutdown W |

e

Creating a new power options (Windows XP)
preference item
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Create a New Power Scheme
Preference Item

MNew Power 5cheme (Windows XP) Properties -

Power Scheme | Cormrmon

@ Action: | pdate W |

Power schemes

| Home [ Office Desk, v |

Make this the ackive Power Scheme

Settings For HomeOffice Desk power scheme,

) w  Running on
wehien computer is: hﬁ Plugged in ? hatterics

Turn of f monitor: |.ﬁ.Fter 20 mins W | |.ﬁ.Fter 5 mins W |
Turn off hard disks: |Never W | |P.Fter 10 mins W |
Systemn skandby: |Never W | |.ﬁ.ﬂ:er S mins W |
System hibernates; |Never W | |F'.ﬂ:er 20 mins W |

e

Creating a new power scheme preference item
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Create a New Power Plan
Preference Item

#dvanced settings |u:.:.mm|:|n |

t@p Select the power plan that ywou wank b customize, and then
chonse settings that reflect how wou want wour compuker ba
Manage power.

Action:  |Update bl

| Balanced W

[ ]=5et as the active power plan

[+

Additional settings
Hard disk
Sleep

H H

Power buttons and lid

H H

PCI Express

[+

Processor power management

=

Display

[+

Battery

| Restore plan defaulks |

| (0] 4 | | Cancel | | apply | | Help |

Creating a new power plan preference item
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Configuring Internet
Explorer Settings

The Internet Settings preference extension
allows you to

« Configure specific configuration of Intfernet
settings, or

« Configure an initial configuration of Internet
settings, but allow end users 1o make
changes

© 2013 John Wiley & Sons, Inc.

32



Create an Internet Explorer
Preference Item

Mew Internet Explorer 10 Properties -
Prigraris I Advanced I Cariman
General | Security I Privacy I Cantent I Conneckions
Home page

/’ To create home page tabs, bype each address onits own line,
l!'_]_

Use current Use default

(®) Start with tabs from the last session

Skartup

() Start with home page

Tabs

Change how webpages are displaved in tabs,

Browsing history

Delete kemporary Files, histary, cookies, saved passwards, and web
form informatian.

[]Delete brawsing histary on exit

| Delete. .. | | Settings |

Appearance

| Colors || Languages || Fonks || Accessibiliby |

o o] m»

Creating new Internet settings preference item
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Create an Internet Explorer
Preference Item

New Internet Explorer 10 Properties had Internet
Programs | Advanced I Carmman Settings:
General | Security | Privacy I Content I Connections
[#% NET Framewark
_ _— DF Loose wamL
Select a zane ta view u:!r change security settings, O @ Disable
@ 7/ O
Ink k Local ink t o Trusted sit Restricted oopmmpt
nkernel ocalinkranet  Trusted sites e:itr;cse OE HAML browser spplications
Internet O@ DISESE
q This zone is For Inkernet websites, cites 0 Q Enable
except those listed in trusted and €3 Prompt
restricted zones., OE WPS documents
_ _ i (& Disable
Security level For this zone O ©) Enable
Allowed Ieve!s far this zane: Mediurm ko High O ) Promgt
I:I ngh [ TR T=r S =T TR [N T T
- Appropriate for websites that might have harmful £ m »
conkent

- Mazximurm safequards
- Less secure Features are disabled

K | | Cancel

Enable Protected Mode (requires restarting Inkernet Explorer)

|CustnmLeveI... || Default Level |

| Reset all zones to defaulk level |

[l 4 || Zancel | apply

Configuring Security zones
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Create an Internet Explorer
Preference Item

Internet Explorer 10 Properties b
Programs I Advanced I Zommon
General I Security | Privacy | Conkent I Connections

Setkings

Select a setting For the Internet zane.

Medium

- Blocks third-party cookies that do not have a compact
privacy palicy

- Blocks third-party cooldes that use personally identifiable
information withouk wour implict consent

- Restricks first-party cookies that use personally
identifiable information.

| Sites | | Impart | | Advanced | | Defaulk |

Location

] Mever allavw w_lebsites to requesk your clear Sites
physical location
Pop-up Blocker

[w] Turn on Pop-up Blocker Setkings

InPrivate

[#] Disable toolbars and extensions when InPrivate Browsing skarts

QK | | Cancel | | Apply | | Help |

Exceptions

Pop-ups are currently blocked. You can allow pop-ups from specific
@ websites by adding the site to the list below,

Address of website to allow:

[ | [ s

Allowed sites:

Remaowe
Remave all...

Motifications and filker level
[w]Play a sound when a pop-up is blocked.

[w] show Information Bar when a pop-up is blocked.

Filker level:

|Medium: EBlock most automatic pop-ups W |

Close

Configuring Privacy settings

© 2013 John Wiley & Sons, Inc.
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Create an Internet Explorer
Preference Item

Internet Explorer 10 Properties 22
Programs Advanced Carmmman z
L ; I - I . | Local Area Netwaork (LAN) Settings -
General I Security I Privacy I Content | Connections

Automatic configuration

T . Int . ti lick et Aukornatic configuration may override manual settings, To ensure the use of
Sotse up an Internet connection, cic etup manual settings, disable automatic configuration.
etup.

[] automatically detect settings

Dial-up and Virtual Private Metwark settings - _ _ _ _
Use autamatic configuration scripk

Add. . Address: | __________________________________
Add VPN,
Proxy server
Remave. . Use a praoxy server for wour LAN (These settings will nok apply ko
dial-up or ¥PM connections .
Choose Settings if you need to configure a proxy Settings nddress:| | - | | | p— |
server for a conmection,. | T
) Mever dial a connection [IBypass proxy server for local addresses
- o
S Dial whenewer a nebwork, connection is not present | o | | p— |
(®) Abways dial vy default connection
Current Maone Set defaulk

Local Area Network (LAN) settings

LA Settings do not apply to dial-up connections, LAM settings

Choose Settings above For dial-up settings,

o4 | | Zancel | | Apply | | Help |

Configuring Connections options
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Create an Internet Explorer
Preference Item

Internet Explorer 10 Properties -
General I Security I Privac I Conkent I Connections
Programs | Advanced | Comman
Settings
l;l A ed gr‘apl’ui-::'- )

Use software rendering inskead of GPU rendering®
@ Accessibilicy
3 always expand ALT kext for images
{23 Enable Caret Browsing for new windows and tabs
3 Move system caret with Focus/selection changes
3 Play system sounds
3] meset text size to medium For new windows and tabs
3 reset zoom level for new windows and tabs
Browsing
O Autamatically recaver Fram page lavouk errars with Con
30 Close unused Folders in History and Favorites*
{3 Disable script debugging (Inkernet Explorer)

{2304 Disable script debugaing (Other) hd
£ m >

*Takes effect after wou restart Inkernet Explorer
Restare advanced settings

Reset Internet Explorer settings

Resets Internet Explorer's settings ko their default

Reset. ..
condition,

¥ou should only use this if vour browser is in an unusable skate,

QK | | Cancel | | Apply | | Help

Configuring Advanced options
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[tem-Level Targeting

Item-level targeting is used to change the
scope of individual preference items so that
the preference items apply to only selected
users or computers.
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Targeting Items

Computer name
CPU speed

Date match

Disk space

Domain

P address range
Network connection
Operating system

© 2013 John Wiley & Sons, Inc.

Portable computer
RAM

Jser

Terminal session
LDAP query

Time range

WMI query

3%



Targeting |

tems

« Each targetfing item results in a value of

either true or false.

You can apply multiple targeting items to ©

preference item and selec

t the logical

operation (AND or OR) by which to combine
each targeting item with the preceding

one.

If the combined value is fa
settings in the preference |
applied to the user or com

© 2013 John Wiley & Sons, Inc.

se, then the
em are Not

outer.
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Configuring Item-Level Targeting

New Internet Explorer 10 Properties x| 7 Targeting Editor [ = | o [
ceneral Security Privacy Cantent Cerredrs Mewy ltem =| Add Collection | Itern Options - Delete | @) Help

Programs Advanced Cammmon Battery Present

Computer Name "Meww Itern" button to create a new targeting itern

Options common to all ikems

CPU Speed
|:| Skop processing items in this extension if an error occurs Date Match
|_|Run in logged-on user's security context {user policy option) Disk Space

Darmain

Removwe this ikem when it is no longer applied
Ervironment Wariable

File hatch

IP &ddress Range
Language

LDAP Query

MAC Address Range
M3l Query

Metwark Connection

["]apply once and do nat reapply
Item-level targeting Targeting...

Description

Operating Systern

oK | | Cancel

Organizational Unit

PCRACIA Present

Portable Computer
Processing Mode
RAkA

Reqistry hatch

Security Group
Site

Terrninal Session
Tirne Range
User

WAL Queny

EnQRERARS el s EbO6RUIBE lEHER

a4 | | Cancel | | apphy | | Help

Using item-level targeting
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Configuring Item-Level Targeting

MNew Internet Explorer 10 Properties 2
General I Security I Privacy I Conkent | Connections |
Programs I advanced | Camman
Options comman ko all ikems
e i this extersion v Targeting Editor |- = .
|:| Stop processing ikems in this extension iF an error occurs
| |Run in logged-on user's security context (User palicy option) Mew ltern ~ | Add Collection | Item Options ~| 4 - | & 2 -—'1|v X Delete ‘ @ Help
o s . XE;'. a battery is present
Remove this item when it is no |DI‘II;|EF appIIEd g AMND the IP address range is 172.24.1.1 - 172.24.1.200
[]apply once and do nat reapply (O the operati i
Item-level targeting Targeting...
Description
~
Product |Windows 2 v|
Editian |Any v|
Release |Any v|
Computer Role |Any v|
An Operating System targeting item allows a preference iterm to be applied to computers ar users only if
the processing computer's operating system's product narne, release, edition, or computer rale matches
those specified in the targeting itern, Additional information..,
w
Ok | | Cancel
a4 | | Cancel | | Apply | | Help

Using the targeting editor
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Lesson Summary

Group Policy Preferences (GPP) are made up of more than 20
new Group Policy client-side extensions (CSEs) that expand
the range of configurable settings in a Group Policy object
(GPO) that were not available before.

Although Group Policy settings cannot be modified, GPP
writes preferences to the same locations in the registry that the
application or operating system feature uses to store the
setting.

GPP can be configured on domain conftrollers running
Windows Server 2008 or higher.

GPP are supported by client computers running Windows Vista
SP2, Windows 7 or higher, or Windows Server 2008 or higher.
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Lesson Summary

For most preferences settings, you right-click the option that
you want to configure, select New, and select the preference
item that you want to create.

An editing state specifies whether the option will be delivered
and processed by the client.

Most preferences settings include the following Actions:
create, replace, update, and delete.

GPP are divided into two sections: Windows Settings and
Conftrol Panel Settings. Windows Settings are commonly used
configuration settings that are performed in Windows, but are
not done in the Control Panel.

ltem-level targeting is used to change the scope of individuadl
preference items so that the preference items apply only to
selected users or computers.

© 2013 John Wiley & Sons, Inc.
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