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Overview

« Exam Objective 6.3: Manage Group Policy
Objects (GPOs)
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Group Policy Object
(GPO) Components

GPOs consist of two components:
» Group Policy Container (GPC)
» Group Policy Template (GPT)
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Backing Up and
Restoring GPOs

 Back up all GPOs or individual GPOs using
the Group Policy Management Console.

* Every time a backup is performed, a new
backup version of the GPO is created.
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Back Up GPOs

= Group Policy Management [=la] x|

& File Action View ‘Window Help %
= znEola
(5l Group Policy Management Group Policy Objects in contose.com
a £} Forest: contoso.cam | Contenis | Daiagaion |
4 [£ Dornains
iﬁﬁ contoso.com Wame = GPO Status M| Fiter Modiied Ouiner
-] Default Darmain Policy Default Domain Controllr... - Enabled None 8/19/202 307, Domain Adm..
4 oroT Default Domain Plicy Enabled Hore 10427201251 Domain Admi
P02 GPOT Enabled Mone 10/27/2012 45, Domain Admi
DirectAccessClients GPO2 Enabled None 10/13/201265..  Domain Adm...
» 5 Domain Controlers GPOSslest Enabled Mone 10/13/201265..  Domain Admi
- GPOSsles2 Enabled Mone 10/13/20127:2..  Domain Admi
Lt bl New Group Policy Objsct  Enabled Mone 8/16/2012 71T, Damain Admi..
4 G’DEP;D:‘:S’ ObJ“té ol Sile1GP0 Enabled None 10132012 7:4..  Damain Adi..
efault Domain Cantrollg .
el Boman Foliey ||| | Back Up Group Policy Object il Sl
g;g; R e et e e e e e e e e e e e s e B = 41~ Domahn Admi..
this Group Policy Object (GPO). Yau can back up multiple GPOs fa the same
GROSalest folder,
GPOSales? Note: Setings that are extemal to the GPO_ such as W filers and IPsec
Hew Group Palicy Object policies. e independent objects in Active Ditectory and willnat be backed up
Site1GPO
WESTGPOT To prevent tampering of backsd up GPDs, be suie to securs this folder so that
WESTGRO? only authorized admiristrators have wiite acosss to this logation.
WindowsUpdates
b (5 WM Filters Location,
b (3 Starter GPOs [ M
» O Sites
Graup Palicy Madeling
b [ Group Policy Results Da——
Back Up

Opening the Back Up Group Policy Object dialog box
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Restore a GPO

Source GPO
Select the GPO which vou want to restore,

Backed up GPO=:

M arme - Tirme Stamp Drezcription

=/ GPOSales1 10/27/2M 2 10:52:51 ..

E

Wiew Settings...

¢ Back Cancel
[ | | | |

Restoring a GPO
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Backup location:

Manage Backups

Manage Backups

_I:I-

ophdatahGRo Browse...
Backed up GFOs:
Darnain Mame Time Stamp Description GFOID
=] contoso.com Default Doma... 104272012 10:52:13 ... 1BACT7EEC-01...
=[ eontoso com Default Dama...  10/27/2012 10:52:45 . {31B2F340-016...
L=f eontoso.com GPO1 10/27/2012 10:52:48 . {FCCATCEBC...
5[ contoso.com GPOZ 10/27/2012 10:52:50 ... {3F41647F-2F8...
=] eontoso com GPOSales 102772012 10:52:51 L {F4482543-C9...
L=f contoso.com GPOSales2 10/27/2012 10:52:52 . 11507336936,
L=f contoso.com MWew Growp P...  10/27/2012 1005263 .. {9EAZFFEE-4F...
=] eontoso. com Site1GPO 10/27/2012 10:52:55 . {291B3554-18...
'=f contoso.com WESTGPO1 10/27/2012 10:52:56 ... {EEBBA3ER-ES..
|=[ contosa.com WESTGPO2 1042772012 10:52:58 ... {BEFEGR24D0-BE...
=] eontoso com WindowsUpd...  10/27/2012 10:52:53 . {E773BFEEBY...
£ m >
[ Show only the latest version of each GPO
| Restare | | Delete | | Yigw Settings...

Managing GPO Backups
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Import GPO Settings

Migrating References
Specify hiow wou want to transfer references to securnity principals [groups, users,
computerz] and UMC paths.

The GPO backup cantaing references to secunty principals and/ar UMC paths. Transfer
theze references by

(®) Copying them identically fram the zounce.

() Uszing this migration table ta map them in the destination GPO;

| W | Browsze. ..

[ ] Uze migration table exclusively. If any security principals or IMC

pathz in the GPO backup are not found in the migration table, do
ot perfarm the import operation. et

¢ Back || Meut > || Cancel | | Help

Specifying how to transfer references
to security principals
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Copy a GPO

Specify the permizzions for the new GPO:

(@) Use the default permissions for new GPOs.

() Preserve the existing permizsions.

Cancel

Specifying how permissions are being copied or not
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Using a Migration Table

A migration table is a file that:

* Maps references to users, groups,
computers, and UNC paths in the source
GPO to new values in the destination GPO.

« Consists of one or more mapping entries.

When you specify a migration table while
performing an import or copy, each reference
INn the source GPO will be replaced with a
target reference.
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Use a Migration Table

File

Edit Tools Help

Source Mame | Source Type | Destination Mame
Everyone Free Test or SID <Same Az Sourcer
Pre-windows 2000 Compatible Access Free Test or SID <Same Az Sources
Authenticated Users Free Testor 51D <Same &g Source:
LOCAL SERVICE Free Testar 51D <5ame Az Sourcer
I15_IUSRS Free Test or SID <Same Az Sourcer
METwWORK SERWICE Free Text ar SID <Same As Source>
Adrinistratars Free Test ar SID <Same As Source>
Backup Operatars Free Text or 51D <Same Az Sourcer
ENTERFRISE DOMAIN CONTROLLERS Free Test ar SI0 <Same &z Sourcer
groupl Free Text or SID

Server Operatars Free Test or SID <Same &z Sourcer
Account Operators Free Text or 51D <Same Az Sourcer
Print Operatars Free Test or SID <Same Az Sourcer
Perfarmance Log Users Free Test or SID <Same Az Sourcer

Populating the migration table
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Use a Migration Table

File Edit Tools Help

Source Mare

| Source Type

| Destination Name

Evemnone

Pre’wWindows 2000 Compatible Access

1I5_IUSRS

Print Operators
LOCAL SERVICE
METWIORK SERVICE
Adrministrators
Backup Operators

Authenticated Users

EMTERPRISE DOMAIN CONTROLLERS

Server Operators
Account Operators

groupl

Performance Log Users

Specifying the changed destination value
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Free Test or 5100
Free Test or SID
Free Test or 5100
Free Test or 51D
Free Text or 510
Free Test or 51D
Free Textor 51D
Free Test or 510
Free Test or SID
Free Test or 5100
Free Test or 51D
Free Textor 510
Free Text or 510
Free Textor 51D

<Same &z Source:
<Same Az Sources
<Same &z Sources:
<Same &z Source:
<Same Az Sources
<Same &z Source:
<Same Az Sources
<Same &z Sources
<Same Az Sources
<Same &z Sources:
<Same &z Source:
<Same Az Sources:
group2

<Same Az Sources
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Resetting the
Default GPOs

« The DCGPOFix.exe command can restore
either or both the Default Domain Policy or
the Default Domain Controllers Policy to
their default settings.

* You must be a domain administrator to
perform this task.
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Delegating Group
Policy Management

* Delegation enables you o give non-domain
administrators permissions to manage group
policies.

« When you grant a person or group
permissions to create GPOs, they also are
granted permissions to manage the GPOs
they created.

* To delegate GPO permissions, use the Group
Policy Management Console.
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Specify Who Can Create GPOs

gFile Action  View Window Help

e« 5 6 B =

1= Group Policy Managernent
A th Forest: contaso.cam
a [ Dornains
4 3 contoso.com
57/ Default Dorain Palicy
4 GPO1
s GPOZ
(2] DirectdceessClients
b (2] Domain Contrallers
b 2] Sales
4 C% Group Policy Objects
E:l‘ Copy of GPO2
E:f Copy of GPO2
E:j’ Copy of GPO3ales1
J Default Dormain Cont
Default Dormain Polic
= GPO1
GPO2
GPOSales
é:r GPOSales?
Mew Group Policy Ob
Site1GPO
=/ WYESTGROT
h] WYESTGPO2
5] WindowsUpdates

b [ WM Filters

| LI

Group Policy Objects in contoso.com

Delegation

The following groups and users can create GPO s in this domain.

Groups ahd users:

g Jomain Adming]
% Group Policy Creator Qwners [COMTOS0ME roup Policy Creator Dwners)
2 5YSTEM

Itkerited

| | Remove | | Properties

Managing GPO delegates using the Delegation tab
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Specity Who Can Manage an
Individual GPO

G[DLII:I ar User name:

CONTOS04GroupT | Browse..

Permizziong:

Read

| | Cancel

Assigning Permissions to a GPO

© 2013 John Wiley & Sons, Inc.



GPO Security Settings

Security

GTDLID ar LEer names;

53, CREATOR OwNER ~
52, Authenticated sers =
53 5vSTEM -
=} Diomain Adming [COMTOSO05D armain Sdrmins)]
92 Enterprise Admins [CONTOS0ME nterprize Admins hd
< | m >
| Add.. | | Remove |
Fermizzions for Domain Admins Allova Drermp
Full contral ] ] i
Read [ L] o
Wiite [wl] HE.
Create all child objects: [w] ]
Delete all child objects [+ ] y

For special permizzions or advanced settings,
click Advanced.

Learn about acces: control and permizsions

| k. || Cancel || Apply |

Managing security settings for a GPO
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Lesson Summary

Although group policy settings are configured using GPOs,
GPOs consist of two components: Group Policy Container
(GPC) and Group Policy Template (GPT).

The GPC is an Active Directory object stored in the Group
Policy Objects container with the domain naming content of
the directory.

The settings are contained in the GPT, a collection of files
stored in the SYSVOL
(%SystemRoot%\SYSVOL\<Domain>\Policies\<GPOGUID>) of
each domain controller.

If you back up a domain conftroller including the System State,
you Will back up all GPOs. However, you can back up and
restore GPOs using the Group Policy Management Console.
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Lesson Summary

The Group Policy Management Console also has a Manage
Backups feature. By using this feature, you can restore from
backup, delete a backup, and view setfings.

You can import settings from a backed up GPO intfo an
existing GPO. When you import a GPO, it imports only the GPO
settings. It does not transfer the security links or security
principals.

You can copy a GPO by using the Group Policy Management
Console in the same domain and across domains. Similar to
copy and paste used with files, the copy option copies the
existing GPO. When you paste it fo the Group Policy Objects
container, it is named copy of old_name.
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Lesson Summary

A migration table is a file that maps references to users,
groups, computers, and UNC paths in the source GPO to new
values in the destination GPO.

The DCGPOFix.exe command can restore either or both the
Default Domain Policy or the Default Domain Controllers Policy
to their default settings.

Delegation enables you to give non-domain administrators
permissions to manage group policies.

With users and groups, to give more granular control of who
can manage, read, or is affected by a GPO, click the
Advanced button from the Delegation tab, which opens the
GPO Security Settings dialog box.

© 2013 John Wiley & Sons, Inc. 21



Copyright 2013 John Wiley & Sons, Inc.

All rights reserved. Reproduction or translation of this work beyond that
named in Section 117 of the 1976 United States Copyright Act without the
express written consent of the copyright owner is unlawful. Requests for
further information should be addressed to the Permissions Department, John
Wiley & Sons, Inc. The purchaser may make back-up copies for his/her own
use only and not for distribution or resale. The Publisher assumes no
responsibility for errors, omissions, or damages, caused by the use of these
programs or from the use of the information contained herein.

Microsoft
Official Academic Course W ILEY



