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Overview

« Exam Objective 2.4. Configure Advanced
Audit Policies

« Enabling and Configuring Auditing
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Enabling and Configuring
Auditing

Lesson 7. Configure Advanced Audit Policies
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Enabling and Configuring

Auditing

Enable auditing so you have a record of:

W
W
W

NO
NO

NO

nas successfully logged in
Nas atffempted to log in but failed

Nas made changes to accounts in

Active Directory

No has accessed or changed certain files
NO has used a certain printer

NO restarted a system

No has made system changes

===z
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Implementing Auditing
Using Group Policies

To enable auditing, specity what types of
system events to audit using one of the
following:

« Group Policy

» The local security policy (Computer
Settings\Policies\Security Seftings\Local
Policies\Audit Policy)
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Implementing Auditing
Using Group Policies

When you enable auditing, select only what you
need because:

« High levels of auditing can affect the
performance of the computer that you audit.

 When you search through the security logs, you
will find far foo many events, which can make it
more difficult for you to find the potential
problems you need to find.

* The logs quickly fill up, replacing older events
with newer events.
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Audit Events

Default Settings
Event Explanation Defined for Domain
Controllers

Determines whether the operating system (OS)
audits each time the computer validates an

account’s credentials, such as account logon. Successful account
Account logon

Account logon events are generated when a logons

domain user account is authenticated on a domain

controller.

Determines whether to audit each event of account
Account Successful account

management on a computer including changing _
management : : management activities
passwords and creating or deleting user accounts.

Determines whether the OS audits user attempts to
access Active Directory objects, the previous
change value, and the new assigned value.

Directory service
access
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Audit Events

Default Settings
Event Explanation Defined for Domain
Controllers

Determines where the OS audits each instance of
a user attempting to log on to or log off his or her
computer. Logon events are generated when a
domain user interactively logs on to a domain
controller or a network logon to a domain controller
Is performed to retrieve logon scripts and policies.

Logon Successful logons

_ Determines whether the OS audits user attempts
Object access to access non-Active Directory objects including
NT File System (NTFS) files, folders, and printers.

_ Determines whether the OS audits each instance
Policy change of an attempt to change user rights assignments,
auditing policies, account policies, or trust policies.

Successful policy
changes
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Audit Events

Default Settings
Event Explanation Defined for Domain
Controllers

Determines whether to audit each instance of a

Privilege use - )
user exercising a user right.

Determines whether the OS audits process-related
events such as process creation, process
termination, handle duplication, and indirect object
access. This is usually used for troubleshooting,
because enabling the auditing of process tracking
can affect performance.

Process tracking

Determines whether the OS audits if the system
time is changed, if the system is started or shut
down, if there is an attempt to load extensible
System authentication components, if there is a loss of
auditing events due to auditing system failure, and
if the security log exceeds a configurable warning
threshold level.

Successful system
events
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Implementing Auditing
Using Group Policies

« Affer you enable logging, open the Event
Viewer security logs 1o view the security
events.

 Most major Active Directory events are
already audited although there is not a
group policy that includes these settings.
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Implementing an Audit Policy

Group Paolicy Management Editor =
File Action \iew Help
o= HE XE = HE
4 i Computer Configuration ~ || Palicy - Fuolicy Setting
4[] Policies Audit account logon events Mot Defined
b [ Software Settings Ludit account managerment Mot Defined
4[] Windows Settings Audit directory service access Mot Defined
b [ Name Resolution Policy Audit logon events Mot Defined
::—: Scrlpt.s (Startup/Shutdown) Audit object access Mot Defined
4B Eici’lwsemsgf_ Audit policy change Mot Defined
4 :J Ltmlupntl_ N Ludit privilege use Mot Defined
44 :Oc,aﬁudoxtllz:ljcy = Pudit process tracking Mot Defined
il = . .
b j User Rights Assignment Ludit systern events Mot Defined
b Gl Security Options Audit account management Properties ? RS
I j Event Log
b [ Restricted Groups Securty Palicy Setting | Explain
E 2 ;yst.e:n Services '|]l Audit account management
4 hegistry 3
I g File Systern
I i‘ Wfired Metwork (JEEE 802.3) Palici Deiine h " .
B Windows Firewall with Advanced) [ Define these policy setlings
| Metwark List Manager Policies Audit these attempts:
I gl Wireless Metwork (IEEE 802173 P Success
I | Public Key Policies .
o . Failure
I || Software Restriction Policies
B | Metwork Access Protection
< w ) )

Enabling auditing using group policies
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Object Access Auditing
Using Group Policies

Auditing NTFS files, NTFS folders, and printers is
a two-step process:
1. Enable object access using Group Policy.

2. Specity which objects you want to audit.
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Audit Files and Folders
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Previous Yersions Cuztomize I Clazsification

General | Sharing | Securty

Object name:  C:APics\Updates

GI’DUD ar Lsel names:
CREATOR OWwWMER
52 5vSTEM
%.&dminislrators [COMTOS0MAdministrataors)
82, Users [CONTOS0Msers)

Ta change permissions, click Edi.

Permizzsions for CREATOR
0wHER Aillova Derm

Full contral

M adify

Read & execute
List folder contents
Read

Write

Special permizzions '

For special permizzsions or advanced sethings,
click Advanced.

Learn about access control and permizsions

|| Cancel || Apply

Viewing the Security tab
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Audit Files and Folders

Marme: CA\Pics\Updates

Chners Administrators (CONTOS0NAdministrators) @ Change

Permmissions Auditing Effective Access |

For additional information, double-click a permission entry, To modify a permission entry, select the entry and click Edit if available).

Permission entries:

Type Principal Access Inherited from Applies to
% Allow  SYSTEM Full control C\ This felder, subfolders and files
% Allow  Administrators (CONTOSCOVAL..  Full control Ch This folder, subfolders and files
% Allow  Users (CONTOS0Users) Read & execute i This felder, subfolders and files
B Allow  Users (CONTOSO\Users) Special Ch This folder and subfolders
% Allow  CREATOR OWNER Full control C\ Subfelders and files only

| Add || Remove || iy

| Disable inheritance |

[|Replace all child object permission entries with inheritable permission entries fram this object

Ok || Cancel || Apply

Displaying the Advanced Security Settings
for Updates dialog box
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Audit Files and Folders

Marre: Ch\Pics\Updates
Chnerier: Administrators (CONTOSOAdministrators) @ Change

Perrnissions | Auditing Effective Access |

Faor additional information, double-click an audit entry, To modify an audit entry, select the entry and click Edit (f available),

Auditing entries:

Type Principal Inherited from Applies to

| Add || Rermowve || Wiey

| Dizable inheritance |

[[JReplace all child object auditing entries with inheritable auditing entries fram this object

(6] || Cancel ||

Apply

Using the Auditing tab
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Audit Files and Folders

Principal:  Select a principal

Type: |Success v|

Applies to: |This folder, subfolders and files v|

Basic permissions: Show advanced permissions
[]Full control
[ Madify

Read & execute

[ List folder contents
Read

[ Write

[]Special permissians

[] Only apply these auditing settings to objects andfar containers within this container Clear all

Add a condition to limit the scope of this auditing entry, Security events will be logged anly if conditions are met,

Add a condition

QK | | Cancel

Displaying the Auditing Entry for Updates dialog box
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Audit Files and Folders

Select thiz object twpe:

Usger, Group, or Built-in zecurity principal Object Types...

From thiz location:

COnboED, SO Locations. ..

Enter the object name to select [examples]:
| Check Mames

Advanced... Cancel

Opening the Select User, Computer, Service Account,
or Group dialog box
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Audit Printer Events

| General I Sharing | Ports I.ﬁ.dvanced Color Management | Security

GIDLIFI Or Uzer names:

.~'1'n.LL APPLICATION PACKAGES
2, CREATOR O'w/NER
& Account Unknown(5-1-5-21-1933708102-683772628-311 7506602-500)
% Adrministrators [COMTOS0VAdministratars)

| Add... | | Remove |
Permiszions for Everpone Allow Drerw
Print [ |
Manage this printer Il [l
Manage documentz O |
Special permizsions O |

For special permizsions or advanced settings, click Advanced.

Learn about access control and permissions

| oK || Cancel || Apply |

Selecting the Security tab in the
Printer Properties dialog box

© 2013 John Wiley & Sons, Inc.




Audit Printer Events

Ouvner:

SYSTEM Change

Permissions

Auditing Effective Access

Permission entries:

For additional information, double-click a permission entry, To modify a permission entry, select the entry and click Edit (if available),

Type
2z Allow
2 Allow
2, Allow
Allow
5, Allow
Allow
8, Allow
H, Allow

Principal

Account Unknown(5-1-3-21-...
Account Unknown(5-1-3-21-...

CREATOR OWNER
ALL APPLICATION PACKAGES

Everyone
ALL APPLICATION PACKAGES

Administrators (COMNTOS0MVA...
Administrators (COMNTOS0MVA...

Access

Manage this printer
Manage documents
Manage documents
Manage docurments
Print

Print

Manage this printer

Manage documents

Inherited from
MNone
MNone
MNone
None
MNone
MNone
MNone

Mone

Applies to
Special
Special
Special
Special
Special
Special
Special
Special

|| Cancel || Apply |

Opening the Advanced Security Seftings for Microsoft
XPS Document Writer dialog box
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Audit Printer Events

Owner: SYSTEM Change

Perrnissions | Auditing Effective Access

For additional information, double-click an audit entry. To modify an audit entry, select the entry and click Edit (if available),

Auditing entries:

Type Principal Inherited frem Applies to

Add || Rernowe || Wiewy

Ok || Cancel || Spply

Selecting the Auditing tab
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Audit Printer Events

Principal:  Select a principal

Type: |Success v|

Apnplies to: |This object and child objects v|

Basic permissions: Show advanced permissions

Print

[]Manage this printer
[[1Manage documents
[]Special permissions

Clear all

oK | | Cancel

Opening the Auditing Entry for Microsoft XPS Document
Writer dialog box
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Advanced Audit Policy
Settings — Group Policies

TQ access d new Audit Credential Validation Properties x|
policy, open Group

Policy Editor for a
group policy and go 1 e ol v
to
Configuration\Policies
\Windows
Settings\Security
Settings\Advanced
Audit Policy
Configuration.

Audit Credential ¥ alidation

5

0k | | Cancel Apply
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Implementing Auditing
Using AuditPol.exe

The syntax for AuditPol.exe Includes:

/get: Displays the current audit policy.
/set: Setfs the audit policy.

/1ist: Displays selectable policy elements.

/backup: Saves the audit policy to a file.

/restore: Restores the audit policy from a

file that was previously created by using
auditpol /backup.

© 2013 John Wiley & Sons, Inc.
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Implementing Auditing
Using AuditPol.exe

The syntax for AuditPol.exe Includes
(contfinued):

 /clear: Clears the audit policy.
 /remove. Removes all per-user audit policy

settings and disables all system audit policy
settings.

 /resourceSACL: Configures global resource
SACLs.

« /2:Displays help at the command prompt.

© 2013 John Wiley & Sons, Inc.
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Auditpol.exe
Subcommands

/user:<username>

/category:<name>
/subcategory:<name>
/success:enable
/success:disable
/failure:enable
/failure:disable
/file
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Auditpol.exe Examples

* To configure auditing for user account
management for successtul and failed
attempfs:

auditpol.exe /set /subcategory:"user
account management" /success:enable
/failure:enable

 To remove the per-user audit policy for the
jsmith account:

auditpol.exe /remove /user:jsmith

© 2013 John Wiley & Sons, Inc.
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Viewing Audit Events

il Event Viewer == -

File  Action  Wiew Help

& 7

2] Event Wiewer (Local) Actions
T Custormn Views
l: b Windows Logs Keysneards Date and Time Source EventID Task Category Security -
I & Applcation 9, Audit Success 81972012 52700 PM Microsoft Wind... 4634 Logoff < Open Saved Log..,
[E_ST‘W‘ Q‘Q_Aud\t Success 8192012 12700 PM Microsoft Wind.., 4624 Logon 7 Creste Custom View,
] setup @, Audit Success 192012 5: Microzoft Wind 4672 Special Logan :
@_a, : Import Custom Yiew, .,
] System 5\ udit Success 81972012 3 Microsoft Wind... 4634 Logoff
EI Forwarded Events ‘a\xAud\t Success  BA%2012 5:26:31 PM Micrasoft Wind... 4624 Logon Clear Log...
I [ &pplications and Services Lo g‘\Aud\t Success  B/1%/2012 12631 FM Microsoft Wind, 4672 Special Logon T Filter Current Lag...
(74 Subscriptions @ Audit Success  8/19/2012 5:26:10 PM Microsoft Wind... 4834 Logoff .
D Properties
Event 4634, Microsoft Windows security auditing, x @ Find
General | Details H Save All Events As..,

Attach a Task To this Log..

A accountwas logged off, .
View »
Subject: Refresh
Security ID: SYSTEM G| Refres
Account Marne:! WWINZ012 SR Help »
Account Dornain CONTOSO
Lagon ID: O=3717ER Event 45634, Microsoft Windo.., =
Logan Type: 3 [Z] Event Properties
E Attach Task Ta This Bvent...
This event is generated when a logon session is destroyed, it may be positively correlated with a logon
event using the Logon ID value, Logon IDs are only unique between reboots on the same computer, By Copy 4
) H Save Selected Events...
Log Mame: Security
. . b I |G| Refresh
Source: Microsoft Windows security  Logged: 871072012 5:27:00 Phd
Event ID: 4634 Task Category: Logoff Help 4
Level: Information Keywords: Audit Success
User: N Computer: WINZ0125RY.contoso.com
OpCode: Info

More Information:  Event Log Online Help.

Opening security logs in the Event Viewer
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Viewing Audit Events

Filter WML
Logged: |Anytime V|
Event level: [ Critical - [] Warning [ Werbose
[] Errar [ Information
® Bylog Event logs: ISecurity El
() Bysource  Event sources: I E|

Includes/Excludes Event IDs: Enter ID nurnbers and/for ID ranges separated by commas. To
exclude criteria, type a minus sign first, For example 1,3,5-99,-76

|a620-4680 |
Task categony: I El
Keywords: }Audit Success El
User: |<AII Users» |

Computer(s): |<AII Computers > |

| Ok || Cancel |

© 2013 John Wiley & Sons, Inc.

Filtering security events
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Creating Expression-Based
Audit Policies

 Global Object Access Auditing lets you
define computer-wide system access
control lists for either the file system or
reqgistry.

 [s an alternative to manually altering and
maintaining SACLs.

© 2013 John Wiley & Sons, Inc.
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Define Global Object
Access Auditing

File Action ‘Wiew Help
@ H[E B
4 & Computer Configuration '~ || Resource Manager Audit Bvents

4 ] Palicies

b [ Software Settings I@ Registry Mot confiqured
4 ] Windows Settings
b L] Marme Resolution Policy
| Seripts (Startup/Shutdown)

©
s
2

k=
o
b5
o
5

=

Account Policies

i Local Policies

Event Log

Restricted Groups

Systern Services

Registry

File Systern

“of Wired Metweork (IEEE 802.3) Policies

7] Windows Firewall with Advanced Security
7] Metwork List Manager Policies

[ ;d Wireless Metwaork (IEEE 802.11) Palicies

b ] Public ey Palicies

b - Software Restriction Policies

I Metwark &ccess Protection

I ] Application Control Policies

[ a IP Security Policies an Active Directory (CO

a [ Advanced Audit Policy Configuration
4 1% Audit Policies

AccountLogon

B e b o ot B gt

T T T wwww v [

Account Management
Deetailed Tracking
DS Access
Logon/Logoff
Object Access
Policy Change
Privilege Use
Systermn
Global Object Sccess Auditing
I h Policy-based Qo%
b [0 Administrative Templates: Palicy definitions (20—
I [ Preferences
4 4% User Configuration

(<] m [ =1 [T [T [>]

Displaying the Global Object Access Auditing settings
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Define Global Object
Access Auditing

Policy | Explain

Configure the file system global object access audit policy here

] Defire this policy setting

| ] | | Cancel | | Apply |

Displaying the File system Properties dialog box

© 2013 John Wiley & Sons, Inc.
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Define Global Object
Access Auditing

Principal:  Select a principal

Type: Success

Permissions:
Full control
[] Traverse folder / execute file
List falder / read data
Read attributes
Read extended attributes
Create files / write data
Create folders / append data
[] Write attributes
[ Write extended attributes

Delete subfolders and files
Delete

Read permissions

Change permissions

[] Take ownership

Read

[] rite

Execute

Clear all

Add a condition

Add a condition to limit the scope of this auditing entry. Security events will be logged only if conditions are met,

OK

I | Cancel

Displaying the Auditing Entry for Global File SACL
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dialog box
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Define Global Object
Access Auditing

Principal:  Authenticated Users  Select a principal

Type: |Success v|
Perrnissions:
[ Full contral [w] Delete subfolders and files
[W] Trawerse folder / execute file [ Delete
[ List folder / read data [#] Read permissions
[V Read attributes [#] Change permissions
[ Read extended attributes [w] Take ownership
[ Create files [ write data [#] Read
[W] Create folders / append data [ Wirite
[w] Wirite attributes [w] Execute

[ Wfrite extended attributes

Clear all

Add a condition to limit the scope of this auditing entry. Security events will be logged only if conditions are met,

User v| |Gr0up V| |Member aof each v| |Va|ue v| |CfickAdd items V| | Add iterns Remove

Add a condition

Ok | | Cancel

Adding a condition
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Define Global Object
Access Auditing

Auditing Entry for Global File SACL

Principal:  Authenticated Users  Select a principal

Type: Success

Permissions:
[#] Full cantral
[#] Traverse falder / execute file
List folder / read data
[#] Read attributes
Read extended attributes
Create files / write data
Create folders / append data
[w] Mifrite attributes
[w] ifrite extended attributes

Delete subfolders and files
[#] Delete

[+ Read permissions

[+ Change permissions

[+ Take awnership

[+ Read

[ Write

[ Execute

Add a condition to limit the scope of this auditing entry, Security events will be logged only if conditions are met.

Resource v| |Department v| |Any of

V| |Va|ue w | | 1item(s) selected v

Clear all

Remove

Add a condition

I 55 Privilege Use
2 System
2 Global Object Access Auditing
I gliy Policy-based QoS

Human Resources

[ | Administration
[ | Customer Service
[ | Distribution

[ Engineering
Finance

O

O

Information Technology

] [ |

Specifying the conditions

© 2013 John Wiley & Sons, Inc.
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Removable Storage
Access Policy

o Earlier versions of the Windows and Windows

Server operating systems didn't enable
administrators to track the use of removable

stforage devices.
« Posed a security liability.

« Use the Removable Storage Access policy
to limit or deny users the ability to use
removable storage devices.

© 2013 John Wiley & Sons, Inc.
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Configure the Monitoring of
Removable Storage Devices

Policy | Explain

a Audit Bemovable Storage

[] Configure the fallowing audit events:

| 0k | | Cancel | | Apply |

Opening the Audit Removable Storage
Properties dialog box

© 2013 John Wiley & Sons, Inc.

36



Configure the Monitoring of
Removable Storage Devices

{4 Event Properties - Event 4663, Microsoft Windows security auditing.
General | Details
An attempt was made to access an object,
Subject:
Secutity Dt S ETEM
Account Mame: WIN2 012 5RYS
Account Domain: COMNTOS0
Logon Dt w3ET
Log Marre: Security
Source: Microsoft Windows security  Logged: 81972012 2:04:05 Pha
Event [D: do63 Task Category: Remowable Storage
Lewel: Infarmation Keynneords: Audit Success
ser: NS, Carnputer: W2 25RY. contasa.com
OpCode: Info
Maore Information:  Ewventlog Online Help

© 2013 John Wiley & Sons, Inc.

Displaying a 4663 Event

Close
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Lesson Summary

Enable auditing so that you can have arecord of the users
who have logged in, what the user accessed or fried to
access, and what action a user has performed such as
rebooting or shutting down a computer or accessing a file.

To enable auditing, specify what types of system events to
audit using Group Policy or the local security policy (Computer
Settings\Policies\Security Settings\Local Policies\Audit Policy).

Auditing NTFS files, NTFS folders, and printers is a two-step
process. You must first enable Object Access using Group
Policy. Then you must specify which objects you want to audit.

Advanced Security Audit Policy Settings give you more control
over what events get recorded by using 56 new settings
instead of the traditional nine basic audit setfings.
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Lesson Summary

It is not recommended you use both basic audit policy settings
and Advanced Audit Policy Configuration because they can
cause unexpected results.

The AuditPol.exe command displays information about and
performs functions to manipulate audit policies.

The audit events can be viewed by opening the security logs
in the Event Viewer.

Global Object Access Auditing lets you define computer-wide
system access conftrol lists for either the file system or reqistry.

Organizations can limit or deny users the ability to use
removable storage devices by using the Removable Storage
Access policy.
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