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Securing Files

Lesson 6: Configuring File Services and Disk
Encryption
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Encryption Algorithms

Symmetric: Uses a single key to encrypt and
decrypt data. You need to inifially send or
provide the secret key to both the sender and
the receiver.

Asymmetric: Also known as public-key
cryptography, uses two mathematically related
keys. One key encrypts data and the second
key decrypts the data.

Hash function: Is meant as one-way encryption.
After the data has been encrypted, it cannot
be decrypted.
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Encrypting Files with EFS

« EFS can encrypt files on an NTFS volume that
cannot be used unless the user has access
to the keys required to decrypt the
Information.

« After a file has been encrypted, you do not
have to manually decrypt an encrypted file
before you can use if.

« EFS uses an encryption key to encrypt your
data, which is stored in a digital certificate.
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Configuring EFS
To encrypt or decrypt a folder or file, enable

or disable the encryption attribute.

If you encrypt a folder, all files and
subfolders created in the encrypted folder
are automatically encrypted.

Microsoft recommends that you encrypt at
the folder level.

You can encrypt or decrypt a file or folder
using the cipher command.
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Encrypt a Folder or File Using EFS

Pics Properties Advanced Attributes

Previous Versions Customize Choose the settings wou want for this Folder.

General Sharing “When you click O or Apply on the Properties dialog, vou will be
asked if you want the changes ko affect all subfolders and files
as well,

Picz
archive and Index attributes

Type: File folder [IFalder is ready For archiving

. Allows Files in this Folder to have contents indexead in addition to file
Lozation: C:h properties
Sizer 705 ME [73.931,180 bytes)

Size ondisk 710 MB (74,493,952 bytes) SompigsaltnErpRatiibies

Cantaing: 979 Files. & Foldars [ ] compress contents ko save disk space

|:| Encrypt contents to secure data

Created: Friday, June 22, 2012, B:44:09 PM

Zancel

Attribbes: [®] Read-only [Only applies to files i

Cancel

Displaying the Advanced Attributes dialog box
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Encrypt a Folder or File Using EFS

PRNPANE | Picture Tools Pics -0 X

Home Share Wiew Manage A o
5 B X cut \ k‘i% ‘ x @ L' (7 New item ~ ‘ k Open ~  BH selectall
= R B e g Lo |

[ Copy path : - - Edit Select none
Copy Paste Move| o 2AddRolesandFeatures,jpg Properties [ x |

[3] Paste shortcut | ¢o v A Invert selection
Clipboard General | Classification | Secuiity | Details | Previous Versions | Select
< 4P| » Computer » L v ¢ Search Pics o)
@ @ ; |2AddRoIesandFeatures.ipg | | I ]
B videos A Name Size o)
EsSF Type of file:  JPEG image [.jpa) Her I
1% Cormputer ) ) =
P X \ penswith: @ Photo Gallery Viewer Change... er
1% s lLes | o th |2 Photo Gallery v H
ocal Disk (C
S L Mg Her
$Recycle.Bin L Up Location: C:\Pics
@ Documents and Se | wi ) :
.. inetpub — _' L
=l 14 . ’
. Perflogs — Size on disk: - ; o :
- =] 24 You are encrypting a file that is in an unencrypted Folder. IF this
. Pics — & file is modified, the editing software might store a temporary,
P Fil =] 2w Created: unencrypted, copy of the file. To ensure that files created in the
1 Program Files = parent folder are encrypted, encrypt the parent folder.
. Program Files (x86) St Modified:
= 3
ProgramData = Accessed:
: CSES :
10 Public = = 4w What do you want to do?
. Remotelnstall T i :
i femoeinsta =) 5A Slirdbes (®) Encrypt the file and its parent folder (recommended)
.. StorageReports ;
=] 5\ ) Encrypt the file only
Systern Volume Inf =
—
. Updates ]
1 Users ‘:EJ 6y [] always encrypt only the file
= 7A |
. Windows | —
. =] 7 l | e I I 190 KB
. 8a =i 250KB
“- Network b =il I

121items  1item selected 271 KB

Encrypting a file in an unencrypted folder
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EFS Highlights

You can encrypt or compress NTES files only when
using EFS; you can’t do both. If the user marks a file
or folder for encryption, that file or folder is
uncompressed.

If you encrypt afile, it is automatically decrypted if
you copy or move the file to a volume that is not an
NTFS volume.

Moving unencrypted files info an encrypted folder
automatically causes those files 1o be encrypted in
the new folder.

Moving an encrypted file from an EFS-encrypted
folder does not automatically decrypt files. Instead,
you must explicitly decrypt the file.
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EFS Highlights

* Files marked with the System afttribute or that
are in the root directory cannot be encrypted.

* An encrypted folder or file does not protect
against the deletion of the file, listing the files or
directories. To prevent deletion or listing of files,
use NTFS permissions.

« Although you can use EFS on remote systems,
data that is transmitted over the network is nof
encrypted. If encryption is needed over the
network, use SSL/TLS (Secure Sockets
Layer/Transport Layer Security) or IPsec.
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Using the Cipher
Command

 The cipher.exe command displays or alters

the encryption of folders and files on NTFS
volumes.

« Command options:
o /C: Displays information on the encrypted file.
o /D: Decrypts the specified files or directories.
o /E: Encrypts the specified files or directories.

o /H: Displays files with the hidden or system attributes.

These files are omitted by default.

o /K: Creates a new certificate and key for use with

EFS. If this option is chosen, all the other options are
ignored.
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Using the Cipher

Command

« Command options (continued):

o /N: This option works only with /U. This prevents keys
from being updated. It is used to find the encrypted
files on the local drives.

o /R: Generates an EFS recovery key and certificate,
and then writes them to a .PFX file (containing
certificate and private key) and a .CER file
(containing only the certfificate).

o /S:. Performs the specified operation on the given
directory and all files and subdirectories in it.

o /U: Tries to touch all the encrypted files on local
drives. This updates the user's file encryption key or
recovery keys to the current ones if they are
changed. This option does not work with other options
except /N.

© 2013 John Wiley & Sons, Inc.

12



Using the Cipher
Command

« Command options (continued):

o /W: Removes data from available unused disk space

on the entire volume. If this option is chosen, all other
options are ignored. The directory specified can be
anywhere in a local volume. If it is a mount point or
points to a directory in another volume, the data on
that volume is removed.

o /X:Backs up the EFS certificate and keys to the
specified flename that follows the /x:. If EFS file is
provided, the current user’s certificate(s) used o
encrypt the file is backed up. Otherwise, the user’s
current EFS certificate and keys are backed up.
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Using the Cipher
Command

« Command options (confinued):
o /ADDUSER: Adds a user to the specified
encrypted file(s).
o /REKEY: Updates the specified encrypted file(s)
to use the configured EFS current key.

o /REMOVEUSER /certhash:<Hash>:

Removes a user from the specified file(s).
CERTHASH must be the SHAT1 hash of the
certificate to remove.
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Sharing Files Protected
with EFS with Others

 When EFS was originally created, an EFS file
could be accessed only by the one person
who encrypted the file.

* |n later versions of NTFS, If you need to share
an EFS-protected file with other users, you
add an encryption certificate 1o the file.
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Share a File Protected with EFS
with Others

User Access to 1AddRolesandFeatures.jpg -
IJzerz who can access this file:
Idzer Certificate Thum...
admirigtrator[adminiztrator@COMTOS0] M1EF 34BE 465
Add... Remove Back up keys..

Recovern certificates for this file as defined by recovery palicy:

Recovemn Certificate Certificate Thum...
admirigtrator[adminiztrator@COMNTOS50] EBOF 3406 702
Adrministrator[adminiztratar@contozo. com] CE31 2566 B3E...
Adrminigtrator[adminiztrator@contoso.com) FOOO 1EZE EB5...
Ted Wilzon[Twilzon@contozo, com| 2hdt, BR25 400,

| ok | | Cancel |

Opening the User Access dialog box
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Share a File Protected with EFS
with Others

L=

To share file access with other users, select their certificates From the list and click

Encrypting File System

Ok,
Issued to Friendly name Expiration Dake
] bwilson Mare 7i2212112
(=] administr ator Mone 7Iz1j2112
<| m E
Find User, ., ok | | Cancel | | Yiew Certificate |

Opening the Encrypting File System dialog box
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Configuring EFS with
Group Policies

* YOU can use group policies to manage the
use of EFS.

* To establish an EFS policy, right-click
Computer Configuration\Policies\Windows
Settings\Security Seffings\Public Key
Policies\Encrypting File System and select
Properties.
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Configuring EFS with

Group Policies
8 Group Policy Management Editor I;Ii-

File  Action ‘“iew Help

s Bl E Q=
4 Ty Security Settings A | lssued Ta “ Issued By Expiration Date  Intended Purposes Frig
b 55 Sccount Palicies (‘%J.i\dministrator contoso-WINZ0T2SRW-CA 218204 File Recovery <M
2 _.E] Local Policies Tl administratar contoso-WIN20125RY-CA, 872014 File Recovery <M
4 j Eventlog Fladministratar administratar 67262112 File Recovery <M
b Cg Restricted Groups E=1Ted Wilson contoso-WIN2OT2SRY-CA 8F18/2014 File Recovery <M
bLg Systermn Services
b 4 Registry
I [ File System
b Faf Wired Metwark (IEEE 802.3) Pali
B[] Windowes Firewall with Adwvanc
| Metwork List Manager Policies
[ ;ﬁ{f Wifireless Metwork (IEEE 802.11)
a4 [] Public Key Policies
| Encrypting File Systemn
~| Data Pratection Add Data Recovery Agent..,
“| BitLocker Drive Encrypt Create Data Recovery Sgent
| BitLacker Drive Encrypt
| Automatic Certificate H L i’
| Trusted oot Certificati Al Tasks 4
| Enterprise Trust Vs 5
| Intermediate Certificati
| Trusted Puhblishers Refresh
| Untrusted Certificates Export List...
. | Trusted Peaple E—
I || Software Restriction Palici
B[] Metwork Access Protectio Help
I || Application Control Palicies
> g IP Security Policies on Active D
B Advanced Audit Palicy Canfigy
I gl Policy-based QoS
[ Administrative Ternplates: Policy defir ™
£ m > £ m >

Opens the properties dialog box for the current selection,

Selecting Encrypting File System properties
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Configuring EFS with
Group Policies

General |CertiFicates I Cache |

File encryption using Encrypting File System (EF3):

(®) Mot defined

(2 allow

() pon't allow

Elliptic Curve Cryptographey

=) allow

) Require

() Dan't allow

Options
[]Encrypt the conkents of the user's Documents Folder
[ require a smart card for EFS
Create caching-capable user key From smart card
[ | pisplay key backup notifications when user key is created or changed

Learn more about the Encrypling File Systern

| (a4 | | Cancel | | Apply |

Using the Encrypting File System Properties General tab
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Configuring EFS with
Group Policies

Certficates | Cache

EFS template For automatic certificate requests:

| Easic EFS | | Erowse, .,

Self-signed certificates

Allow EFS bo generate self-signed certificates when a certification autharity is
not available

Key size For RSA self-signed certificates:

2048 v]

Key size For Elliptic Curve Cryptography self-signed certificates:

|255 v|

Using the Encrypting File System Properties
Certificates tab
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Configuring the EFS
Recovery Agent

* A datarecovery agent (DRA) can recover
EFS encrypted files for a domain.

* To define DRAS, you can use Active
Directory group policies to configure one or

more user accounts as DRAS for your entire
organization.

o An enterprise CA is required.

© 2013 John Wiley & Sons, Inc.
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Add Recovery Agents for EFS

File  Action  Wiew Help

Y EEIEEEL

4 E Security Settings Issued To i Issued By Expiration Date  Intended Purposes Friendly Marme
[ E:ﬂ Account Policies ﬁ.ﬂ.dministrator contoso-V¥INZ I 25RW-Ca aM182m4 File Recovery <Mone >
Gl Local Palicies Tl sdministrator contoso-YWIMN2025RY-CA 87204 File Recovery <Mone >
| Eventlog Fol administratar contoso-WINZ0T Z5RY-CA-1 10/8/2014 File Recavery <Mane s

3
3
b [ Restricted Groups Fladministrator administrator 6/26/2112 File Recovery <Mone>
b L& System Services E]Ted wilson contoso WHIN2OTZSRY-CA, 8r1w/2014 File Recovery <Mone>
s 3 Registry
b [ File System
[ Eg] Wifired Metwork (JEEE 802.3) Policies
B L] Windows Firewall with Advanced Se
7] Metwark List Manager Policies
[ @ Wifireless Metwork (IEEE 802,17 Palic
4 [ Public Key Policies
| Encrypting File Systern|
[ Data Protection
[ ] BitLocker Drive Encryption
[ ] BitLocker Drive Encryption Netw
] Butornatic Certificate Request Se
[ Trusted Root Certification Autho
[ ] Enterprise Trust
[ Intermediate Certification Autho
[ Trusted Publishers
7] Untrusted Cettificates
[ Trusted People

Viewing the Encrypting File System certificates
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Managing EFS Certificates

* The first time you encrypt a folder or file, an
encryption certificate is automatically
created.

» Back up your encryption certificate!

 |f your certificate and key are lost or
damaged and you don’t have a backup,
you won't be able to use the files that you
have encrypted.
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File

Back Up an EFS Certificate

certmgr - [Certificates - Current User]

Sction  Miew  Help

&= F o= B

_I:I-

-

A v A v v v

-ﬁb] Certificates - Current User

| Personal

| Trusted Root Cerification &u
| Enterprize Trust

| Interrmediate Certification &u
| Active Directory User Object
| Trusted Publishers

| Untrusted Certificates

| Third-Party Root Certificatior
| Trusted People

| Client Authentication lssuers
| Other Peaple

| Certificate Enrollment Reque:
| Smart Card Trusted Roots

m >

Logical Store Marne

| Personal

| Trusted Root Certification Authorities
| Enterprise Trust

“lIntermediate Certification Authorities
| Active Directory User Object

I Trusted Publishers

" Untrusted Certificates

| Third-Party Root Certification Authorities
| Trusted People

I Client Authentication lssuers

| Other People

| Certificate Enrollment Requests

| Srnart Card Trusted Roots

£ m

Opening the certmgr console
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Back Up an EFS Certificate

File  Action  Wiew Help
e nE 2 XE B

Gl Certificates - Current User Issued To Issued By Expiration Date  Intended Purposes Friendly Marme
a [] Persanal ﬁ.&dministratnr contoso-WIN20125R-CA, am18/2m4 File Recowvery <Mane =

[ Certificates e s R B
p | Trusted Root Certification Su
p B Enterprise Trust Al Tasks Open
B | Intermediate Certification Au
b ] Active Directary User Ohject Cut Request Certificate with Mewr Key..,
[ Trusted Publishers Copy Renew Certificate with Mew Key...
p ] Untrusted Certificates Delete
B[] Third-Parky Root Certificatior :
B[] Trusted People HEEE Export..
p Ll Client Authentication Issuers Help
p ] Other Feople
B[] Certificate Enrollment Reque:
p ] Srmart Card Trusted Roots

Advanced Operations

(<] [ [>]

Export a certificate

Exporting a certificate
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Back Up an EFS Certificate

Export Private Key
¥ou can choose ko export the private key with the certificate,

Private kews are password protected. IF wou want o expark the private ke with the
certificate, vou must bype a password on a later page,

Do wou wank ko export the privake key with the certificate?
() Yes, export the private key

(®) Mo, do not export the private key

Learn more about exporting private kewvs

Ned || Cancel

Exporting the private key on the
Export Private Key page
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Back Up an EFS Certificate

Export File Format
Certificates can be exporked in a warieky of file Formats,

Select the Format vou wank Eo use:
() DER encoded binary 3,509 (L CER)
() Base-64 encoded 1,509 (,CER)
() Cryphographic Message Syntax Standard - PECS #7 Certificates { F7E)

[J1nclude all certificates in the certification path if possible

(®) Personal Information Exchange - PKCS #12 { PFX)

[w] Inchude all certificates in the certification path if possible
[Joelete the private kev if the export is successful
[JExport all extended properties

() Microsoft Serislized Certificate Stare {,55T)

Learn more abouk certificate file Formats

Selecting the Personal Information Exchange on the
Export File Format page

© 2013 John Wiley & Sons, Inc.
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Back Up an EFS Certificate

Security
To mainkain security, vou must protect the private key bo a security principal or by
using a password,

[ Graup ar user names (recommended)

Add

Remove

Password:

Confirm passwaord;

Learn mare abouk prokecting private kevs

Selecting Password on the Security page

© 2013 John Wiley & Sons, Inc.
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Back Up an EFS Certificate

File to Export
Specify the name of the file you wank to export

File name:

|| | | Browse, ..

Met | | Cancel

Specifying the flename (and its location) on the
File fo Export page
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Encrypting Files
with BitLocker

 BitLocker Drive Encryption (BDE) is the feature in
Windows Vista, Windows 7, Windows Server
2008, Windows Server 2008 R2, and Windows
Server 2012 that can use a computer’s Trusted
Platform Module (TPM), which is a microchip
that is built info a computer.

 |Tis used to store cryptographic information,
such as encryption keys.

 |Information stored on the TPM can be more
secure from external software attacks and
physical theft.

© 2013 John Wiley & Sons, Inc.
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Encrypting Files
with BitLocker

BifLocker system requirements:
« A computer with TPM

; é\removoble USB memory device, such as a USB flash
rive

« At least two partitions: a system partition (contains the
files needed to start your computer and must be at least
350 MB for computers running Windows 8) and an
operating system partition (contains Windows)

o The operating system partition is encrypted, and the system

Q{or?’non remains unencrypted so that your computer can
star

o Both partitions must be formatted with the NTES file system.

« A BIOS that is compatible with TPM and supports USB
devices during computer startup
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Encrypting Files
with BitLocker

» BifLocker supports NTFS, FAT16, FAT32 and
EXFAT on USB, Firewire, SATA, SAS, ATA, IDE,
and SCSI drives.

» BifLocker does not support:

o CD File System, iSCSI, Fibre Channel, eSATA, or
Bluetooth

o Dynamic volumes; it supports only basic volumes

© 2013 John Wiley & Sons, Inc.
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Encrypting Files
with BitLocker

BifLocker has five operational modes for OS
drives, which define the steps involved in the
system oot process. From most 1o least
secure:

TPM + st
TPM + st

TPM + st

ari
ari
ari

'up PIN + starfup key
'up key

up PIN

Startup key only
TPM only
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Encrypting Files
with BitLocker

When you use BitLocker on fixed and
removable data drives that are not the OS
volume, you can use one of these:

 Password
e Smart card
« Automatic Unlock
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Configuring BitLocker
Encryption

« Before you can use BitLocker on a server
running Windows Server 2012, you must first
iInstall BitLocker using Server Manager.

 You can then determine whether you have
TPM and furn on BitLocker.

© 2013 John Wiley & Sons, Inc.
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Install BitLocker

DESTIMATION SERVER
Select features WINZ0125RY contozo.com
Before You Begin Select one or more features to install on the selected server.
Installation Type Features Description
Server Selection i i ;
b [m] .NET Framework 3.3 Features (Installed) Ll BitLocker Drive Encryplion helps 1o

protect data on lost, stolen, or

b .NET Framework 4.5 Features (Installed) inappropriately decommissioned

b [] Background Intelligent Transfer Service (BITS) e computers by encrypting the entire
[WBeitLocker Drive Encryptio volume and checking the integrity of

|| early boot components. Data is only

Server Roles

L] Bitlocker Network Unlock decrypted if those components are
[[] BranchCache successfully verified and the
[ Client for NFS encrypted drive is located in the

o original computer, Integrity checking
L] Data Center Bridging requires a compatible Trusted
[] Enhanced Storage Platform Module (TPM).

[] Failover Clustering

Group Policy Management {Installed)
[] Ink and Handwriting Services

[] Internet Printing Client

[] 1P Address Management (IPAM) Server

[ W

<] m [ ]

[ <Previous | | Ne> | [ nstal || Cancel

Using the Select Features page

© 2013 John Wiley & Sons, Inc.



Install BitLocker

Add features that are required for BitLocker Drive
Encryption?

You cannot install BitLocker Drive Encryption unless the following
role services or features are also installed.

Enhanced Storage
4 Remaote Server Administration Tools
4  Feature Administration Tools
4  Bitlocker Drive Encryption Administration Utilities
[Tools] BitLocker Recovery Password Viewer
[Tools] BitLocker Drive Encryption Tools

Include management toels (if applicable)

Add Features

Opening the Add Roles and Features Wizard
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Determine Whether You
Have TPM

@ @ < f l* « All Control P... » BitLocker Drive Encryption v ¢ l | Search Control Panel pel I
(2]
Control Panel Home ¢ ) "
BitLocker Drive Encryption
Help protect your files and folders from unauthorized access by protecting your drives
with BitLocker.

Operating system drive
C: BitLocker off @

nEd @ Turn on BitLocker

Fixed data drives

New Volume (E:) BitLocker off ©

Removable data drives - BitLocker To Go

Insert a removable USB flash drive to use BitLocker To Go.

See also
@ TPM Administration
#) Disk Management

Privacy statement

Displaying the BitLocker Drive Encryption window
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Determine Whether You

TE File Action  Miew Window Help

Have TPM

«| @ BE

FL TP Managernent on Local Computerl

TPM Management on Local Computer

@ Compatible TPM cannot be found

Cormpatible Trusted Platform Module (TPR)
cannot be found on this computer, Verify that this
cornputer has a 1.2 TPM and it is turned an in the
BIOS,

Wiy
Mews Mifindow from Here

@ Refresh

ﬂ Help

Showing that the system does not have Compatible
Trusted Platform Module (TPM)

© 2013 John Wiley & Sons, Inc.
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Turn On BitLocker

Choose how you want to unlock this drive

[[] Use a password to unlock the drive

Passwords should contain uppercase and lowercase letters, numbers, spaces, and symbols.

Enter your password I I

Reenter your password [ |

[] Use my smart card to unlock the drive

You'll need to insert your smart card. The smart card PIN will be required when you unlock the drive.

Using the Choose how you want to unlock
this drive page

© 2013 John Wiley & Sons, Inc.
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Turn On BitLocker

How do you want to back up your recovery key?

If you forget your password or lose your smart card, you can use your recovery key to access your drive,

< Save to a USB flash drive

< Save to a file

< Print the recovery key

What is a recovery key?

Using the How do you want to back up your recovery
keye page

© 2013 John Wiley & Sons, Inc.
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Turn On BitLocker

@@V f|ﬂ¥' » Computer W c-| | Search Computer

Organize

3 Favorites = 4 Hard Disk Drives (2)
B Desktop - Local Disk (1)

- (.
|8 Downloads = |
& 318 GE free of 342 GB

"5l Recent places

Mew Wolume (B

. - #--M |
- Libraries s

@ Documents

J Music 4 Devices with Remowvable Storage 1)

| Pictures i
m wid £ DD B Dirive (D)
idens

Lol Computer
i Local Disk (C)

File name: | BitLocker Recovery Key CF2FF448-D17D-4856-8255-DAE0DT CF11FF. bt

Save as type: |Tex't Files (*.tut)

(= Hide Folders

Using the Save BitLocker recovery key as dialog box
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Turn On BitLocker

Choose how much of your drive to encrypt

If you're setting up BitLocker on a new drive or a new PC, you only need to encrypt the part of the drive
that's currently being used. BitLocker encrypts new data automatically as you add it.

If you're enabling BitLocker on a PC or drive that's already in use, consider encrypting the entire drive,
Encrypting the entire drive ensures that all data is protected—-even data that you deleted but that might still
contain retrievable info.

(®) Encrypt used disk space only (faster and best for new PCs and drives)
() Encrypt entire drive (slower but best for PCs and drives already in use)

Using the Choose how much of your drive
to encrypt page

© 2013 John Wiley & Sons, Inc.
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Turn On BitLocker

Are you ready to encrypt this drive?
You'll be able to unlock this drive using a password.
Encryption might take a while depending on the size of the drive.

Until encryption is complete, your files won't be protected.

| Startencrypting | [ Cancel |

Using the Are you ready to encrypt this drivee page

© 2013 John Wiley & Sons, Inc.
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BitLocker Drive Encryption
Control Panel Applet

e
Sy

@@ < ? I* « All Control P... » BitLocker Drive Encryption v C I | Search Control Panel P I
(2]

| ; : 5
CoshttanctHome BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives
with BitLocker.

Operating system drive
C: BitLocker off @

=;_ @ Turn on BitLocker

-

Fixed data drives

New Volume (E:) BitLocker on @

- @ Back up recovery key

- Change password
@ Remove password
@ Add smart card

@ Turn on auto-unlock
@ Turn off BitLocker

Removable data drives - BitLocker To Go

See also Insert a removable USB flash drive to use BitLocker To Go.
# TPM Administration

#) Disk Management

Privacy statement

Showing the BitLocker applet options for a BitLocker-
encrypted volume
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BitLocker To Go

e Was infroduced in Windows 7 and Windows
Server 2008 R2.

 Enables users to encrypt removable USB

devices, such as flash drives and externadl
hard disks.

« Does not require a TPM chip because the
system does use the removable drive as a
boot device.

© 2013 John Wiley & Sons, Inc.

47



Configuring
BitLocker To Go

1. Insert the removable drive.
2. Open the BitLocker Drive Encryption
Control Panel.

3. The device appears in the inferface with o
Turn on BifLocker link just like that of the
computer’s hard disk drive.

© 2013 John Wiley & Sons, Inc.
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BitLocker Pre-

Provisioning

« Starting with Windows 8, BitLocker supports pre-
provisioning, which allows BitLocker to be
enabled before the operafing system s
installed.

« During pre-provisioning, Windows generates a
random encryption key that BitLocker uses to
encrypt the volume. The random encryption
key is stored on the disk, unprotected.

* To enable BitLocker pre-provisioning, use a
customized Windows Preinstallation

Environment (WINPE) image and execute the
following command:

Manage-bde -on x:

© 2013 John Wiley & Sons, Inc.
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Configuring BitLocker
Policies

To create a datarecovery agent (DRA) for
BitLocker:

e Add the user account you want to designate to
the Computer Configurafion\Policies\Windows
Setfings\Security Seffings\Public Key
Policies\BitLocker Drive Encryption container in
a GPO or to the system’s Local Security Policy.

* Configure the Provide the unique identifiers for
your organization policy setting in the Computer
Configuration\Policies\Administrafive
Templates\Windows Components\BitLocker
Drive Encryption container with unique
identification fields for your BitLocker drives.
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Configuring BitLocker Policies

i Provide the unique identifiers for your organization = 1= -
E‘ Provide the unique identifiers for your organization [ fas Sl | | Mext Setting |
O Mot Configured  Comment: -
@ Enabled
O Disabled Y
Supported 0t i dows 7 operating systems ~
o
Options: Help:
BitLocker identification field: This policy setting allows you to associate unique organizational |~
identifiers to a new drive that is enabled with BitLocker, These
|Test|D | identifiers are stared as the identification field and allowed
identification field. The identification field allows you to
Allowed BitLocker identification field: associate a unique organizational identifier to BitLocker- =
protected drives. This identifier is automatically added to new =
|T95tlD | BitLocker-protected drives and can be updated on existing
BitLocker-protected drives using the manage-bde command-
line tool, A identification field is required for management of
certificate-based data recovery agents on Bitlocker-protected
drives and for potential updates to the BitLocker To Go Reader,
BitLocker will only ranage and update data recovery agents
wihen the identification field on the drive matches the value
configured in the identification field. In a similar manrer,
BitLocker will only update the BitLocker To Go Reader when the
identification field on the drive ratches the value configured for
the identification field,
The allowed identification field is used in combination with the
"Deny wiite access to removable drives not protected by
BitLocker" policy setting to help control the use of removable -

| 0K || Cancel |

Configuring the Provide the unique identifiers for your
organization policy setting
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Configuring BitLocker
Policies

To create a data recovery agenty (DRA) for
BitLocker (confinued):

e Enable DRA recovery for each type of
BifLocker resource you want to recover:

o Choose how BitLocker-protected operating
system drives can be recovered.

o Choose how BitLocker-protected fixed drives can
be recovered.

o Choose how BitLocker-protected removable
drives can be recovered.
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Configuring BitLocker Policies

B Choose how BitLocker-protected fixed drives can be recovered — = -
E‘ Choose how BitLocker-protected fixed drives can be recovered - -
(O Mot Configured Comment; ~

(®) Enabled

O Disabled e
Supported ont - [indows 7 operating systems ~
W
Options: Help:
[#] Allowr data recavery agent This policy setting allows you to control how BitLocker- ~
protected fixed data drives are recovered in the absence of the
Configure user storage of BitLocker recovery required credentials, This policy setting is applied when you turn
infarmation: on Bitlocker.
|AIIOW48-digit recovery password v| The "Allow data recovery agent” check box is used to specify
whether a data recovery agent can be used with BitLocker- =
|AIIOW 256-hit recovery key v| protected fixed data drives. Before a data recovery agent can be
] ] ] used it rust be added from the Public Key Policies item in either
O O_m't recovery options from the BitLacker setup the Group Paolicy Management Console or the Local Group
wiizard Palicy Editor, Consult the BitLocker Drive Encryption Deployment

Guide on Microsoft TechMet far more information about adding

Save BitLocker recovery information to AD DS data recavery agents,

for fixed data drives

In "Configure user storage of BitLocker recovery information”

Configure storage of BitLocker recovery infarmation selectwhether users are allowed, required, or not allowed to

to AD DS: generate a 48-digit recovery password or a 256-bit recovery key.,
|Backup recovery passwords and key packages I | select "Omit recovery options fram the BitLocker setup wizard"
Do not enable BitLocker until recovery to prevent users from specifying recovery options when they
[information is stared ta AD DS for fixed data turn on Bitlocker on a drive. This means that you will not be able
drives to specify which recovery option to use when you turn on
BitLocker, instead BitLocker recovery options for the drive are
determined by the policy setting.
In "Save BitLocker recovery information to Active Directory
< m > i

| Ok || Cancel || Apply |

Configuring how BitLocker-protected fixed drives
can be recovered
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Managing BitLocker
Certificates

« Back up the necessary digital certificates
and keys.

» Configure BitLocker Drive Encryption to back
up recovery information for BitLocker-
protected drives and the TPM to AD DS.

© 2013 John Wiley & Sons, Inc.

54



Managing BitLocker Certificates

A Store BitLocker recovery information in Active Directory Domain Services (Windows ... |;|i-

E‘ Store BitLocker recovery information in Active Directory Domain Services (Mindows Server 2008 and Windows Vista)

® Mot Configured ~ “emment: ~
O Enabled
O Disabled -’
Supported an: [yindows Server 2008 and Windows Vista ~
W
Options: Help:
Require Bitlocker backup to AD DS ~ | | This policy setting allows you to manage the Active Directony -
Dormain Services (A0 D) backup of BitLocker Drive Encryption
If selected, cannat turn on BitLocker if backup fails recavery information, This provides an administrative method of
{recorrmended default). recowvering data encrypted by BitLocker to prevent data loss due
to lack of key information. This policy setting is only applicable | 2
If hot selected, can turn on BitLocker even if backup to computers running Windows Server 2008 or Windows VWista, &

fails, Backup is not automatically retried.
If you enable this policy setting, BitLocker recovery information
is automatically and silently backed up to AD DS when BitLocker
is turned on for a cormputer, This policy setting is applied when
wou turn on BitLocker,

Select BitLocker recovery information to store:

Mote: You might need to set up appropriate scherma extensions

A recovery password is a 48-digit number that and access control settings on the domain before AD DS backup
unlocks access to a BitLocker-protected drive, can succeed. Mare information about setting up AD DS backup

for BitLocker is available on Microsoft TechMet,

A key package contains a drive's BitLocker
encryption key secured by one or more recovery ” BitLocker recovery inforrmation includes the recovery password

nassnmnrds and some unique identifier data, You can also include a package
< m >

| oK || Cancel |

Enabling Store BitLocker Recovery Information in AD DS
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Configuring the Network
Unlock Feature

Hardware and software requirements:

« Windows 8 installation on UEFI firmware with UEFI
DHCP drivers

» BitLocker Network Unlock feature using Server
Manager

 Windows Server 2012 Windows Deployment
Services (WDS) role

 DHCP server, separate from the WDS server and
the domain conftroller

« A Network Unlock certificate

» Network Unlock Group Policy settings
configured
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Configuring the Network
Unlock Feature

Group Policy Management Editor = =
File  Action View Help
e n@E = HE T
4 [ Windows Components || Setting State
| Active Directory Federatic i=| Allow network unlock at startup Mot configured
| ActiveX Installer Service | B0 Allow network unlock at startup
| Add features to Windows
App Package Deploymen Allow network unlock at startul
| = P
| Application Compatibility
| AutoPlay Policies 3 O Mot Configured Comment:
Backu :
b vackup @® Enabled
| Biometrics
4 || BitLocker Drive Encryptio () Disabled
| Fixed Dats Drives Suppotted on: At least Windows Server 2012 Release Candidate, Windows 8 or Windows RT
| Operating System Driy
| Rermowable Data Drive
| Credential User Interface Bty Help:
| Desktop Gadgets
B[] Desktop Window Manage - - - -
Devi o Driver ¢ This policy setting controls whether a BitLocker-protected ~
o _W_'EE e AL R cornputer that is connected to a trusted wired Local Area
| Digital Lacker Metwork (LAK) and joined to a domain can create and use
| Event Forwarding Metwork Key Protectars an TRM-enabled cormputers to
[ EventLog Service autarnatically unlock the operating system drive when the
Event Viewer computer is started,
s F_am”)_"' safety If you enable this palicy, clients configured with a BitLocker s
| File History N Metwark Unlock cerificate will be able to create and use Metnork
< m ) o > Key Protectors.
17 settingis) To use a Metwark Key Protector to unlock the computer, both

the cormputer and the BitLocker Drive Encrpption MNetwork
Unlock server rust be provisioned with a Metwork Unlock
certificate, The Network Unlock certificate is used to create
Metwork Key Protectors, and protects the information exchanged
wiith the server to unlock the camputer, You can use the group
policy setting "Cormputer ConfigurationtyWindows Settings
\Secutity SettingstPublic Key Policies\BitLocker Drive Encryption
MNetwark Unlock Certificate” on the domain controller to
distribute this cerificate to computers in your organization, This |+

| Ok H Cancel H Apply |

Configuring Network Unlock Group Policy settings
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Configuring the Network
Unlock Feature

* Network Unlock works similarly to the TPM plus
startup key, but instead of reading a startup key
from a USB device, Network Unlock uses an
unlock key.

* The key is composed of a key that is stored on
the machine’s local TPM and a key that
Network Unlock receives from Windows
Deployment Services.

e |f the WDS server is unavailable, BitLocker
cannot communicate with a WDS server and
iInstead displays the startup key unlock screen.
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Lesson Summary

Encryption is the process of converting data into a format that
cannot be read by another user. Once a user has encrypted a file, it
automatically remains encrypted when the file is stored on disk.
Decryption is the process of converting data from encrypted format
back to its original format.

Encrypting File System (EFS) can encrypt files on an NTFS volume that
cannot be used unless the user has access to the keys required to
decrypt the information.

To encrypt or decrypt a folder or file, you enable or disable the
encrypftion attribute.

The cipher.exe command displays or alters the encryption of folders
and files on NTFS volumes.

In later versions of NTFS, if you need to share an EFS-protected file

with other users, you need to add the user's encryption certificate to
the file.
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Lesson Summary

To help you manage the use of EFS, you can use group
policies to meet your organization’s security needs.

You can set up a data recovery agent (DRA) to recover EFS
encrypted files for a domain.
BitLocker Drive Encryption (BDE) is the feature in Windows

Vista, Windows 7, Windows Server 2008, Windows Server 2008
R2, and Windows Server 2012 that uses a computer’s TPM.

A Trusted Platform Module (TPM) is a microchip that is built into
a computer. It is used to store cryptographic information, such
as encryption keys. InNformation stored on the TPM can be

more secure from external software attacks and physical theft.

Network Unlock provides an automatic unlock of operating
system volumes at system reboot when connected 1o a
trusted wired corporate network.
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