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Overview

Exam Objective 1.2: Implement Patch
Management

Understanding Windows Updates and
Automatic Updates

Deploying Windows Server Update Services
(WSUS)

Understanding System Center Configuration
Manager (SCCM)
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Understanding
Windows Updates and
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Windows Updates

Windows Update: The program that scans your
system to determine the updates and fixes
your system needs.

Patich Tuesday: The second Tuesday of each
month, when Microsoft routinely releases
security updates.

Ouvut-of-band patch: A patch deemed critical
or time-sensitive; released when needed.

Out-of-band update: An update released
when needed.
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Hotfixes and
Cumulative Patches

Hoffix: A single, cumulative package that
Includes one or more files used o address a
problem in a software product, such as a
software bug.

Cumulative patch: Multiple hotfixes combined
INfo a single package.
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Using Automatic Updates

* Ensures that critical updates, security
updates, and compatibility updates are
made available for installation
automatically

« Doesn't significantly affect regular use of the

nternet

e |sideal for small environments

© 2013 John Wiley & Sons, Inc.



Update Windows Server 2012

@@ i fl@ « All Control Panel ltems » Windows Update v ¢ | I Search Contral Panel el I
L2

Control Panel Home

Windows Update
Check for updates

No updates are available.

Change settings . .
View tipelate hitary @ You're set to automatically install updates
!

Restore hidden updates

Most recent check for updates: Today at 12:21 PM
Updates were installed: 7/15/2012 at 3:00 AM.

You receive updates: For Windows and other products from
Microsoft Update

See also

Installed Updates

Checking for updates
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Windows Update Settings

@@ < ?IR} « Windows Update » Change settings v c] [ Search Control Panel L0 |

Choose your Windows Update settings

When your PC is online, Windows can automatically check for important updates and install them using these
settings. When new updates are available, you can alse choose to install them when you shut down your PC.

Important updates

@ | Install updates automatically (recommended)

Updates will be automatically downloaded in the background when your PC is not on a metered
Internet connection.

Updates will be automatically installed during the maintenance window.

Recommended updates
[] Give me recommended updates the same way | receive important updates

Microsoft Update
[w] Give me updates for other Microsoft products when | update Windows

Note: Windows Update might update itself automatically first when checking for other updates. Read our
privacy statement online.

Changing Windows Update settings
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Automatic Updates Using
Group Policies

Primary options:

* Notity for download and notity for install
« Auto download and notify for install

« Auto download and schedule the install
* Allow local admin to choose setting

© 2013 John Wiley & Sons, Inc.



Deploying Windows Server
Update Services (WSUS)

Lesson 2: Implementing Patch Management
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Windows Server Update
Services (WSUS)

A program included with today’s Windows
Servers

Allows administrators to manage the
distribution of updates and other patches to
computers within an organization

Can retrieve updates directly from Microsoft
Update or from another WSUS server on the
network

Works in autonomous or replica mode
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A Single WSUS Server for a Few

Hundred Computers

A simple WSUS configuration

12
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Multiple WSUS Servers for Larger
Sites or Multiple Sites

WSUS|[Server

The WSUS hierarchy
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Installing WSUS

Ensure WSUS server meets minimum
hardware and software requirements.

A single WSUS server can support thousands
of clients.

A single WSUS server with 4 GB of RAM and
dual quad-core processor can support up to
100,000 clients.

Multiple WSUS servers reduce the load on
wide area network (WAN) links.
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Install WSUS

FI

Add Roles and Features Wizard

Select server ro
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Add features that are required for Windows Server
Update Services?

You cannot install Windows Server Update Services unless the
following role services or features are also installed.

4  Remote Server Administration Tools
4 Rele Administration Teocls
4 Windows Server Update Services Tools
[Tacls] User Interface Management Console
4 Web Server (IS)
4 Web Server
4 Common HTTP Features
Static Content
Default Document

Include management tools (if applicable)

DESTINATION SERWER
WIM20125RV . contoso.com

x

ion

s Server Update Services
etwork administrators to
he Microscoft updates that
be installed, create separate
bf computers for different
pdates, and get reports on
pliance levels of the
Ers and the updates that
installed.

| < Previous || Next > |

| Install | | Cancel

Adding features
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Install WSUS

Select role services

Before You Begin
Installation Type
Server Selection
Server Roles

Features

Content
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DESTIMATION SERVER
WIN20125RY contoso.com

Select the role services to install for Windows Server Update Services

Role services

WID Database

WSUS Services
[] Database

Description

Installs the database used by WSUS
into WID.

Selecting the database type
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Install WSUS

DESTIMATION SERVER

Content |location selection e e e

Before You Begin If you have a drive formatted with NTFS and at least 6 GB of free disk space, you can use it to store

Installation Type updates for client computers to download quickly.

Server Selection If you need to save disk space, clear the check box to store updates on Microsoft Update;
Server Roles downloads will be slower.

Features If you choose to store updates locally, updates are not downloaded to your WSUS server until you
Wsus approve them, By default, when updates are approved, they are downloaded for all languages.
218 SE RS [|5tore updates in the following lacation (choose a valid local path on WIN20125RV.contaso.com,
Content or a remote path) :
Web Server Role {IIS) CAUpdates

Role Services

Confirmation

Specifying the content location
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Configuring WSUS

Configure how the WSUS server will download
updates, what updates will be downloaded,
and if downloads will occur automatically or
manually.

Organize the client computers into computer
groups.

Configure the clients to use the WSUS using
group policies.

Approve the updates for deployment.

Review the update status of the computers and
generate reports as necessary.
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Initial Configuration of WSUS
Using the Update Services Console

Choaose Lpstream Server
Provide the upstream server frorm which you want to synchronize content
Microsoft Update

Irmprovernent Prograrm
Thousa U ssaamm & ) ® Synchronize from Microsoft Update

Before You Begin ﬂ You can choose the upstrearn server from which your server synchronizes updates,

Specify Proxy Server () Synchronize from another Windows Server Update Services server

Choose Languages |
Choose Products L

Choose Classifications Port hurnber: 8330

Configure Sync Schedule o ; }
Finished [] Use S50 wihen synchronizing update information

Yhat's Mest If using 5L, ensure that the upstream WSUS server is also configured to support
S5L.
[ ] This is a replica of the upstrearn senser

A replica seprver mirrors update approvals, settings, computers and groups frorm its
parent, Updates can be approved only on the upstream server.

| < Back || Text = | | Firizh | | Cancel

Choosing an upstream server
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Initial Configuration of WSUS
Using the Update Services Console

Specify Proxy Server

Provide prozy server settings for synchronizing updates with Microsoft Update

Before You Begin If this server requires a proxy server to access the upstreamn server, you can configure the
Microsoft Update prozy serser settings here,
Irmprovernent Prograrm

Ch Upst S
el [] Use a prowy server when synchranizing

Pruxy SERVEN NErme; |

Choose Languages

Choose Products Part nurmber:

Choose Classifications

Configure Sync Schedule [ Use user credentials to cannect to the proxy server

Firished dser narme: | |

Uithat's Mext Diornain: | |

Passward: | |

[ &llows basic authentication {password is sent in cleartext)

Using the Specify Proxy Server page
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Initial Configuration of WSUS
Using the Update Services Console

= Windows Server Update Services Configuration Wizard:WIN20125RV .

Ef;__? Connect to Upstream Server

Dowenload update information from Microsoft Update

Before You Begin - To configure Windows Server Update Services on the following screens, we need to apply
Microsoft Update your upstrearn server and procy server settings and synchronize information about available
Improwvernent Pragrarm updates,

Choose Upstreamn Server

Information to be downloaded includes:

Choose Languages Types of updates available
Choose Praducts Products that can be updated

Choose Classifications LU PR

Configure Sync Schedule Click Start Connecting to save and download upstreamn server and proxy server information,

Finished This process might take several minutes or longer, depending on your connection speed.
Wihat's Next

Start Connecting

Connecting to an upstream server
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Initial Configuration of WSUS
Using the Update Services Console

“a Windows Server Update Services Configuration Wizard:WIN20125RV

%J Choose Products

Select the Microsoft products to be updated

Befare You Begin

Microsoft Update
Improverment Program

Choase Upstream Senver
Specify Proogy Server

Choose Languages

Choose Products

Choose Classifications

Configure Sync Schedule
Finished
What's Mext

'

W

You can specify the products for which you want updates,

Products:

120 Products

-[_|Bing

-[_|Bing Bar

-.[|Bing Desktop

[ ]Search Enhancement Pack
- Windows Live

-[_|BizTalk Server

[ |BizTalk Server 2002

[ |BizTalk Server 2006R2

[ |BizTalk Server 2009
£ m

All products, including products that are added in the future,

| < Back || Mext = |

Cancel
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Selecting products
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Initial Configuration of WSUS
Using the Update Services Console

5| Windows Server Update Services Configuration Wizard:WIN2012SRV

%J Choose Classifications

Select the update classifications you want to download

Before You Begin

Microsoft Update b |
Improverment Program

Choose Upstream Server

Specify Procy Server

Choose Languages

Choose Products

Choose Cl ations

Configure Sync Schedule
Finished
What's Mext

You can specify what classification of updates you want to synchronize,

Classifications:

[ Critical Updates
-] Definition Updates
[ ] Drivers
-[JFeature Packs

[ Security Updates
- [%ervice Packs

[ ]Toals

-[_|Update Rallups
[ Updates

All classifications, including classifications that are added in the future,

| % Back || Mext = |

Cancel
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Initial Configuration of WSUS
Using the Update Services Console

Set Sync Schedule

Configure when this server synchronizes with Microsoft Update

Before ¥aou Begin @ You can synchronize updates manually or set a schedule for daily automatic
Micrasoft Update E synchronization,
Irmprovernent Prograrm

Choose Upstreamn Server
Specify Proxy Server ®) Synchronize manually
Choose Languages

Choose Products
Choose Classifications First synchranization: | 5:50:05 AN

Lonfigur SIS E Synchronizations per day:

() Synchronize automatically

Finisked

Mote thatwhen scheduling a daily synchronization from Microzoft Update, the
What's Mext

synichronization start tire will have 2 randorm offset up to 30 minutes after the specified
firme,

Setting a sync schedule

© 2013 John Wiley & Sons, Inc.
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Configuring WSUS
Synchronization

Configure the update source and proxy
server.

Specity what products and type of updates
you want to download.

Specity where to store the files.

Specify what languages you want to
support.

Specity a synchronization schedule.

© 2013 John Wiley & Sons, Inc. 25



Configure the Update Source

and Proxy Server

&

Update Services

@File Action  View Window Help

= =

,ﬁ Update Services
4 5] WIN2D25RY

[ @ Updates
p &f Computers

£5 Synchronizations
ﬁ Reports
Options

2% Downstrearm Servers

Update Source | Proxy Server |

# You can choose the upstream server fram which your server
synchronizes updates,

® Synchranize fram Microsoft Update

O Synchronize from another Windows Server Update Services server

Server name: |

Fort nurnber:

[ Use SSL when synchronizing update infarrnation
If using 351, ensure that the upstream YWindows Server Update Services
server is configured to support 351,

[] This server is a replica of the upstream server

A replica server mirrars update spprovals, settings, cormputers, and
groups from its parent, Updates can be approved only on the upstream
server,

4

% Reporting Rollup

You can choose to have replica downstrearn servers roll up update and
camputer status.

Actions
| Options .+
p Search.,

iew 3

Mewy Windou fram..,

Refresh

BB

Help

Configuring the Update Source settings

© 2013 John Wiley & Sons, Inc.
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Configure the Update Source
and Proxy Server

Update Source | Prosy Server

‘ You can choose a prowy server to wse when synchronizing updates,

[w] Use a prosy server when synchronizing

Serder narne: |pr0x}fsewer.cuntosu.cum

Port number:

[] Use user credentials to connect to the proxy server

User narme: | |

Domain: ‘ |

Pazsword: | |

[ Al basic authentication (passward is sent in clearte:d)

Configuring the Proxy Server settings
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Specifty What WSUS

&

Will Synchronize

Update Services

7 File  Action  iew Window Help

| #

35 Update Services
4 5] WINZO25RY
I @ Updates
[ ¢ Computers
&% Dowrnstrearn Servers
&8 Synchronizations
ﬁ Reports
Optians

Products | Classifications

ﬁj You can specify the products for which you want to synchronize
Y updates,

Froducts:

[“]Search Enhancement Pack
[CIWindows Live

. []BizTalk Server
[1BizTalk Server 2002
[T]BizTalk Server 2006R2
[CBizTalk Server 2009

[THnst Intanration Sanmer 2000
<] m [

All products, including products that are added in the future.

Lpdate TITes Tram YOur Senser,

E Reparting Rallup

“ou can choose to have replica downstream servers roll up update and
computer status.

S 4

Actions
M
52 Search..,
Wiew »

Mew Window from..,

Refresh

BB

Help

Selecting and deselecting products

© 2013 John Wiley & Sons, Inc.
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Specifty What WSUS
Will Synchronize

Classifications

@ You can specify what classification of updates you want to synchronize.

Classifications:

14N Classifications
-[W] Critical Updates
-[#] Definition Updates
[ Drivers
[_]Feature Packs
[ Security Updates
] Service Packs
[ Taools
-[_JUpdate Rollups
[ Updates

Al classifications, including classifications that are added in the future,

| | Cancel | |

Selecting and deselecting classifications

© 2013 John Wiley & Sons, Inc.
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Specifty What WSUS
Will Synchronize

Update Files and Languages -

Update Files | Update Languages

Efj«'r “ou can specify where to store update files, Storing files locally requires
— | sufficient disk space,

® Store update files locally on this server
Download update files to this server only when updates are approved

[] Download express installation files

Express installation files provide faster download and installation on
computers, but are larger and will increase download tirnes foryour
SEPVER

() Do not store update files locally; cornputers install from Microsoft Update

Mote: Sawing file and language settings may take several minutes, During this
time, computers cannot receive updates and other settings cannot be saved,

‘ Ok ‘ | Cancel |

Updating files
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Specity a Synchronization
Schedule

Synchronization Schedule

@ %ou can synchronize updates manually or set a schedule for daily
autarnatic synchronization,

® Synchronize rmanually

) Synchronize autormatically

First synchronization: | 2:50:05 Ak

]
Synchronizations per day:

When scheduling a daily synchronization from Microsoft Update, the

synchronization star tirme will have a random offset up to 30 minutes after
the specified time,

‘ (018 | | Cancel | | Lpply

Configuring a synchronization schedule

© 2013 John Wiley & Sons, Inc.
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Configuring WSUS
Computer Groups

Computer groups help you specify what updates
go to which computers at what fime.

By default, each computer is assigned to the All
Computers group.

As new computers are added, they are assigned to
the Unassigned Computers group until you assign
them to another group.

Other than members of the All Computers group, @

computer can only be assigned to one other group.

Using a layered approach allows you to push
updates to a test group first, and then roll out the
updates to other groups as needed.

© 2013 John Wiley & Sons, Inc.
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Create a Computer Group

Wiews  Window  Help

@ Update Services
4 Z5] WINZ0125RY
I @’ Updates
4 ¢ Caomputers
[ omf Al Camputers
@ Dovvnstrear Servers
% Synchronizations
Reports
Options

Computers

|
‘.! This wiew showes a summary of the status of your computers by computer group,

Crrensiew

All Computers

" B Cornputers with errors:
[ Computers needing updates:
I Cornputers installed/not applicable:

[ Cornputers with no status:

ComputerGroupMName
I Cornputers with errors:
L Computers needing updates:

| Computers with no status:

Cornputers installed/not applicable:

Unassigned Computers
3 I Computers with errors:
[ Computers needing updates:
I Computers installed/not applicable:
[ Computers with no status:

Actions

}3 Search..

ey

Mew Window fram..,

@ Refresh

ﬂ Help

Viewing Computers node

© 2013 John Wiley & Sons, Inc.
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Create a Computer Group

& Update Services
351 File  Action  View Window  Help

« | 2[E HE

35 Update Services All Computers (0 cornputers of O shown, 0 total)

4 35 WINZO125RY _
b @ Updates Statust Failed or Meeded - Q Refresh |
4 & Computers (i) Mame IP &ddress Operating Syst.,  Inst..  Last Status Rep..,

I o All Computers
2% Dowvnstrearn Serers
§# Synchronizations
Reports
Options

i!' Specify a name for the new computer graup,

MHarre: |C0mputerGr0upName|

Actions

| All Computers  «
52 Search..,

Add Computer Gro.,

Wiewny 4
Mew Windaw from...

G Refresh

| | Cancel

There are no iterns selected

Typing a computer name group

© 2013 John Wiley & Sons, Inc.
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Specify the Method of Assigning
Computers to Groups

)
‘.! You can specify how to assign computers to groups,

® Use the Update Services console

Mote: Mew computers will automatically be placed in the Unassigned
Computers group,

(O Use Group Policy or registry settings on computers,

Ok | | Cancel | | Apply

Specifying how computers are assigned to groups
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Move a Computer to a Group
Using Server-Side Targetin

35 File  Action  View ‘Window Help
L
@ Update Services All Computers | Actions I
4 57 WIN2OT2SRY I
+ 5] Updates Satus T || | Ancomputers &
£ All Updates (i) Mame IP Address Operating Syste.. Inst.,  Last Status Report 5 search.
& C”t'c_al Updates A win201 25, + e falfleaOd . ind s Server ., 0% Motyetreported Add Computer Group..,
& Security Updates | Change Mernbership.., iy »
51 WSUS Updates | Delete
4 & Computers Mew Window from Here
4 B All Computers | GmL.Jp E)-' ’.. @ Refresh
& Unassigned Computers Status Report
ﬂ Help

¢ ComputerGroupMame
@- Dowenstream Servers
£ Synchronizations
& Reports
Options

Help

win2d12sre.contoso.com

® This computer has not reported status yet,

Status
Vo B Updates with errors:

. Updates needed:

. Updates installed/not applicable:

W Updates with no status: 15

Eooo

Group membership:

05

<] ]

& Change Membership...

! Delete
=L Group By >
& Status Report

ﬂ Help

Change the computer groups to which this computer belongs

© 2013 John Wiley & Sons, Inc.
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Move a Computer to a Group
Using Server-Side Targeting

Fof Update Services = | =] =
& File  Action  View Window Help x
@ 2
35 Update Services All Computers | Set Computer Group Membership -! Actions
4 35 WIN20125RY .
Status: Any w  Selectthe groups to which this computer should belong. If no All Computers
B E{ Updates groaup p 9
4 B¢ Computers 0 Marne B groor:[;i‘:erisselected, the camputer will be moved to Unassigned W 12 Search..,
4 B Al Computers A patfa - - 071772012 11:54 PM Add Computer Gr...
& Unassigned C ) ComputerGroupMarme )
win2dsnaco 9/18/2012 3:08 &AM Wiy 4
B¢ ComputerGra
2% Donvnistrearn Servers Mew Window frorm..,
§# Synchronizations |G Refresh
Reports
Options E Help
Computer =
¢ Change Members..,
g Delete
T Group By 4
win2012srv.cont Status Report
E Help
-~
Status uters,
W ed Cormputers
Y o Sever 2012
Py andidate
Updates with no status: 0 05 language: en-L%
i . Mone
T > i i, [

Selecting a computer group
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Configuring Group
Policies for Updates

« By default, Windows computers get their
updates from Windows Update.

* YOU can use group policies to have the
domain computers use the specified WSUS

server.

© 2013 John Wiley & Sons, Inc.
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Configure a Computer to Use WSUS for
Updates Using Group Policies

Group Policy Management Editor == =
File  Action Wiew Help
oo AE =Bz T
| Windows Customer Experien ~ || Setting State
_ Windows Defender || Do not display 'Install Updates and Shut Dawn' option in Sh... Mot configured
b [ Windaws Error Reporting |£] Do not adjust default option to 'Install Updates and Shut Do...  Nat configured
b [ Windaows Explarer |£] Enabling Windows Update Power Management to automati.. Mot configured
o W!ndnws Installer . 1| Configure Automatic Updates Mot configured
| Windows Logan Options || Specify intranet Microsoft update service location Mot configured
| Windows Mail B s M " N
1 Windows Media Center ~ Specify intranet Microsoft update service location = o]
| Windows Media Digital Right
Windowes Media Player i i i
-l ¥ E Specify intranet Microsoft update service location | o Saising ‘ | Nest Setting ‘
| Windows Messenger
| Windows Mobility Center . ¢ q
| Windows PowverShell (® Mot Configured amment:
| Windows Relizbility Analysis ) Enabled
B [ Windows Remote Managem 3
| Windows Remote Shell () Disabled
1 Windows SideShow Supported 01 [yiyindas 3P Professional Service Pack 1 or &t least Windows 2000 Service Pack 3
| Windows Systern Resource by
| Windows Update
- &l Settings = || Options: Help:
I+ || Preferences
a 4R, User Configuration Specit tranet to host updates ¥ it -
Plici Set the intranet update service for detecting PECIIES AMTINEANSE SEVErtn. N0 SE UPHates A lICIosol
I [l Policies updates: Update, You can then use this update service to automatically
B [ Preferences “ : update computers onyour network,
< m bd
This setting lets you specify a server on your network to function
16 setting(s) Set the intranet statistics server as an internal update service. The Automatic Updates client will
search this service for updates that apply to the computers on
your netwark, =
(example: http://IntranetUpd01) To use this setting, wou must set twa servername values: the
senvet fram which the Automatic Updates client detects and
downloads updates, and the server to which updated
warkstations upload statistics. You can set both values to be the
3aMme server,
If the status is set to Enabled, the Automatic Updates client
connects ko the specified intranet Microsoft update service,
instead of Windows Update, to search for and download
updates, Enabling this setting means that end users inyour
organization don't have to go through a firewall to get updates,
and it gives you the opportunity to test updates before deploying |

Specifying the intranet Microsoft update service
location using group policies
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Configuring Client-Side
Targeting

« Automates the process of assigning
computers to computer groups

* For domain computers, use group policies
« Good option if you have several computers

© 2013 John Wiley & Sons, Inc.
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Enable Cl

Group Policies

ient-Side Targeting Using

T

File  Action \iew Help

| 2 H=

Gronn Policy Mananement Fditar

| Passward Sy
_| Partable Op:
| Presentation
Rernote Des
| RSS Feeds

“| Security Cen
| Server for NI
~| Shutdown Of
1 Smart Card

Sound Reco

SYne your se
Tahlet PC
| Task Schedul
71 Windows Cal
7| W¥indowys C
~ Wéindowys C
7 Windours De
I [] Windouws En
] Windowws By
| Windows In
| Weindows Lo
71 Windows b
7 W¥indows M
~| W¥indows b
7 Wvindous b
7 Windous b
| Windouws b
| Windows Pol
| Weindows Re
I ] W¥indows Re
°| Windows Re

- Windows Si

A

E Enahle client-side targeting

Mot Corfigured ~ Comment:

() Enabled

() Disabled
Supported on:

Options:

Enable client-side targeting

Previous Setting | | Mext Setting |

[ [o I

Windows XP Professional Service Pack 1 or &t least Windows 2000 Service Pack 3

Help!

Target group harne for this computer

Specifies the target group narme or narmes that should be used to
receive updates from an intranet Microsoft update service,

If the status is set to Enabled, the specified target group
information is sent to the intranet Microsoft update service
wehich uses it to deterrnine which updates should be deployed to
this computer.

If the intranet Microsoft update serdice supports multiple target
groups this policy can specify multiple group names separated
by sericolons, Otherwise, a single group must be specified,

If the status is set to Disabled or Mot Configured, no target group
information will be sent to the intranet Microsoft update service,

Mate: This policy applies only when the intranet Microsoft
update service this computer is directed to is configured to
support client-side targeting, If the "Specify intranet Microsoft
update service location" policy is disabled or not configured, this
policy has no effect,

ption in Sh..,
d Shut Do..
P autornati...

ications

hdates

kd autornat.,

mtions

update ser.,

o Al Settings
I | Preferences
b 4%, User Configuration

< m

| Wvindows Systern Resource Manager
| Windows Update

when the intranet Microsoft

update service this computer is
directed to is configured to

suppaort client-side targeting. If

the "Specify intranet Microsoft

update service location” policy is = W
dizabled or not configured, this

State
Mot configured
Mot configured
Mot configured
Mot configured
Enahled
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured

> \Extended AStandard

16 setting(s)

Enabling client side targeting using group policies

© 2013 John Wiley & Sons, Inc.
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Enable Client-Side Targeting Using
Group Policies

File Edit View Favorites Help

A_Lj Policies Mame Type Data
4~ Microsoft 3t (Default) REG_SZ fvalue not set)
B Cryptography E_PJTargetGrnup REG_5Z ComputerGroupMarne
B o SystemCertificates %4 TargetGroupEnabled REG_DWVORD x00000000 (0
4 -4 Windonws 3Byl Server REG_SZ hittp:/fwin 201 25n 8530
b-di CurrentVersion 28]\ Status Server REG_SZ hittpe/ fuin 201 2578530

- L0 IPSec
_L| Metwark Connections

i | MetwarkConnectivityStatusindicatar
[>_L| safer

_L| Systermn

A{ L MfindowsUpdate

T

bl WSDAP]
B0 Mindoes NT

Compute\HKEY_LOCAL_MACHINENSOFTWAREYPaliciesthicrosofthWindows\Windows Update

Modifying Windows Update Registry settings

© 2013 John Wiley & Sons, Inc.
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Approving Updates

« Test updates before rolling out to production
environment

« Update might cause unforeseen problems
affecting hundreds of computers

« Seffing a deadline causes clients to install
the update at a specific time

o Can specify a deadline when you approve
updates on the WSUS server

o If an update has a deadline and requires a
restart, system reboots at the time of the
deadline

© 2013 John Wiley & Sons, Inc.
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]

-EFi\e Action  View  Window  Help

==

=

351 Update Services
4 G5 WINZO125RY
4 @ Updates
1 Al Updates
& Critical Updates
& Security Updates
E WSS Updates
W Computers
23* Downstrearn Servers
k) Synchronizations
&l Reports
Options

Update Services

All Updates

Approvali Unapproved - Statust Any

() Title

Update for Microsoft Office 2010 (KB2077208
u 2010

Secutity Update for Microsoft PowerPaint 2010 (KB2..,
Update for Microsoft Office 2010 (KB2553385) 32-Bit ...
Update for Microsoft Excel 2010 (KB255343%) 64-Bit ..,

- G Refresh

Classification  Insta..,

Critical Updat..,

Secutity Upd..,
Critical Updat..,
Critical Updat..,

Security Update for Microsoft Visio 2000 (KB2353374)... Security Upd...

Update for Microsoft Office 2010 (KB2396364) 32-Bit ...

Critical Updat...

o

e
e
124
154
154

Approve Updates

Approwval
Mot approved

Mot approved
Mot approved
Mot approved
Mot approved
Mot approved

Security Update for Microsoft Office 2010 (kB255335...  Security Upd.., % Mot approved
Security Update for Microsoft Office 2010 (kB255335... Security Upd.., % Mot approved
Security Update for Microsoft Office 2010 (KB238932...  Security Upd... % Mot approved
Update for Microsaft Office 2010 (KB2553270) 64-Bit ... Critical Updat... B Mot approved
Security Update for Microsaft SharePoint Foundatio...  Security Upd... % Mot approved
Security Update for Microsoft Visio Wiewer 2010 (KB2.., Security Upd.., % Mot approved
Security Update for Microsoft Visio Viewer 2010 (KB2.., Security Upd.., % Mot approved
Security Update for Microsoft Office 2010 (KB258932..,  Security Upd.., &% Mot approved
-
Security Update for Microsoft PowerPoint 2010 (KB2553185) 32-Bit Edition
@ This update supersedes another update, Before you decline any superseded update, we recormmend |~
that you verify it is no longer needed by any camputers, To do so, approve the superseding update
first, =
Status: MSRC severity: Important
Computers with errars: MSRC number: h4511-084
Cornputers needing this update: )
Computers installed/mot applicable: Release date: s d
‘ N ith atis: Decernber 13,
omputers with no status: 201
KB article numbers: 2353183
Description hd

Actions

All Updates -

52 search..,

& Mew Update View..,
Wiewy 4

Mew Window frorm...

|G| Refresh

Help

Update o
5% Approve...

& Decline

= Group By 3

¥ Revision Histary
[ File Information
& Status Report

Help
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Approve Updates

357 File  Action  View ‘indow Help

.ﬁ Update Services
4 5 WINZO125RY
4 @’ Updates
£ Al Updates
&1 Critical Updates
E[ Security Updates
BT WSUS Updates
[ & Computers
2,% Dovvnstrearn Servers
£# Synchronizations
ﬁ Reports
Options

All Updates (154 updates of 1565 156 total)

Approval Unapproved - Statust Ay

- ﬁ Refresh

(i) Title

Status Rallup
Installation Status
File Status

Supersedence

. Title

Classification

Update for Microsoft O
Update for Microsoft Bx

sta..  Approval

% Mot approved

(s Mot approved
% Motapproved
(s Mot approved
®: Motapproved
(% Mot approved
(% Mot approved
% Motapproved
(s Mot approved
&4 MNotapproved
(% Mot approved
(% Mot approved

Security Update for M MSRC Sewerity

Update for Microsoft O MSRC Mumnbers

Security Update for Mi KE Articles

Security Update for M Failed Count

Security Update for Mi Meeded Count

Update for Microsoft O Installed Caunt

Security Update for Mi Mot Applicable Count

Security Update for Mi Ma Status Count

Security pdsts for M‘j Installed/MNot Applicable Percentage
Security Update for Mi

|— Release Date

et e dmke £ kA

% Mot approved

[ Y TR

Arrival Date

Security Update for kicr
. Ppproval

@ This update supersed Deadline ed update, we recommend |~
that you verify itis no e the superseding update
first. Apply to All Views

Status: MSRC severity: Important
B Eompu:ers Wit!errotr: . g MSEEC number: rAS11-094
. Computers needing this update: )
— Cornputers installed/mot applicable: O Release date: Tuesday,
N December 13,
— Computers with no status: 0 2011

Description

KB article numbers; 2353185

| Actions I

|AlUpdates  a

52 Search.,

Er Mew Update View..,
Wiew »
Mew Yfindow: frorm..,

Refresh

B

Help

| Update 4

Approve...

Decline

Group By 3
Revision History

File Infarmation

Status Report

Help

Bl wd g
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Action

51 File

Wiew  Window  Help

Approve Updates

@ 5

,ﬁ Update Services
4 5] WINZOT2SRY
Pl Ef Updates
BT Al Updates
5] Critical Updates
E’ Security Updates
E’ WELS Updates
b mf Computers
&% Downstrearn Servers
£# ynchronizations
&l Reports
Options

All Updates (15
Approvali Unapproved - Statusi Any 2 Q Refresh
(i) Title Classification  Insta.. ASpprowval -
Update for Microsoft Office 2010 (KB2077208) Critical Updat... (2 Mot approved =
Security Update for Microsoft PowerPaint 2010 (KB2...  Security Upd... Mot approved
Decline
Group By
Status Report
Help
Update for Microsoft ommee zereireesrszrure=oit L., Critical Updat.., (B% Mot approved
Security Update for hMicrosoft SharePoint Foundatio.,  Security Upd.. (% Mot approved
Security Update for Microsoft Visio Viewer 2010 (KB2... Security Upd... (% Mot approved
Security Update for Microsoft Visio Viewer 2010 (KB2... Security Upd... (s Mot approved
Security Update for Microsoft Office 2010 (KB258932..,  Security Upd.. (B% Mot approved
v
Security Update for Microsoft PowerPoint 2010 (KB2553185) 84-Bit Edition
(j) This update supersedes another update. Before you decline any superseded update, we recormmend |~
that wou verifiy it is no longer needed by any cormputers. To do so, approve the superseding update
first, =
Status: MERC severity: Important
F gompuféers mth;rrotr;:_ . g MSRC number: kAS11-034
L omputers needing 15 update; .
_ Cornputers installed/not applicable: 0 Release date: Tuesday,
N December 13,
~| Computers with no status: 0 2011
KB article numbers; 2333185
Description hd

I Actions

S Search...

MNew Update Wiew...
Wiew »
MNews Window from...

Refresh

B

Help

|Update -

Approve..

Decline

Group By 3
Status Report

Help

B @ 0 g gl

Approve selected updates
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Approve Updates

o) Update Services =
ﬁ File  Action View Window Help x
| 3
F57 Update Services All Updates Actions
4 ) WIN2O2SRY I e R
?E Updates Approval: Unapproved - Status: Apy - () Refresh All Updates ~
£71 All Updates (D) Title Classification  Insta.. Approval | £ search.
& Critical Updates Update far Microsoft Office 2010 (KB2596964) 32-Bit .. Critical Updat., (% Install (1/3) [ Mew Updste View..
& Security Updates e e L - H e ,
5 WSUS Updates i
4 & Computers ST LS Mew Window from...
4 & All Computers _ Toapprove multiple updates, select the group from this list, click the arrow, and choose the type of G Refresh
K¢ Unassigned Computers| % approval, If you want a child group to inherit the existing approwvals of its parent group, choose Same
& ComputerGraupMame as Parent. If you want all child groups of a parent to inherit its approvals, click &pply to Children on ﬂ Help
#3 the parent group.
q_j’ Dawnstream.SeNers Update ~
£ Synchronizations Computer Group Approval Deadline 5 fpprove
Reports G &l Computers Keep existing approvals B
Options i F asep 5 Decline
Unassigned Computers Keep existing approvals
& s : bl "= Group By 4
Install g s R
" tat rt
Approved for Instal Ctrl+l stz hepo
Approved for Rermowval Ctrl+R ﬂ Help
Mot Approved Ctrl+M
Keep Existing Approvals
Deadline » MNone i
Same as Parent Ctrl+P One Week
Zpplyta Children Ctrl+ Tavn Weeks | Cancel T
One Manth
superseding update first, Custarm.., Ctrl+D
Status: WSRC severity: Important
B Computers with errars: Q MSRC number: MS12-015
Corputers needing this update: 0 )
Computers installed/mot applicable: 0 Release date: Tuesday,
N February 14,
Cormputers with no status: 0 2012
KB article numbers; 2397170
Description v

Selecting a deadline
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Viewing Reports

=)

:“;‘[F\IE Action  Miew  Window  Help

L

55 Update Services
a F] WINZO 23Ry
4 @ Updates
£ All Updates
E Critical Updates
E Security Updates
@ WIS Updates
4 w2 Cornputers
4 & Bl Computers
&“ Unassigned Computers
¢ ComputerGroupMarme
ﬁﬁ' Dioivnstrearn Servers
£ Synchronizations
| Reports
Options
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Update Services

Reports

&;ﬁ] Update Status Summary
: This report shows a summary of the update status, with one page per update,

4_§@ Update Detailed Status
: This report shows a surmmary of the update status, with the update status of all
computers for each update, One update is shown per page,

Egﬁ Update Tabular Status
This report shows a surnmary of the update status in a tabular view, suitable for exporting
to a spreadsheet,

&;ﬁ Update Tabular Status for Approved Updates
This report shows a surnmary of the update status in a tabular view for approved updates,
This report is suitable for exporting to a spreadsheet,

Computer Reports

Computer Status Summarny
This report shows a surnrary of the Computer status, with one page per computer,

Computer Detailed Status
This report shows details of each computer's status, with the update status for each
update. One computer is shouwn per page,

ﬂﬁ? Computer Tabular Status
This report shows a surnmary of cornputer status in a tabular view suitable for exporting
to a spreadsheet,

5 %

ﬂg’ Computer Tabular Status for Approved Updates
This report shows a surnmary of cormputer status in a tabular view for approved updates.
This report is suitable for exporting to a spreadsheet,

Synchronization Reports

Synchronization Results
This report shows the results of the [ast synchronization,

_I:I-

Actions
Reports -
52 Search..,

i 3

BB

Mew Window from..,
Refresh
Help
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Viewing Reports
* TO view reports:

o Install Microsoft .NET Framework 3.5 (which
includes 2.0 and 3.0)

o Download and install Microsoft Report Viewer
2008 Redistributable from Microsoft welbsite

© 2013 John Wiley & Sons, Inc.
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Administrating WSUS

with Commands

WSUSutil.exe options:

 export: EXports the update metadata to an
export package file.

 import:Imports the update metadata from
an export package file.

 movecontent: Changes the file system
location where the WSUS server stores
update files and optionally copies any
update files from the old location to the new
locaftion.

© 2013 John Wiley & Sons, Inc. 50



Administrating WSUS

with Commands

WSUSutil.exe opftions:

 reset: Checks that every update metadata
row in the database has corresponding
update files stored in the file system.

 deleteunneededrevisions: Purges the

update metadata for unnecessary update
revisions from the database.
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Administrating WSUS
with Commands

Windows PowerShell commands:

Add-WsusComputer: Adds an already registered
specified client computer to a specified target group.

Approve-WsusUpdate: Approves an update to be
applied to clients.

Deny-WsusUpdate: Declines the update for deployment.

Get-WsusClassification: Gets the list of all WSUS
classifications currently available in the system.

Get-WsusComputer: Gets the WSUS computer object
that represents the client computer.

Get-WsusProduct: Gets the list of all products currently
available on WSUS by category.

Get-WsusServer:. Gets the value of the WSUS update
server object.
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Administrating WSUS
with Commands

Windows PowerShell commands:

Get-WsusUpdate: Gets the WSUS update object with
details about the update.

Invoke-WsusServerCleanup: Performs the process of
cleanup on a specified WSUS server.

Set-WsusClassification: Sets whether the
classifications of updates that WSUS synchronizes are
enabled or disabled.

Set-WsusProduct: Sets whether the product
representing the category of updates to synchronize is
enabled or disabled.

Set-WsusServerSynchronization: Sets whether the
WSUS server synchronizes from Microsoft Update or from
an upstream server and uses the upstream server
properties.

© 2013 John Wiley & Sons, Inc.
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Troubleshooting Problems
with Installing Updates

WSUS logs:
« Application event log

« C:\Program Files\Update
Services\LogFiles\Change.ixt

« C:\Program Files\Update
Services\LogFiles\softwareDistribution.txt

© 2013 John Wiley & Sons, Inc.
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Troubleshooting Problems
with Installing Updates

* For synchronization problems with Windows
Update, open Windows Update on the
server and download and install updates.

* For client connection problems, verity that a
client can connect to the WSUS server with:
http://WSUSServerName/iuident.cab

« Commands for starting and stopping
Windows Update:
net stop wuauserv
net start wuauserv
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System Center
Configuration Manager

* Provides remote control, patch
management, software distribution,
operating system deployment, network
access protection, hardware inventory, and
software inventory

* Formerly known as System Management
Server (SMS)
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System Center
Configuration Manager

« Uses an agent that must be installed on
each computer
o Agent can be pushed out from the SCCM

console or can be pushed using group policies

« With muiltiple sites, you can set up
distribution points so updates, software
packages, and operating system packages
have to be pushed to the site only once

© 2013 John Wiley & Sons, Inc.
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Lesson Summary

Windows Update scans your system to determine what
updates and fixes your system needs.

A service packis a tested, cumulative set of hotfixes, security
updates, critical updates, and updates.

Auto Update works in the background to identify new updates
and download them to your computer.

Windows Server Update Services (WSUS) distributes updates
and other patches to computers within an organization.

WSUS works in autonomous or replica mode.

To install WSUS on Windows Server 2012, you install WSUS as a
role.
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Lesson Summary

To specify what updates go to correct computers at the
correct time, organize your computers into computer groups.

Each computeris assigned to the All Computers group by
default. Newly added computers are assigned to the
Unassigned Computers group until assigned to another group.

Server-side targeting manually assigns a computer to a group.

Client-side targeting automatically assigns computers to
computer groups using group policies.

You can use group policies to have the domain computers
use a specified WSUS server.

WSUS can control which updates clients receive and when
clients receive those updates.
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