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Group Policies and GPOs

« Group policies are defined using group
policy objects (GPOs).

« GPOs are the collection of configuration
INnstructions that the computer processes.

« To assign a group policy, it is linked to an
Active Directory container (site, domain, or
organizational unit).
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Scoping a GPO
Mechanisms for scoping a GPO:
A GPO link to a site, domain, or organizational
unit (OU)
 The GPO link enabled or disabled
« Enforced option of the GPO
 The Block Inheritance option of an OU
« Security group filtering
« WMI filtering
» Loopback policy processing
» Preferences targeting (discussed in Lesson 22)
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Configuring Processor
Order and Precedence

When a computer first starts up, it establishes a
secure link between the computer and a domain
conftroller.

The computer obtains a list of GPOs that are
applied to the computer.

Computer configurafion settings are applied
synchronously (one by one) during computer
startup before the Logon dialog box is presented
to the user.

When the computer configuration settings have
been applied and the startup scripts have been
applied, users have the Cirl+Alt+Del option to log
on.
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Configuring Processor
Order and Precedence

5. A useris authentficated and the user profile is
loaded.

6. The computer obtains a list of GPOs that are
applied to the user. Again, GPO processing is
hidden from the user.

/. After the user policies run, any logon scripts
defined by GPOs run. Scripts are executed
asynchronously.

8. The login script defined for the user in Active
Directory user properties is executed.

9. The user’s desktop is displayed.
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Understanding Group
Policy Inheritance

A computer and user can be affected by
multiple GPOs. GPOs are processed in the
following order:

1. Local group policy
2. Site

3. Domain

4. OU

A Group Policy uses inheritance in which
settings are inherited from the container
above.
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Understanding Group
Policy Inheritance

When Active Directory is installed, two domain
GPOs are created by default:

» Default Domain Policy: Linked to the domain. It
affects all users and computers in the domain
INncluding domain conftrollers. It specifies the
password, account lockout, and Kerberos
policies.

» Default Domain Controller Policy: Linked o the
Domain Controllers organization unit, which
then affects the domain conftrollers. It contains
the default user rights assignments.
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Change the Precedence of a GPPO
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Managing Group
Policy Links

To disable a group policy for a container, you
right-click the GPO for the container and click
the Link Enabled link.

© 2013 John Wiley & Sons, Inc.

12



B

1zl File  Action

Managing Group Policy Links

Wiew  Window  Help

Group Policy Management

= zE a6 .| B

|25 Group Policy Management ~ || contoso.com
4 £\ F?rEDSt: CD_”tDSD'C':'m Statuz | Linked Group Palicy Objects | Group Policy Inheritance | Delegation
4[4 Dornains
i :'F_:I contaso.com Limkrder GPO Enforzed Link Enabled GPO Status Wbl Filker
I Default Domain Policy 1 ,,f Default Domain Policy Mo Yes Enabled MNone
= GROT 2 A GPO1 MHa Yes Enabled Maone
!:> GROZ . 3 a2 GPOZ Mo Yes Enabled None
I (=] Direct Edit...
b 2] Doma Enfarced
b (2] Sales || /| Link Enabled
b / Group Sawe Report...
L WAL
I J Startel MNew Mindo frorm Here
4 l::E' zites g Delete < m >
L raup Foney Rename
Toggle the Link Enabled Refresh

Showing a link is enabled for a GPO

© 2013 John Wiley & Sons, Inc.



Managing Group
Policy Links

After a GPO is created, you can:

* View the containers that a GPO is linked to by
clicking the GPO in Group Policy Management
and viewing the Scope tab.

« Delete alink to a container for a GPO without
deleting the GPO by right-clicking the GPO for
a container and clicking Deletfe. When it asks
whether to delete the link, click OK.

» Disable the link or delete a link for a container
by right-clicking the container in the Scope tab
and clicking the Link Enabled option or the
Delete Link(s) option.
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Managing Group Policy Links
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Managing Group Policy Links
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Using Filtering with
Group Policies

The exceptions to the processing of group
policies can be modified with these opftions:

 Block inheritance
« Enforced

© 2013 John Wiley & Sons, Inc.
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Configuring Blocking
of Inheritance

» By default, group policies flow down to the
lower containers and objects.

* To prevent the inheritance of policy setftings,

block all Group Policy settings from the
GPOs linked to parent containers in the
Group Policy hierarchy.

 GPOs linked directly to the container and
GPOs linked to lower containers are
unaffected.
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Block the Inheritance of GPOs
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Block the Inheritance of GPOs
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Configuring Enforced

Policies

* By enforcing a GPO link, the GPO takes the
highest precedence, which will prevail over
any conflicting policy setfings in other GPOs.

« An enforced link applies to child containers
even when those containers are set 1o Block
Inheritance.
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Enforce a GPO
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Enforce a GPO
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Configuring Security
Filtering/WMI Filtering

For granular control over who or what receives
a group policy, use these filters:

« Security group filtering: Uses a security
access list (ACL) to determine who can
modify or read a policy and who or what a
GPO is applied to.

« WMI filtering: Uses the WMI Query Language
(WQL) to control who or what a GPO is
applied to.
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Using Security Filtering
Security group filtering specifies which users,

computers, or groups based on ACL receive @
GPO.
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Filtering GPO Scopes

Here are the ways 1o filter GPO scopes:

« Remove the Allow Apply group policy
permission from a group such as Authenficated
Users.

« Remove the Authenticated Users group access
confrol enfry (ACE), add ofher groups or users,
and assign ’rhe Allow Apply group policy
permission.

» Add ACE for another group, user, or computer
and assign the Deny Apply group policy
permission. Like NTFS permissions, the Deny
settings always supersede any Allow settings
granted to a user through membership in
another group or to the user directly.
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Configure a Security

Group Filtering
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Configure a Security
Group Filtering

Security
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Showing the ACL for a GPO
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Configure a Security
Group Filtering

Security
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Clicking the Deny Apply group policy permission
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WMI Filtering

 Windows Management Instrumentation
(WMI). A component that extends the
Windows Driver Model through an operating
system inferface that provides information
and notification on hardware, software,
operating systems, and services.

« WMI filtering: Configures a GPO to be
applied to certain users or computers based
on specific hardware, software, operating
systems, and services.
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Using WMI Filtering

To use WM filters:

e You need to have one domain conftroller
running Windows Server 2003 or higher.

« WMI filters will be applied only to computers
running Windows XP Professional or newer, or
Windows Server 2003 or newer.

o All filter criteria must have an outcome of true
for the GPO to be applied.

* Only one WMI filter can be configured per
GPO. After a WMI filter has been created, it can
be linked to multiple GPOs.
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Use WMI with GPOs
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Use WMI with GPOs
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Use WMI with GPOs
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Opening the WMI Query dialog box
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Use WMI with GPOs
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Configuring Loopback
Processing

» Group Policy loopback processing is used o
assign user policies to computer objects.

 No matter who logs on to a computer, the
user policies are applied to the computer.

© 2013 John Wiley & Sons, Inc.
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Configuring Loopback
Processing

» The loopback policy is enabled using the
Group Policy Management Editor,
specifically the Computer
Configuration\Administrative
Templates\System\Group Policy\Configure
user Group Policy Loopback processing
mode.

« After you enable the setffing, you have two
modes to choose from that specify the
loopback processing mode:

o Replace mode
o Merge mode

© 2013 John Wiley & Sons, Inc.
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Configuring Loopback Processing

L Configure user Group Policy loopback processing mode I;li-
Ei Configure user Graup Policy loopback processing mode L e | | Next Setting |
) Mot Configured  Comment: A
®) Enabled
) Disabled e
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Options: Help:
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Palicy objects for the computer to any userwho logs onto a
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the computer that is being used,

By default, the user's Group Policy Objects determine which user | =
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deterrmine which set of Group Policy Objects applies,
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rmodes from the Mode box:
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computer's Group Policy Objects replace the user settings
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commputer's Group Palicy Objects and the user settings normally

"

| Ok || Cancel || Apply |

Configuring the Group Policy
loopback processing mode
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Configuring Client-Side
Extension Behavior

» Client-side extensions (CSEs) are processes
that inferrupt the settings in a GPO and
make the changes to the local computer or
the currently logged-on user.

» CSEs are triggered when a Group Policy
client pulls the GPOs from the domain.

« Each maqjor category of policy setting has
CSEs.

© 2013 John Wiley & Sons, Inc.
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Configuring Client-Side
Extension Behavior

[
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Displaying some of the available client-side extensions
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1| File Classification Infrastructure Configure software Installation policy processing Mot configured
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Configuring Client-Side
Extension Behavior

You can configure the behavior of CSEs by
using Group Policy, specifically \Computer
Configuration\Policies\Administrative
Template\System\Group Policy\.

© 2013 John Wiley & Sons, Inc.
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Configuring Client-Side
Extension Behavior

A Configure scripts policy processing == -
E} Configure scripts policy processing Pizias Saalie | | Next Setting |
O Not Configured ~ Cemment: s
@ Enabled
) Disabled -
Supparted on: [ a¢ east Windows 2000 ~
W
Options: Help:
Allaw pracessing across a slow network This policy setting determines when policies that assign shared |~
conrection scripts are updated.
Da nat apply during periadic background This policy sething affects all policies that use the scripts
processing component of Group Policy, such as those in Windows Settings
“Seripts, It owerrides custornized settings that the program
Process even if the Group Palicy objects hawve implementing the scripts policy setwhen itwas installed.
not changed =
If you enable this policy setting, you can use the check boxes
provided to change the options. If you disable or do not
configure this setting, it has no effect on the systern,
The "&llow processing across a slow network connection” option
updates the policies even when the update is being transmitted
across a slow network connection, such as a telephone line,
Updates across slow connections can cause significant delays,
The "Do not apply during periodic background processing”
option prevents the systern from updating affected policies in
the background while the computer is in use, When background
updates are disabled, policy changes will not take effect until the |,

| Ok || Cancel || Apply |

Configuring scripts policy processing
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Configuring/Managing
Slow-Link Processing

» Group policies executed over slow network
inks can affect the performance of the
client computer, between a site and the
corporate office of a site, or the computer
being configured via a GPO.

 Alink is considered slow if the link is less than
500 kilobits per second (kbps).

* The Configure Group Policy slow-link
detection is used to define what is
considered a slow-link connection.
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Configuring/Managing
Slow-Link Processing

o Configure Group Policy slow link detection I;Ii-
Ei Configure Group Policy slow link detection B s Sk | | Next Setting |
) Mot Configured Comment: ~
®) Enabled
O Disabled -
Supparted oni [ at |east Yiindows 2000 ~
A
Options: Help:
Connection speed (Kbps)  [500 A This policy setting defines a slow connection for purposes of ~

applying and updating Group Palicy.

If the rate at which data is transferred frorm the domain controller
Enter Qto disable slow link detection, providing a policy update to the computers in this group is
slowver than the rate specified by this setting, the system

[ Mhwvmys treat 3G connections as a slow link considers the connection to be slow,

The systern's response to a slow policy connection varies among
policies, The prograrn irplermenting the policy can specify the
response to a slow link, &lso, the policy processing settings in
this folder lets wou override the programs’ specified responses to
slow links,

If you enable this setting, you can, in the "Connection speed"
box, type a decimal number between Qand 4,294,967,200,
indicating a transfer rate in kilohits per second, &ny connection
slowwer than this rate is considered to be slows If wou tepe 0, all
connections are considered to be fast,

If you disable this setting or do not configure it, the system uses |,

| QK || Cancel || Apply |

Defining the maximum speed of a slow link

© 2013 John Wiley & Sons, Inc.



Troubleshooting GPOs

Windows Server 2012 provides the following
tools for performing Result Set of Policy (RSoP)
analysis:

 The Group Policy Results Wizard

 The GPResult.exe command

» The Group Policy Modeling Wizard
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Troubleshooting GPOs

The Group Policy Results Wizard helps you analyze the
cumulative effect of GPOs and policy settings on a
user or computer.

To run the Group Policy Results Wizard, the following
must be true:

« The target computer must be online.

* You must have administrative credentials on the
target computer.

« The target computer must run Windows XP or
newer.

« WMI must be running on the target computer and
ports 135 and 445 must be available to access WMI
on the target computer.
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Run the Group Policy
Results Wizard

Computer 5election —

Yo can view policy settings for thiz computer or for another computer on this nebwork, —

Select the computer for which you want to dizplay policy zettings.

(®) Thiz computer

() Anather computer;

| | | Browse. .

[] Do not display policy settings for the selected computer in the results [display user policy
zettings only)

< Back ” Mewt > || Canhcel

Viewing the Computer Selection page
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Run the Group Policy
Results Wizard

User Selection — [
ol can view palicy setings for users of the selected computer. r—

®) Display policy settings for:

() Current uzer

® Select a specific user:

COMT OS50 drminiztrator

COMTOSO

This lizt only shows users that have logged on ta the computer, and for wharn you
hawe permizsion to read Group Policy Resultz data,

() Do not display user palicy settings in the results [display computer palicy settings only]

| < Back || Mest > || Cancel

Viewing the User Selection page
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Run

5 File Action View Window Help

the Group Policy
esults Wizard

»*

«s zF & H

13 Group Policy Management
a A Forest: contoso.com
4 [ Domains
4 5 contaso.com
s/ Default Domain Palicy
5% GPO1
5 GPOZ
b (3] DirectccessClients
b (] Domain Cortrollers
4 2] sales
i/ GPOSalest
i/ GPOSales2
a [ West
] WESTGPO1
i/ WESTGPO?
b (3 Group Policy Objects
4 [ WM Filters
S Mews WI Filker
b ([ Starter GPOs
b (g Sites
i Group Policy Madeling
4 [ Group Policy Results
%] Administrator on WINZO12SRY
7| userl an win2012sn2

userl oh win2012srv2

Summeary | Details | Policy Events

CONTOSO\user] on CONTOSO\WIN20125RV2

Data colicted on: 10/ 14/2012 8:32.44 PM show all
Computer Details hide
| General hide
Computer name CONTOSGNWINZO125RV2
Domain contoso.com
Site DefaultFret-Ste-Hame
Organizational Unit contoso com Sales/West
Block Inheritance contoso.comy Sales/ West
Security Group Membership show
‘Component Status hide:
Component Name  Status Time Taken Last Procass Time _ Event Log
Group Policy Success 6 Second(e) 381 10/14/201282838  View Log
Infrastructure Milsecond(s) M
Registy Success 16 Millsecond) 10/14/2012 21048 View Log
P
Securty Success 266 Milisscondls)  10/14/2012 123854 View Log
M

E

‘ Policy Setting Winning GPO

E

WESTGPO2

EEE

EE

Link Location contoso.com
BExtensions Configured Registry
Enforced No

Securit Filtars: HT ALTHORITY ? I

Viewing the Details tab for Group Policy Results
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Run the Group Policy
Results Wizard

Setting Precedence

Prevent changing lock screen image

GPO Mame Setting

Enabled
GPO2 Enabled
Site1GPO Enabled

GPO= higher in the lizt have the highest prionity

Presvious Setting | | Mext Sething |

| ] || Cancel || Apply |

Using the Resultant Set of Policy console
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Run the Group Policy
Modeling Wizard

Group Policy Modeling Wizard -

Domain Controller Selection
You must specify a domain controller to use for perfarming the simulation.

The simulation performed by Group Policy Modeling muzt be proceszed on a domain controller running
Windows Server 2003 or later,

Show domain controllers in this domain:

conkogo. com W

Process the simulation on thiz damain contraller:
(®) Any available domain controller running Windows Server 2003 or later

() Thiz domain contraller:

Mame i Site
YWSERYERT.contoso.com Default-Firzt-Site-M ame
WIN20T25RY . contoso. com Default-First-Site-H ame
Win201 252, contozo.com Default-First-Site-M ame
< Back ” Meut » | | Cancel

Selecting the domain conftroller
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Run the Group Policy
Modeling Wizard

Group Policy Modeling Wizard -

User and Computer Selection

You can view simulated policy settings for a selected user [or a container with uzer
information] and computer [or a container with computer infarmation).

Example container name: CM=Uzers DC=contozo,DC=com

Ewxarnple uzer or computer:  COMTOSOMSdminiztrakar

Simulate palicy settings for the following:

|Jzer infarmation

(®) Container: | Browse...

I"_xl by
() Usger: Browse...

Cormputer information

(®) Cortainer: | Browse...

() Computer: Browse...

[ 5kip to the final page of thiz wizard without collecting additional data

Selecting the user and computer to model
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Run the Group Policy
Modeling Wizard

Advanced Simulation Options
You can select additional options for wour zimulation,

Simulate paolicy implementation far the fallowing:

[ 5low metwark connection [far example, a dialup connection)
[ ] Loopback processing
() Feplace

() Merge

Site:

| [Mare] W

[] 5kip ta the final page of this wizard without collecting additional data

< Back || MHext » || Cancel

Selecting advanced simulation options
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Run the Group Policy
Modeling Wizard

User Secunty Groups —
Y'ou can simulate changes to the selected user's security groups. =

The selected user iz a member of the following secunty groups. To simulate changes tao the
zecunty group membership, uze the Add and Remove buttons.

Security groups:

Authenticated L
Ewveone

| Add... | | Remowve

[] 5kip ta the final page of this wizard without collecting additional data

< Back || Mest » || Cancel

Changing the user security groups
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Run the Group Policy
Modeling Wizard

Computer Securnity Groups
You can simulate changes to the selected computer's security groups.

The zelected computer iz a member of the following secunty groups. To zimulate changes to the
zecurty group memberzhip, uze the Add and R emove buttons.

Security groups:

Authenticated L
Evemaone

| Add... | | Remove

[ ] 5kip ta the final page of this wizard without collecting additional data

< Back || M et » || Cancel

Changing the computer security groups
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Run the Group Policy
Modeling Wizard

WHI Filters for Users
You can include Windows M anagement [nstrumentation [fwhdl) filkers i pour simulation.

Wbl filters can be linked to Group Policy objects [GPO). IF a filker iz linked to a GPO, ther that
GPO applies only to thoze users who meet the critena specified in the filker.

Azzume that the selected uzer meets the critena for the fallawing filkers:
() Al linked filbers
(®) Only these filkers:

| Lizt Filters || Remove

[ 5kip to the final page of this wizard without collecting additional data

< Back || Mest » || Cancel

Changing WMI Filters for Users
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Lesson Summary

Group policies are defined using group policy objects (GPOs),
which are the collection of configuration instructions that are
processed by the computer.

To assign a group policy, it is linked to an Active Directory
container (site, domain, or organizational unit).

GPOs are processed in the following order: local group policy,
site, domain, and OU.

By default, a group policy uses inheritance, whereas settings
are inherited from the container above.

When Active Directory is installed, there are two domain GPOs
created by default: Default Domain Policy and Default
Domain Conftroller Policy.

The exceptions to the processing of group policies can be
modified with the Block inheritance and Enforced options.
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Lesson Summary

Windows Management Instrumentation (WMI) filtering
configures a GPO to be applied to certain users or computers
based on specific hardware, software, operating systems, and
services.

Loopback processing allows the Group Policy processing
order to circle back and reapply the computer policies after
all user policies and logon scripfts run.

Client-side extensions (CSEs) are processes that interrupt the
settings in a GPO and make the changes to the local
computer or the currently logged-on user.

Windows Server 2012 provides the following tools for
performing RSoP analysis: the Group Policy Results Wizard, the
GPResult.exe command, and the Group Policy Modeling

Wizard.
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