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Automating User
Account Management

Lesson 17: Maintaining Active Directory
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Tools for Importing and
Exporting Obijects
Regarding Active Directory, to import or

export many objects at once, use:

« CSVDE.exe: Imports or exports Active
Directory Domain Services (AD DS) objects
to or from a comma-delimited text file.

« LDIFDE.exe: Imports or exports Active
Directory objects, including users.
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CSVDE.exe

To export all objects in your Active Directory
domain:

csvde —-f filename

To list users or computers or only users with a
certain attribute, use these parameters:

 —i:Turn on Import mode (The default is Export.)
« —-f filename:.|nput or output filename.

 -s servername. The server to bind to. (The
default is a DC of computer’s domain.)

-t portnum. Port number. (The default is 389.)
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CSVDE.exe

Options when exporting information:

e -1 1list: List of attributes (comma-
separated) to look for in an LDAP search.

 —o list: List of attributes (comma
separated) to omit from input.

« —k: The import goes on, ignoring Constraint
Violation and Object Already Exists errors.
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CSVDE.exe

To import, from a .csv file, use something like:

csvde -1 —-f filename -k

* You cannot use CSVDE to import
passwords.

 The account is initially disabled.

« Affer you reset the password, you can
enable the object in AD DS.
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CSVDE.exe Example

To export a list of user accounts:
csvde -s serverl -f c:\ADUsers.csv -r
"(& (0ObjectClass=user)
(objectCategory=person)
(!userAccountControl=514)" -d
"OU= DC=corporate,dc=contoso,dc=com" -1
cn, SamAccountName, Distingulishname, department,
description,physicalDeliveryOfficeName,
title,manager, telephoneNumber, mobile,

1pPhone,mail
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LDIFDE.exe

 The LDIFDE command implements batch
operations by using LDIF files.

 The LDIF file format consists of a block of

ines, which together constitute a single
operation.

* Multiple operations in a single file are
separated by a blank line.
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LDIFDE.exe

The contents of the LDIF file look similar to this:
dn: CN=John Smith,OU=Sales,OU=User Accounts,DC=contoso, DC=com
changetype: add
objectClass: top
objectClass: person
objectClass: organizationalPerson
objectClass: user
cn: John Smith
sn: Smith
title: Sales Manager
description: Sales Team Manager
givenName: John
displayName: Smith, John
company: Contoso Corp
sAMAccountName: john.smith
userPrincipalName: john.smith@contoso.com

mail: john.smith@contoso.com
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LDIFDE.exe

To import an LDIF file called NewUsers.Idf, you
use:

ldifde -1 -f C:\NewUsers.ldf -k
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Backing Up and Restoring
Active Directory

Lesson 17: Maintaining Active Directory
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Backups

A backup or the process of backing up refers
to making copies of data so that these
additional copies can be used o restore the
original after a data-loss event.
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Backup Media
Magnetic Hard
Tape Disks
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Understanding the Active
Directory Database

The Active Directory database is stored in Active
Directory database file (C:AWINdows\NTDS\Ntds.dif)
and its associated log and temporary files. It includes:

* Nids.dit: The physical database file in which all
directory data is stored.

o Consists of three intfernal tables: the data table, link table,
and security descriptor (SD) table.

o Contains the schema information, configuration
information, and domain information.

« Edb.log: The log file info which directory
transactions are written before being committed to
the database file.

o Transaction log files used by ESE are 10 MB in size.
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Understanding the Active
Directory Database

The Active Directory database includes
(continued):

 Edb.chk: The file used to frack the point up to
which transactions in the log file have been
committed.

* Resl.log and Res2.log: Files used to reserve
space for additional log files if edb.log
becomes full.

 Temp.edb: A file used as a scratch pad to store
Information about in-progress large transactions
and to hold pages pulled out of Ntds.dit during
maintenance operations.
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Understanding the Active
Directory Database

B2 1) D =
Home Share Wiew
& cut k\ Ejgl x @ | New item ~ g Open - | B selectall
[ Copy path ‘ ' ) Easy access ~ Edit oo Select none

Copy Paste _ Move Copy Delete Rename New Properties
[3] Paste shortcut | g~  to- v folder v & Invert selection

Clipboard QOrganize Open Select

@@ = flj » Computer » Local Disk (C:) » Windows » NTDS v G| | Search NTDS L I

-
~

0 Favorites 2. MName Date modified Type

B Desktop @) edb.chk 9/28/2012 2209PM  Recowered File Fra.., 8 KB
& Downloads || edb.log 9/27/2012 203 PM  Text Document 10,240 KB
"l Recent places || edb00003.log 9/27/2012 203 PM  Text Document 10,240 KB
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Looking at the Acftive Directory database
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Understanding the
System State

The Windows system state is a collection of
system components that are not contained in
a simple file but can be backed up easily.

The Windows system state includes:

« Boot files (such as bootmagr)

 DLL cache folder

» Registry (including COM settings)

« SYSVOL (Group Policy and logon scripts)
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Understanding the
System State

The Windows system state includes (continued):

« Active Directory NTDS.DIT (domain controllers)

« Certificate Store (if the service is installed)

» User profiles

« COM+ and WMI information

« Cluster service information

* |IS metabase

« System files under Windows Resource Protection
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Understanding SYSVOL

The SYSVOL is a shared directory that stores the server

copy of the domain’s public f|Ies that must be shared

Ejor common access and replicafion throughout o
omain.

The SYSVOL folder on a domain controller contains:

* Login scripts: Stores the logon scripts administrated
from Acftive Directory Users and Computers and
group policies.

» Windows Group Policy: Configuration settings that
control the working environment of user and
computer accounts and that provide the
centralized management and configuration of
operating systems, applications, and user seftings in
an Active Directory environment.
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Understanding SYSVOL

The SYSVOL folder on a domain controller
contains (continued):

* Distributed File System (DFS) staging folder
and files: Used to synchronize data and files
between domain conftrollers.

 File system junctions: A physical location on
a hard disk that points to data that is
located elsewhere on your disk or other
stforage device to manage a single instance
stored.
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Understanding SYSVOL
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Looking at the SYSVOL folder
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Using Windows Backup

Microsoft Windows Backup allows you to back up @
system.

To access the backup and recovery tools for Windows
Server 2012 install the Windows Server Backup feature
using the Add Roles and Features Wizard.

To run the Windows Server Backup, you must be a
member of the Backup Operators or Administrators
group.

Create a backup using the Backup Schedule Wizard or

by using the Backup Once option. You can back up to
any local drive or to a shared folder on another server.

Perform a backup using wbadmin.exe, which is the
Backup command-line tool.

© 2013 John Wiley & Sons, Inc.

23



Performing a Backup of Active
Directory and SYSVOL

* YOU can create a backup using the Backup
Schedule Wizard or by using the Backup
Once option.

 YOU can back up fo any removable local

drive or to a shared folder on another server.
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Perform a Backup of the System
State Including Active Directory

File Action iew Help

&= #= HE

ﬁ Windows Server Backup {Local)
B Local Backup

Local Backup -

$ You can perform a single backup or schedule a regular backup using this application.

| Actions

A Na backup has been configured for this computer, Use the Backup Schedule Wizard or the Backup Once Wizard to perform z E
Messages (Activity from last week, double click on the message to see details)
Titme v Message Description =
Status
Last Backup Mext Backup All Backups
Status: Status: Total backups:
Tirre: Tirme: Latest copy:
i e details Wiewy details Oldest copy:
Views det:
v
< m [>]

|localBackup =

Backup Schedule..
Backup Once..,
Recover..

Configure Perfarmance ..

Wiew b

Help
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Perform a Backup of the System
State Including Active Directory

y Backup Options

Backup Options Create a backup now using:

Select Backup Configurat.. O Scheduled backup options

Specify Destination Type Choose this option if you have created a scheduled backup

) ) and want to use the same settings for this backup,
Confirrmation

® Different options
Choose this option if you have not created a scheduled backup

arto specify a location or iterns for this backup that are
different from the scheduled backup,

Backup Progress

To continue, click Mext.

More about backing up your server

| < Prewious H Mext = ‘ | Backup ‘ ‘ Cancel

Selecting different opftions
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Perform a Backup of the System
State Including Active Directory

;;_ity Select Backup Configuration

Backup Options YWhat type of configuration do you want to schedule?

Select Backup Configurat...

® Full server (recommended)

Specify Destination Type lweant to back up all my sercer data, applications and system state,
Canfirmation Backup size: 2811 GB
Backup Progress ) Custorn

|weant to choose custom wolurnes, files for backup,

‘ < Previous H Mext = | ‘ Backup | | Cancel

Selecting the backup configuration
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Perform a Backup of the System
State Including Active Directory

Specify items to include in the backup by selecting or clearing the azsociated check boxes. The items that you
have included in the current backup are already selected.

D Bare metal recovery

Eg System state

Déﬂ Hyper-i

[ @ System Reserved

[ K@ Local disk ()

-] K WINZO 25RY New Yalume 8418/2012 [E:)

Arw virtual machines included in the backup might be termporarily placed into a saved state when the
backup runz.

(] Cancel

Selecting backup items
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Perform a Backup of the System
State Including Active Directory

:%3{5’ Specify Destination Type

Backup Options Choose the type of storage for the backup:
Select Backup Configurat.., ® Local drives
Select lterns for Backup Example: local disk (D:), DWD drive (E2

Specify Destination Type ) Remote shared folder

Select Backup Destinatian Exarnple: WhyFileServertSharedFalderMarme

Confirmation

Backup Progress

Choosing a storage location

‘ < Previous H Mext = ‘ ‘ Backup | | Cancel

Specifying destination type
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Perform a Backup of the System
State Including Active Directory

e Backup Once Wizard -
3 &4
ryy Specify Remote Folder

Backup Options Location:

Select Backup Configurat... ||

Select lterns for Backup Exarmple: WhyFileSerseriSharedFalderMame

Specify Destination Type A folder named "WindowsimageBackup' will be created inside the specified share to
- stare the backup,

cify Rermote Folder

Canfirmation Access control

Backup Progress () Do not inherit
This aption makes the backup accessible anly for the userwhose credentials are
provided in the next step,

@ Inherit
This option makes the backup accessible to everybody who has access to the
specified remote shared folder,

I:D The backed up data cannot be securely protected for this destination,
More Information

< Previous Cancel

Specifying remote folder
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Schedule a Backup of the System
State Including Active Directory

__. Specify Backup Time

Getting Started Haow aften and when do you want to run backups?
Select Backup Configurat., @ Once a day
Selecttime of dav: | o.0p ppt W

Select Iterns for Backup

Specify Backup Time O Maore than once a day
Specify Destination Type Click an available tirme and then click &dd to add it to the backup schedule,
Select Destination Disk G bleme: Scheduled time:
Caonfirmation 12:00 &kA -~ 2:00 Ph ~
123040 |E|
Surnmary 1:00 28
130 804
700 A
230 80
S0
230 404
400 814
4:30 Ak ~ v

Learn abaut mare scheduling options

| < Previous || TMext = | | Finish | | Cancel

Specifying when to perform a backup
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Schedule a Backup of the System
State Including Active Directory

to Backup Schedule Wizard x|

A
LA
rg;"‘:I_“, Specify Destination Type

Getting Started \ithere do you want to store the backups?
Select Backup Configurat.., ) Back up to a hard disk that is dedicated for backups (recornmended)

Choose this option for the safestway to store backups. The hard disk thatyou use
willl be formatted and then dedicated to only store backups,

Select lterns for Backup

) Back up to a volume

Choose this option if you cannot dedicate an entire disk for backups, Mote that the
Ipecify Remote Shared F... perfarrmance of the volume may be reduced by up to 200 percent while it is used
to store backups, We recommend thatyou do not store other server data on the
sarne volume,

Confirmation
Surnmmary
(®) Back up to a shared network folder

Choose this option if you do notwant to store backups locally on the server, Mote
that wou will only have one backup at a time because when you create a neu
backup it owerwrites the previous backup,

Choosing a storage location

|

Specifying the destination type
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Schedule a Backup of the System
State Including Active Directory

b Backup Schedule Wizard 23
A
i ;
C;{I;:-, Specify Remote Shared Folder
Getting Started Location:
[ 1
Select Backup Configurat.., Wind g rity -
Select Iterns for Backup
Specify Backup Time 1 Register Backup Schedule
: . Please provide the user name and password to use for scheduling backup.
ey Paineon T2 The user account should have write access to the network share and
Specify Rernote Shared F.., should be an administrator or a backup operator on the local machine,
Confirmation
Surnmary
H “_lsername ]
| Password |
| oK | | Cancel

| « Previous | | Mext = | Finish

Specifying who the backups run under
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Performing an Active
Directory Restore

There are two types of restores that you can
perform with Active Directory:

* A nonavuthoritative restore: Restores a
backup of Active Directory as of the date of
the backup.

« An authoritative restore: An override type
restore where the information on the
restored domain controller is replicated to
the other domain confrollers.
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Performing an Active
Directory Restore

« To perform an authoritative restore reboof
the computer into the Directory Services
Restore Mode (DSRM), which is a mode of
Windows that takes the Active Directory
offline.

« Access this mode from the Advanced Boot
menu, which is accessed before Windows
completes booting by pressing the F8 key.
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Perform a Restore of the
System State

4 DCO2 on WIN20125RV?2 - Virtual Machine Connection = [l -
File Action Media Clipboard View Help
& O0O@OO| NP6

Advanced Boot Options

Choose Advanced Options for: windows Server 2012
(Use the arrow keys to highlight your choice.)

Repair Your Computer

Safe Mode
Safe Mode with Networlking
Safe Mode with Command Prompt

Enable Boot Logging

Enable low-resolution video

Last Known Good Configuration (advanced)
Directory Services Repair Mode

Debugging Mode

Disable automatic restart on system failure
Disable Driver Ssignature Enforcement
Disable Early Launch Anti-mMalware Driver

Start windows Normally

Description: View a 1list of system recovery tools you can use to repair
startup problems, run diagnostics, or restore your system.
ENTER=Choose ESC=Cance]

Status: Running = lii’
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Perform a Restore of the
System State

Qy Getting Started

Getting Started “ou can use this wizard to recover files, applications, volurnes, or the system

Select Backup Date state frorn a backup that was created earlier,

Where is the backup stored that you want to use for the recoveny?

® This server (WIN20125RY)

Select Recowvery Type

Select lterms to Recowver

Specify Recovery Optiohs () A backup stored on another location

Confirmation
To continue, click Mext,
Recowvery Progress

Mare about recovering your server data

< Previous || Mext = || Recowver || Cancel

Specifying where the backup is located
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Perform a Restore of the
System State

E;;y Select Backup Date

Getting Started Oldest available backup:  3/30/2012 12:21 P
Specify Location Type Mewvest available backup: 93052012 12:21 P

Specify Rernote Folder
Aailable backups

Select the date of 3 backup to use for recovery, Backups are available for dates shown in bold,

Select Recovery Type

Select [kerns to R

Gt Backup date: 0/30/2012

Specify R Opti

pecify Recovery Options September 2012 Tirme: _12:21 Y v
Canfirmation Sun Mon Tue Wed Thu Fri 5Sat

1 Recoverable iterns: Systern state

2 3 4 5 ] T 8
9 1w 1 12 13 14 15
% 1w 18 19 20 21 2
23 24 25 20 27 28 29

[30]

Recowvery Progress

< Previous || Mext = | | Recowver | | Cancel

Selecting the backup date
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Perform a Restore of the
System State

Select Recovery Type

Beliiing SERE What do you want to recover?

e eeationilng ®) Files and folders

Specify Rernote Folder You can browse volumes included in this backup and select files and folders,

Select Backup Date
() Hyper-if
You can restore wirtual machines ta their original location, another location or copy the virtual
hard disk files of a virtual machine,

Select lterms to Recowver

Specify Recovery Options O Walurnes
Confirrmation You can restore an entire wolume, such as all data stared on C..
Recowvery Progress O Lpplications

You can recover applications that have registered with Windows Server Backup,

() Systern state

You can restore just the systermn state,

Mare about performing recowveries

% Previous || Mext = | | Recowver | | Cancel

Selecting the recovery type
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Perform a Restore of the
System State

Select Location for System State Recovery

Getting Started “there do you want to recover the systern state of this Active Directory backup to?

Specify Location Type

(® Original location
Specify Rernote Folder

This option restores the system state, You rmust restart your computer at the end of the
Select Backup Date recovery operation,

[] Perform an authoritative restore of Active Directory files.
Select Recowvery Type

e This recovery option will reset all replicated content an this Domain Contraller including
ct Location f SEVOL, Other replicated folders on this server will also be affected by this recoveny,

Confirmation

) Alternate location
Recovery Progress

This option copies the systern state as a set of files to the location specified,

| | | Browse

[ Restore as Install Frorm bdedia (IFkA) files

Select this checkbox if wou are using the IFM feature to copy the swstern state files to install an
Active Directory database,

< Previous || Mext = | | Recowver | | Cancel

Selecting the location for system state recovery
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Configuring Active
Directory Snapshots

Lesson 17: Maintaining Active Directory
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Snapshots

* Another tool used in recovery of Active
Directory is the Active Directory database
mounting tool 10 create and view Acftive
Directory snapshots.

 An Active Directory snapshot is a shadow
copy, created by the Volume Shadow Copy
Service (VSS), of the volumes that contain
the Active Directory database and log files.
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Creating and
Using Snapshots

To create and use snapshots:
1. Create asnapshot with ntdsutil.exe.

2. Mount the snapshot with the Active
Directory database mounting tool.

3. View the objects within the snapshot.

4. When done with the snapshot, dismount
the snapshot.
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View an AD DS Snapshot

Current Directary Server:
WM 201 25RY. contoso, com; 10332

Chatrige to:

() Ay writable Domain Contraller
(®) This Domain Contraller or A0 LDS instance

Default-First-Site-M ame
WSemer]l. contoso.com Default-Firzt-Site-M arme
WIMN20T25RY. contozo, com Default-Firzst-Site-M ame
Win201 252, contogo.com Default-Firzt-Site-M arne

GC
GC
GC
GC;RODC

DC Werzion

Windows. .
Windows. .
Windows. ..
Windows. .

Statusz

IJnavailable
Orline
Online
Orline

[ ] Sawve thiz zetting for the curent conzols

Specifying the snapshot to view
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Performing Object- and
Container-Level Recovery

Lesson 17: Maintaining Active Directory
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Active Directory
Recycle Bin

Starting with Windows Server 2008 R2, Windows offers the
Active Directory Recycle Bin.

The Active Directory Recycle Bin holds deleted Active
Directory containers and objects. You can undelete the
ifemes.

When an object or OU in AD DS is deleted, it is moved to
the Deleted Objects container. As long as the object has
not been scavenged by the garbage collection process
after reaching the end of the object tombstone lifetime,
you can restore the deleted object.

The LDP.exe tool, included with Windows Server 2012,
allows users to perform operations against any LDAP-
compatible directory, including Active Directory.
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Restore a Deleted Object without
Using the Recycle Bin

(5 Ldp |=|a| x |

Conkection  Browse  iew  Options  Utlities  Help

SErver! | |

Port: 389 |:| Connectionless

[ )35l

Zancel

Ready LA

Specifying the server to connect to
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Restore a Deleted Object Without
Using the Recycle Bin

Ohject Identifier:

Ackive Contrals;

YWalue:

Conkral Type
(®) Server

[ ] critical

Descripkion:

() Client

Load Predefined:

| zunavailable =

Return deleted objects

W

« = Check Uk

Checkin ==

Ik

Selecting to return deleted objects
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Restore a Deleted Object Without
Using the Recycle Bin

Connection  Browse View Options  Utilities  Help

£ Idap://WIN20125RV.contoso.com/DC=contoso,DC=com I;Ii-

=-DC=contoso,DC=com =
.. CM=Builtin,DC=contoso,DC=com
- CH=Computers,DC=contoso,DC=com

T
- DC=..Deleted-contoso. cormi0ADEL:ef3f008b-4d 7d-4112-8226- 7131 c3b FadBe, CM=Deleted Objects,DC=q Gett
- DC=@N0ADELbbYelclc-4be1-4268-8b7d-e0237b4576f 7, CN=Deleted Objects,DC=contoso,DC=com Dn:
- DC=_gec._tephQADEL:615d1e8b-0217-4334-bdfc-2f%a1c 77aabe, CH=Deleted Objects,DC=contoso,DC=ca
- DC=_gec._tcp.Default-First-Site-MName._site s\QADEL:c36cd3d58-95fb-400d - ae c3-c592f668d 3 ed, CN=Delete -
- DC=_kerberos,_tcphQADEL:592586e1-9285-40f9-b25c-6cdba2 571638, CN=Deleted Objects,DC=contoso,[ a
- DC=_kerberos,_tcp.do_msdosh0ADEL:d572c2e5-01c9-4864-bc54-3efc0386d 353, CN=Deleted Objects,DC
- DC=_kerberos,_tcp.Default-First-Site-MName,_site s\08DEL eea16f92-18e4-403d-b633- 7 9754736 CH=
- DC=_kerberos,_tcp. Default-First-Site-Mame,_sites.dc,_msdcs\0ADEL:e8798b1e-1833-4243-baef-92986fd
- DC=_kerberos,_udp QADEL:0de70078-8826-4%f-bc21-274e FhaTrecd, CM=Deleted Objects, DC=contoso
- DC=_kpasswd,_tcphQADEL: 3ef56d44-000:-4657-bfdd-3b9389359382, CM=Deleted Objects,DC=contoso,[
- DC=_kpasswd,_udp 0ADEL:6b2c5c71-8884-42cc-9%c-Ob 1 3b6274d6,CM=Deleted Objects,DC=contosa
- DC=_ldap._tcph0ADEL:Bb 77 dbf-0e1h-442e-0e72-cB06b3de2f81, CM=Deleted Objects, DC=contoso,DC=
- DC=_ldap._tcp. 42257 e5d-bdfe-4543-b 9a8-81eab90c523c.domains_rmsdos'0ADEL:Salch1a9-bE3e-4885-1
- DC=_ldap._tcp.de,_msdes\QADEL:20d1fd 14-d245-4f de-30c3-33754048f633, CM=Deleted Objects,DC=cor
- DC=_ldap._tcp.Default-First-Site-Mame,_sites\0ADEL:158c5265-2192-daac-9a5e-02ad0db 355 0f, CM=Dele
- DC=_ldap._tcp.Default-First-Site-Mame _sites.dc,_msdes\QADEL:bT7e7022-83f3-4e11-9e02-7342bf832 b4
- DC=_ldap._tcp.Default-First-Site-Mame._sites.DomainDnsZonesh080DEL:A5h34337-3f4-4d15-b345-60de
- DC=_ldap._tcp.Default-First-Site-Mame _sites.ForestDnsZones\0ADEL:493154d5-9995-de3c-b345-33c 7hl
- DC=_ldap._tcp.Default-First-Site-Mame _sites.go,_msdes\QADEL:3467a24d-2c83-4b73-8920-cddbbdeear
- DC=_ldap._tcp.DomainDnsZonesy0ADEL: Q3728 7f-4862 -46b 0-a 91 a-babf384251 e, CH=Deleted Objects,|
- DC=_ldap._tcp.ForestDnsZones\QADEL: 769c5508-4903-4081-a02a- 881 14cab 769, CH=Deleted Objects,D
- DC=_ldap._tcp.ge._msdes\QADEL:A3beddba-094d-42eb-8c9e-5dd 02307523, CM=Deleted Objects,DC=c
- DC=_ldap._tcp.pde._msdosh0ADEL: 781 7dd7-62d6-430b-add2-dc 9122496733, CH=Deleted Objects,DC=
- DC=987af334-e236-4da3-82f3-f0a21609d5e8,_msdcs\0ADEL: 2fbf605f-4f32-4d 08-bba2 - 99 6d49d4240,C1
- CM=Daornain Systern Volurne\0ADEL:B2bb 7838 9fh4-47da-068d- 79d433f2e595, CN=Deleted Objects,DC:
- DC=DamainDnsZone sy 08DEL:6cA65b 2d-fff9-445c- 01 0f- . 7c 80159468, CN=Deleted Objects, DC=contos

whenChanged: 100502012 8:09:03 PM Pacific Davylight Time; ~
whenCreated: 7/20/2012 5:54:17 PM Pacific Daylight Time;

Expanding baze 'Ch=Deleted Objects DC=contozo DC=com'...

ing 1 entries:

CH=Deleted Objects,DC it DC=com

cn: Deleted Objects;

description: Default container for deleted objects;

distinguizhediame: Ch=Deleted
Ohbjects DC=contozo DC=com;

dSCorePropagationData: 0x0 =1 J;

instanceType: Oxd = (WRITE J;

izCriticalSystemObject: TRUE;

izDeleted: TRUE,

name: Deleted Objects;

objectCategory:
CM=Cortainer CN=Schema Ch=Configuration DC=cortoso
[DiC=com;

objectClass (2): top; container;

ohbjectGUID: 014e1 ThE-d7 Th-4dca-acd?-ffhdca7 Ohaf1;

showinAdvancedyviewOnly: TRUE;

systemFlags: 0x5C000000 = [ DISALLOW_DELETE |
DOMAIN_DNSALLCWY_RENAME |
DOMAIN_DISALLOWY_MOVE ),

USNChanged: 5807,

uShNCrested: 5507,

whenChanged: 72002012 5:54:57 PM Pacific Davlight Time;

whenCreated: 7/20/2012 5:54:57 PM Pacific Daylight Time;

-| DC=ForestDnsZones\0ADELbd2b12a6-7233-dbb3-b3a6-2feabeficfc2, CN=Deleted Objects,DC=contoso,DC=com

- DC=ge,_msdcs\QADEL: Ffc58ebd- 793-426a-bd03-bbobdb 18f40b, CM=Deleted Objects,DC=contoso,DC=
- CH=Microsoft Hyper-WW0ADEL: 08dfc 074-2835-4b9d- 0c5c- B4dfc 2363549, CH=Deleted Objects, DC=conts
- CH=Microsoft Hyper-WW0ADEL: 2092 77a1-33b2-4497-8309- b 7Afb 0717, CN=Deleted Objects,DC=contc +
< m >

Ready

Showing deleted objec
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Restore a Deleted Object Without
Using the Recycle Bin

Ol | :, CN=Deleted Objects, C=contoso, DC=com

Edit Enkry
Attribute: |

Yalues: |
Operation
® add () Delete () Replace  [msertFil| | Enter |

Enkry Lisk

Extended
[ |Extende Run

Modifying an object

© 2013 John Wiley & Sons, Inc.
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Enabling the Recycle Bin

In Windows Server 2012, you can enable the

Recycle Bin in two ways:

 From the Active Directory module for Windows
PowerShell prompft, use the Enable-
ADOptionalFeature cmdlet.

* From Active Directory Administrative Center,
select the domain, and then click Enable
Active Directory Recycle Bin in the Tasks pane.

Only items deleted after the Active Directory

Recycle Bin is furned on can be restored from the

Active Directory Recycle Bin.
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Enable the Active Directory
Recycle Bin

=] Active Directory Administrative Center | = | = s
@ ¥ Active Directory Administrative Center * Overview v (&) | Manage  Heip

Ei Active Directory... <

IE |‘:‘: WELCOME TO ACTIVE DIRECTORY ADMINISTRATIVE CENTER %) (~) ~
i contoso (local) , Learn more about Active Directory Administrative Centg

il Dynamic Access Control b

Resource Properties Use Active Directory Administrative Center to manage IT tasks
S s o Use Active Directory module for Windows PowerShell
Claim Types ACCESS
2 Global Search CONTROL Find answers on Active Directory Forum
Deploy Dynamic Access Control ]
Get Microsoft Solution Accelerator to help configure Dynamic Access
RESET PASSWORD (%) (~) GLORAL SEARCH XA Y
WINDOWS POWERSHELL HISTORY v
Search Fo Copy Start Task End Task Clear All [C1Show All  Help
Cmadllet Time stamp -

Opening Active Directory Administrative Center
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Enable the Active Directory
Recycle Bin

=

|
L\
@ ¥« contoso (local) * v (2) | Monage  Help
B Active Directory... <  contoso (local) (13) Tasks
E = Filter P @ v ' e I‘; .
i o
IE8 Overview Builtin
- o T ioti Ne ¢
|| contoso (local) » Name RS Beseriphion N
= i ~ Delete
il Dynamic Access Control » Builtin builtinDom... )
 Giobal Search i Computers Container Default container for upgr... Search t-mder this node
@ defaultMigrationContainer... Container Properties
B8 Domain Controllers Organizati... Default container for dom... contoso (local) -
B ForeignSecurityPrincipals Container Default container for secur... Change domain controller
=
. Infrastructure infrastructu... Raise the forest functional leve...
@ LostAndFound lostAndFou... Default container for orph... Raise the domain functional le...
@ Managed Service Accounts  Container Default container for man... Enable Recycle Bin .
@ NTDS Quotas msDS-Quo... Quota specifications conta... & 2
ew
@ Program Data Container Default location for storag... |
Search under this node
M System Container Builtin system settings
| Properti
B8 TPM Devices mSTPM-Int... v TEIPELES
Builtin v
Object class:  builtinDomain Modified: 12/13/2012 6:37 PM
Description:
WINDOWS POWERSHELL HISTORY )

Selecting the domain options
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Restore an Object Using the Active
Directory Recycle Bin

Active Directory Administrative Center

&8 Overvi I | 41 Ted Wilson (Disabled) ~
erview &
= = . E iptis Rest
7] contose (local) N i Builtin » [0 Deleted Last known pa... Type Descripti estore
Deleted Objects I il Computers (3l /2012 10:4.. DC=contosoD... User Restare To..
— | Deleted Objects
Il Dynamic Access Control » e Locate Parent
Bs DirectAccessClients > 5 5
g roperties
Resource Properties =0 +
Bm Domain Controllers > .
R p List _ Deleted Objects ~
sl ey D Ml ForeignSecurityPrincipals  »
Claim Types Bl LostAndFound > New
P Global Search Bl Managed Service Account: » Delete
Bl NTDS Quotas > = Search under this node
il Program Data > o Properties
il System »
il TPM Devices » Expiration:  <Mevers
Ml Users > Last log on:  <Mot Set»
Description:
WINDOWS POWERSHELL HISTORY ()
Search » Co Start Task End Task  Clear All [C1Show All - Hel
PY p
Cmadlet Time stamp s
Enable-ADOptionalFeature 107572012 104031 PPE]
-Confirm:$false -ldentity:"766ddcd8-acd0-445e-f3b0-aTfOb674425" -Scope:"FarestOrCanfigurationSet” -Target:"contoso.com” W

<|

HE

Selecting the Deleted Objects folder
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Managing Active
Directory Offline

Lesson 17: Maintaining Active Directory
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Restartable Active Directory
Domain Services

Starting with Windows Server 2012, Windows servers

iInclude Restartable Active Directory Domain Services,

which allows you to stop and start AD DS without
restarting the domain controller and stopping other
services that might be on the server.

To start or stop the AD DS, open the Services console
to control the service. There are three domain
controller states:

 AD DS Started
« AD DS Stopped
« DSRM

© 2013 John Wiley & Sons, Inc.
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Working with the Deleted
Objects Folder

General | Log On | Recoveny I Dependencies

Service name: MTDS

Dizplay name: Active Directary Domain Services

D escription: [ 05 Diomain Controller zervice. [F this service iz
stopped, uzers will be unable ta log on to the

Fath to executable:
C:hwindowshSpstem 32 zazs, exe

Startup type: |.-’-'-.ut|:umati|:

Help me confiqure service startup ophions.

Service status: Running

Start | | Stop | | Fauze | | Resume |

“'ou can zpecify the start parameters that apply when you start the service
fram here.

Start parameters: |

Cancel | |

Selecting the Deleted Objects folder
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Optimizing an Active
Directory Database

Lesson 17: Maintaining Active Directory
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Ntdsutil.exe

The ntdsutil tool:

Defragments the Active Directory database
to free up disk space.

_efs you look for errors in Active Directory.

s similar to running the Optimize and
defragment drive tool in Windows.

© 2013 John Wiley & Sons, Inc.
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Defragment and Check the Integrity of
the Active Directory Database

. Administrator: Command Prompt - ntdsutil I;li-

sUserssAdmninistrator WINZA1Z25RU . B0 ntdsutil

tdsutil: activate instance HNIDS

Active instance set to "NTDS'.

tdsutil: files

file maintenance: compact to C:o

Initiating DEFRAGHEMTATION mode. ..
Source Database: CisWindowssHTDS“ntds.dit
Target Database: C:wntds.dit

Defragmentation Statusz ¢ completel

ia 48 5a 68 7a g8 78 108

It iz recommended that vou immediately perform a full backup
pnf this database. If you restore a backup made hefore the

ef ragmentation, the database will he rolled back to the state
it was in at the time of that hackup.

ompaction is successful. You need to:

copy "Ciwntds . dit" “"C:oxWindowssNTDSsntds . dit"
nd delete the old log files:

del C:sWindowsMTDS#*.log

file maintenance: _
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Cleaning Up Metadata

Lesson 17: Maintaining Active Directory
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Metadata

To retire a domain controller, the proper method to
demote a domain controller is to remove the Active
Directory Domain Services.

If the demotion fails or the server itself fails where you
cannot recover the system, you need to clean up the
metadata, which means you must manually remove the
domain controller from Active Directory.

Metadata is the data that identifies the domain
conftrollers.

Methods for cleaning up server metadata:
o Use Active Directory Users and Computers and ntdsutil.

o Use the Active Directory Sites and Services and ADSIEdIt.

© 2013 John Wiley & Sons, Inc.
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Clean Up Server Metadata Using Active
Directory Users and Computers

Deleting Domain Controller -

Warning! You are attempting to delete a Domain Controller From Active Directory Domain
I k Services without using the Active Directory Installation Wizard (DCPromo). To propetly
_ remove the Domain Controller From the AD DS domain, vou should run DCPromo on the
Domain Controller that wou want to delete,

Domain Controller;
| vs2

] This Domain Controller is permanently offline and can no longer be demoted using the Ackive
Directory Domain Services Installation Wizard (DCPROMO),

Deleting the domain confroller
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Lesson Summary

The CSVDE.exe and LDIFDE.exe tools enable importing to and
exporting from Active Directory.

Backing up refers to making copies of data.

The Active Directory database is stored in an Active Directory
database file (C:AWINdows\NTDS\Ntds.dit) and its associated log
and temporary files.

The Windows system state is a collection of system components
that are not contained in a simple file but can be backed up
easily.

The SYSVOL is a shared directory that stores the server copy of the

domain’s public files that must be shared for common access
and replication throughout a domain.

Windows includes Microsoft Windows Backup, which allows you to
back up a system. However, third-party backup software packages
usually offer more features and options.
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Lesson Summary

With a nonauthoritative restore, you restore a backup of Active
Directory as of the date of the backup.

An authoritative restore is an override type restore that the
iInformation on the restored domain controller will be replicated
to the other domain confrollers.

An Active Directory snapshot is a shadow copy, created by the
Volume Shadow Copy Service (VSS), of the volumes that contain
the Active Directory database and log files.

The Active Directory Recycle Bin can be used to undelete
deleted Active Directory containers and objects.

You can use ntdsutil to defragment the Active Directory
database to free up disk space.

The metadata is the data that identifies the domain controllers.
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