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Network Policy Server
(NPS) Policies

Connection £ Specifies which RADIUS servers perform
Reque st authentication, authorization, and accounting

* Specifies who is authorized to connect to the network
NetW()rk and circumstances under which they can or cannot
connect

* Establishes system health validators (SHVs) and other
Health settings that define client computer configuration
requirements for NAP-capable computers
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File  Action  View Help
e 7

€5 NPS (Local)
4 | RADIUS Clients and Servers
5 RADIUS Clients
3 Remnote RADIUS Server Groups
4 __j Palicies
| Connection Request Palicies
| Metwork Palicies
~| Health Policies
4 B, Network Access Protection
b o Systern Health Walidators
3 Remediation Server Groups
& Accounting
4 Wl Termplates Managernent
=] Shared Secrets
5 RADIUS Clients
5 Rernote RADIUS Servers
=] 1P Filters
| Health Palicies
3 Remediation Server Groups

NPS Policies

Network Policy Server - o]
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Connection Request Policies

Connection request policies allow vou to designate whether connection regquests are processed locally or

fonwarded to remote RADIUS servers. For NAP WPN or 8021, vou must configure PEAP authentication in
connection request policy.

n Configure Connection Request Paolicies n Learn more

MNetwork Policies

Metwark, policies allow you to designate who is authorized to connect ta the netwark, and the circunstances
under which they can or cannot connect.

B3 Configure Network Palicies B Leanmoe

Health Policies

Health policies allow pou to dezignate the configuration required for NAP-zcapable client computers to access the
netwark. Deploy kealth policy by confiquring Systemn Health Y alidators, creating a health policy, and then adding
the health policy ta the Health Policies condition in netwark. policy.

n Configure Health Policies n Learn more



Configuring Connection
Request Policies

Connection request polices are based on @
range of factors such as:

* The fime of day and day of the week

* The realm name in the connection request
» The type of connection requested

 The IP address of the RADIUS client
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Configuring Connection
Request Policies

When you create a connection request
policy, you define these parameters:

* Type of network access server such as
remote access server (VPN dial-up)

« Condition that species who or what can
connect to the network based on one or
more RADIUS attributes

« Seftings that are applied to an incoming
RADIUS message such as authentication,
accounting, and atfribute manipulation
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Configuring Connection
Request Policies

Connection reques

t policy conditions:

e Are one or more RADIUS attributes that are

compared to the

attributes of the iIncoming

RADIUS Access-Request message.

If there are multiple conditions, all of the

conditions in the connection request

message and in t
policy must matc

ne connection request
N INn order for the policy to

be enforced by NPS.
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Create a Connection
Request Policy

@ Network Policy Server

File Action View Help

Specify Connection Request Policy Name and Connection Type

‘You can specify a name for your connection request policy and the type of connections to which the policy is applied.

Policy name:

Network connection method

Select the type of network access server that sends the connection request to NPS. You can select either the network access server
type or Yendor specific, but neither is required. If your network access server is an 802.1X authenticating switch or wireless access paint,
select Unspecified.

® Type of network access server:

| Unspecified

O Vendor specific:
10 s

™

Previous l l Next l I Finish

<] n

Action: In progress...

Defining the policy name
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Create a Connection
Request Policy

i Specify Conditions
* Specify the conditions that determine whether this connection request policy is evaluated for a connection request, A

minimum of one condition is required.

Conditions:

Condition Y alue

Condition description:

Add.. || Edt. || Remowe

Frevious | | Mext | | Firizh | | Catcel

Specifying conditions
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Create a Connection
Request Policy

Select a condition, and then click Add.

@ Access Client |Pv6 Address

The Acceszs Client IPv6 Address condkion specifies the IPvE address of the Access Client that iz requesting access
from the RADIUS clent.

1 Framed Protocol
The Framed Protocol condition restricts the policy to only clients specifving a certain framing protocal for incoming
packetz, such az PPP or SLIP.

g-l Service Type
._k The Service Tupe condition restricts the policy to only clientz specifying a certain tpe of service, such as Telnet or
Pttt Point Protocol connections,

Tunnel Type

The Tunnel Typpe condition resticts the policy bo only clients that create a specific type of tunnel, such az PPTP or
2TP.

Diay and time restrictions

] Ea}l anfl Iimef els_trli_c:ticns

Selecting a condition
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Create a Connection
Request Policy

Tunnel Type

Specify the tunnel tppes to required to match thiz policy.
Common dial-up and YPH tunnel types

[ ] Generic Route Encapsulation [GRE)

[ ] Layer Two Tunneling Protocal [L2TF)
[ ] Point-ta-Point Tunneling Protocol [FPTF)
[ ] Secure Socket Tunneling Protocol [S5TP)

[ ] IP Encapsulating Security Payload in the Tunnelmade [ESP)

Common 802. 1% connection tunnel types

[ ] Wirtual LAM = WLAM]

Others

[ ] Azcend Tunnel Management Protocol [T P ~

[ ] Bay Dial Virtual Services [DYS)

[ ] Generic Route Encapsulation [GRE]

[ ] IP-in-IP Encapsulation [IP-1F] W
Cancel

Selecting a tunnel type
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Create a Connection
Request Policy

i l Specify Connection Request Forwarding
|

Settings:

The connection request can be authenticated by the local server or it can be forwarded to RADIUS servers ina
remobe RADILS server group,

I the policy condition: match the connection request, these settings are applied.

Forwarding Connechon
Request

% Accounting

Specify whether connection requests are processed lacally, are forwarded o remate
RADIUS servers for authentication, or are accepted without authentication,

(®) Autherticate requests on this server

() Forward requests ba the following remate RaDIUS server group for authentication:

| <not configured: | | Mew...

() Accept users without validating credentials

Frevious | | Mext | | Finish | | Cancel

Specifying Connection Request Forwarding page
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Create a Connection
Request Policy

i Specify Authentication Methods
* Configure one or more authentication methods required For the connection request to match this policy, For EAP

r authentication, wou must configure an EAP type, IF vou deploy MAP with 302, 1% or YPN, vou must configure
Protected EAP.

[] Crverride netwark policy authentication settings

Thesze authentication sethings are uzed rather than the conztraints and authentication zettings in nebwork policy. For WPH and 202,15
connections with MAPF, wou must configure PEAP authentication here.

EA&P types are negotiated between MPS and the client in the order in which they are listed.

EAP Types:
Maove Up
| add. || Edt. || Remove |

Less secure authentication methods:
[ Microsaft Encrypted Authentication version 2 (MS5-CHAP-2)
[ User zan change password after it has expired
[ Microsoft Encrypted Authentication (MS5-CHAP)
["] User can change password after it hazs expired
[ ] Encrypted authentication [CHAP]
[} Unencrypted authentication (PAP, SPAP)
[ Allows clients bo connect without negetiating an authentication method.

Previous | | MHext | | Firizh | | Cancel

Specifying Authenfication Methods page
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Create a Connection
Request Policy

i Configure Settings
* MP3S applies settings to the connection request iF all of the connection request policy conditions  For the policy are
. ) matched.

Configure the zettings for this nebwork policy.
If conditions match the connection request and the policy grants access, settings are applied,

Settings:

Specify a Realm Mame : : : . . .
" Select the attributes to which the following rules will be applied. Fules are processed in

| the order they appear in the list.

RADIUS Attributes ]
- Aftribute: | Called-Station-ld hd

€ Standard

Wendor Specific Rules:

Find Replace \With Add
towe Do
Previous | | I ext | | Finizh | | Cancel

Configuring Settings page

© 2013 John Wiley & Sons, Inc.
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Create a Connection
Request Policy

i l Completing Connection Request Policy Wizard
||

'ou have successfully created the following connection request policy:

Connection Policy Hame

Policy conditions:

Condition Walue
Tunnel Type  Layer Two Tunneling Protocol [L2TF)

Policy settings:
Candition W alue
Authentization Provider  Local Computer

To cloze thiz wizard, click Finish.

Prewvious | | MHext | | Finizh | | Cancel

Completing Connection Request Policy Wizard
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Create a Connection
Request Policy

Owerview | Conditions | Settings

Policy name: I::|:|r'|ru3|::ti|:|r| Policy Mame|

Puolicy State
If enabled, MPS evaluates this policy while proceszing connection requests. |F dizabled, MPS does not evalue this policy.

[#] Palicy enabled

Wetwark connection methad

Select the tppe of network. access server that sends the connection request bo MPS. You can select either the network, access server

type or Yendor specific, but neither is required. IF pour network access server is an 802 1 authenticating switch or wireless access point,
zelect Ungpecified,

(O] Type of network access server

| Unzpecified v

() Wendor specific:
1n s

v

| ak. || Cancel || Apply

Configuring Connection Request Policy properties
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Configuring Network
Policies

An NPS network policy evaluates remote
connections based on these three
components:

o Conditions
o Constraints
« Seffings

© 2013 John Wiley & Sons, Inc.
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Configuring Network
Policies

When a user aftempfts to connect fo a remote access
server, this process occurs:

1.
2.

3.

User attempts to initiate a remote access connection.

Remote access server checks the conditions in the first
configured NPS network policy.

If the conditions of this NPS network policy do not
match, the remote access server checks the next
configured NPS network policies. It keeps checking
each policy until it finds a match or reaches the last
policy.

When the remote access server finds an NPS network
policy with conditions that match the incoming
connection attempt, the remote access server checks
any constraints that have been configured for the

policy.

© 2013 John Wiley & Sons, Inc.
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Configuring Network
Policies

When a user attempts to connect to a remote access server, this
process occurs (confinued):

S,

Once the remote access server finds an NPS network policy
with conditions that match the incoming connection
attempt, the remote access server checks any constraints
(such as time of day or minimum encryption level) that have
been configured for the policy.

If the connection attempt does not match any configured
constraints, the remote access server denies the connection.

If the connection attempt matches both the conditions and
the constraints of a particular NPS network policy, the remote
access server will allow or deny the connection, based on
the Access Permissions configured for that policy.

© 2013 John Wiley & Sons, Inc.
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Create a Network Policy

New Netwaork Policy -

]
. d ‘ou can specify a name for your network policy and the type of connections to which the policy is applied.

I Specify Network Policy Name and Connection Type

Policy name:
[

Metwork, connection method

Select the twpe of network. access server that sends the connection request to MPS. You can select either the network, access server

type or Yendor specific, but neither is required. |F your netwaork. access server iz an 8021 authenticating switch or wireless access point,
select Unzpecified.

(®) Type of network access server:

Unzpecified W

) Vendor specific:

10 5

W

Presvious Mext Finizh
Starting the New Network Policy Wizard
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Create a Network Policy

MNew Network Policy

[ x|

Specify Conditions
* Specify the conditions that determine whether this network policy is evaluated For a connection request, A minimum

of one condition is reguired.

Conditions:

Condition

Walue

Condition description:

© 2013 John Wiley & Sons, Inc.

Add.

Specifying conditions

Edit...

Finizh

Remove

Cancel
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Create a Network Policy

Select condition

Select a condition, and then click Add.
Groups
_aw, Windows Groups

| T
I"-!'_z.r' The Windaws Groups condition specifies that the cannecting user or compuker muzst belong to one of the selected
QroLips.

_,‘.I M achine Groups
_14...3 The Machine Groups condition zpecifies that the connecting computer must belong to one of the selected aroups.

--:‘: Uszer Groups
_tz 3 The Uzer Group:z condition zpecifies that the connecting user must belong to one of the selected groups.

HCAP

) Location Groups
,I:::,l The HCAP Location Groups condition zpecifiez the Host Credential Authorization Protocol [HCAP] location groups

= = required to match this palicy. The HCAP protocal is uged for communication between MPS and zome third party
network, access servers [MASz] See wour MAS documentation before using this condition.

add.. ||

Cancel

Selecting conditions

© 2013 John Wiley & Sons, Inc.
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Create a Network Policy

Specify the group membership required ta match this palicy.

Groups

Add Groups... Remove |

|| Cancel |

Adding Windows groups
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Create a Network Policy

MNew Netwark Policy -

I Specify Access Permission

Configure whether wou want ko grant network access or deny network access if the connection request matches this

e policy.

®) Access granted

Grant access if client connection attempts match the conditions of this policy.

() Access denied

Deny access if client connection attempts match the conditions of this policy.

[] &ccess iz determined by User Dial-in properties [which overide NP5 policy)

Grant or deny acces: according to uzer dial-n properties if client connection attempts match the conditions of thiz policy.

Prewvious | | Mext Firizh

Specifying access permissions

© 2013 John Wiley & Sons, Inc.
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Create a Network Policy

MNew Network Policy

I Configure Authentication Methods

Configure one or more authentication methods required For the connection request to match this policy. For EAP
authentication, you must configure an EAP bype. IF vou deploy NAP with 802.1% or WPN, wou must configure
Protected EAP in connection request paolicy, which overrides netwark policy authentication settings,

|

EAP types are negotiated between HPS and the client in the order in which they are listed.

EAP Types:

Move Up

Move Down

Add... Edi... Remaove

Less secure authentication methods:
Microzoft Encropted Authentication version 2 [MS-CHARP-vZ)
Usger can change pazsword after it has expired
Microzoft Encrypted Authentication [M5-CHAF)
User can change pazzword after it has expired
[] Encrypted authentication [CHAP)
[] Unencrypted authentication [PAP, SPARP)
[ &llowe clients to connect without negotiating an authentication method.
[] Perform machine health check only

| Previous || ext | Fimizh

Configuring authentication methods

© 2013 John Wiley & Sons, Inc.
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Create a Network Policy

Configure Constraints

Constraints are additional parameters of the netwark policy that are required to match the connection request., IF a
conskraint is not matched by the connection request, NPS automatically rejects the request, Constraints are optional;

if wou do nak want to configure constraints, click MNesxt,

Configure the constraints far this network, policy.
If all constraints are not matched by the connection request, network, access is denied.

Constraints:

Constraints. Specity the maximum time in minutes that the server can remain idle before the connection
is disconnected

a3, Session Timeout [[] Disconrect after the maimum idle time:
Called Station 1D - -
5 Day and time X

reztrictions

"ﬁ' MAS Part Type

Previous | | M ext | | Finish | | Cancel

Configuring constraints

© 2013 John Wiley & Sons, Inc.
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Create a Network Policy

i Configure Settings
* NP5 applies settings ko the connection request if all of the netwark policy conditions and constraints for the policy are

matched,

Configure the settings for this network, policy.
If conditions and constraints match the connection request and the policy grants access, settings are applied.

Settings:

RADIUS Attributes

To gend additional attibutes o RADIUS clisnts, select a RADIUS standard attribute, and
then click Edit. If you do not configure an attribute, it iz not sent to BADIUS clients. See
your RADIUS client documentation for required attributes.

Yendor Specific
Metwork Access Protechon

B, MAP Enforcement Atibutes:

(B4 Estended State M ame alue

Routing and Remote Framed-Protocol FFP
Access ServiceType Framed

' Multilink. and
Bandwidth &llocation
Protocol (BAP)

5 IF Filters

Qt Encryption
IP Settings Add. || Edt. || Remove

| Presvious || P et || Finizh || Cancel

Configuring settings
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Create a Network Policy

MNew Netwark Policy

Completing New Network Policy
M

Y'ou have successfully created the following network. palicy:

Policy Hame

Paolicy conditions:

Condition Walue
Windows Groups  COMTOS0MDomain Users

Policy settings:

Condition W ale

Authentication Method FMS-CHAP +1 OR MS-CHAP «1 [User can change paszsword after it has expired] OR MS-CHAP 2 ...
Access Permiszion Grant Access

Update Moncompliant Clients  True

MaP Erforcement Allaw full network, access

Framed-Protacol PFF

Semvice-Type Framed

To cloze this wizard, click Finish.

MHext | Firish | | Cancel

Completing new network policies
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Create a Network Policy

Paolicy Name Properties

Overview | Conditions I Constraints I Settings |

Policy name:

Palicy State

If enabled, MPS evaluates this policy while perfamitg authorization. If dizablad. MPS does not evaluate thiz policy.

Policy enabled

Access Permission

If conditions and constraints of the network policy match the connection request, the policy can either arant access or deny
access. What is access permiszion?

Grant access. Grant access if the connection request matches this policy.

() Dery access. Deny access if the connection request matches this policy.

[ Ignore uger account diakin properties.

If the: connection request matches the conditions and constraintz of this network policy and the policy grants access, perform
autharization with network. policy only; do not evaluate the dial-in properties of user accounts .

Metwark. connection method
Select the type of network access server that sends the connection request to NPS. You can select either the nebwork access server type

orWendor zpecific, but neither i required. |F vour network access server is an 802.1X authenticating switch or wireless access point,
zelect Unzpecified.

®) Type of network access server:

Unspecified

O Vendor specific:

10 2

ak | | Cancel | | Apply

Configuring Network Policy properties
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Multilink and
Bandwidth Allocation

* [SDN includes multiple channels, which allow
simultaneous voice and data
communications.

« With multiink and Bandwidth Allocation
Protocol (BAP) settings, you can specify:

o Whether multiple connections form a single
connection to increase bandwidth

o How BAP determines when these extra lines are
dropped

© 2013 John Wiley & Sons, Inc.
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Multilink and

Bandwidth Allocation

Settings:

| Dverview | Conditionsl Constlaints| Settings |

Configure the zettings for this netwark. policy.
If conditions and constraints match the connection request and the policy grants access, settings are applied.

RADIUS Attributes

€ Standard

Vendaor Specific
Network Access Prolechon
B, NAP Enforcement

1B Extended State

T IPFilkers

5 Encryption

Fultilirk

Specify how you would like to handle multiple connections to the network.
(®) Server settings determine Multiink uzage

() Do nat allovs Multiink, connections

() Specify Multiink settings
Magirmum number of ports allowed: 2 5

Bandwidth Allacation Pratocal

IFthe lines of a Multiink. connection fall below the following percentage of capacity for
the specified period of time, reduce the connection by one line.

3% IP Settings Percentage of capacity: E
Period aof timne: min W
] Require BAP for dynamic Multiink requests
| Ok | | Cancel | | Apply

Configuring Multilink and BAP settings

© 2013 John Wiley & Sons, Inc.
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IP Filters

Allow you to control which packets are
allowed through the network connection
based on IP address.

To configuration:

1. Click the Inpuf Filters or Output Filters for
IPv4 or IPVé.

2. Specity to permit or not permit packets.

3. Click the New button to specify the source
network or destination network.
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IP Filters

Inbound Filters 7] x

These filkers control which packets are fanwarded or processed by thiz netwark:. [ Source network

Filter action: IP address:

(#®) Do ot permit packets lizted below e

() Permit only the packets listed below

Filters: [] Destination netwark.

Source Address Source Mebwark Mask.  Destination Address Destination Mask P IP address

Subnet mazk:

Protocol:

Configuring an IPv4 Inbound filter

© 2013 John Wiley & Sons, Inc.
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Encryption Options

Basic Encryption (MPPE 40-Bit): For dial-up and PPTP-based
VPN connections, MPPE is used with a 40-bit key. For
L2TP/IPsec VPN connections, 56-bit DES encryption is used.

Strong Encryption (MPPE 56-Bit): For dial-up and PPTP VPN
connections, MPPE is used with a 56-bit key. For L2TP/IPsec
VPN connections, 56-bit DES encryption is used.

Strongest Encryption (MPPE 128-Bit): For dial-up and PPTP
VPN connections, MPPE is used with a 128-bit key. For
L2TP/IPsec VPN connections, 168-bit Triple DES encryption is
used.

No Encryption: This option allows unencrypted connections
that match the remote access policy conditions. Clear this
option to require encryption.

© 2013 John Wiley & Sons, Inc.
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Encryption Settings
o pgNameropenes

| Overview | Conditions | Constraints | Settings |

Configure the settings far this netwark, palicy.
|f conditions and constraints match the connection request and the policy arants access, settings are applied.

Settings:
LT The encryption zettings are supported by computers running Microzoft Routing and
@ Standard Remote Sccess Service.
endar Specific If wouy uze different netwark, access servers for dialup or WPM conmections, ensure that
. the enciyptions settings you zelect are supported by vour servers.
Network Access Protechon e Hs Y i .
5 MAP Enforcement IF Mo encrption iz the anly option selected, traffic from access clients ta the network

access gerver is not secured by encryption. Thiz configuration iz not recommended.
(B Extended State

Routing and Remote Access

Fultilink and B andwidth
Allocation Protocaol [BAP)

T IP Filkers

[w] Basic enciyption MPPE 40-bit)
[#] Strong encryption [MPPE 56-bit)
[w] Strongest enciyption [MPPE 128-bit)

3% IP Settings

[w] Mo encryption

| 0K || Cancel || Apply

Configuring encryption settings

© 2013 John Wiley & Sons, Inc.
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[P Addressing

IP settings include these options:
« Server Must Supply An IP Address
« Client May Request An IP Address

Server Settings Determine I[P Address
Assignment (the default setting)

Assign A Static IP Address

© 2013 John Wiley & Sons, Inc.
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IP Addressing

| Overvigvs | Conditionsl Eonstlaints| Setlings |

Configure the settings for this network. policy.

Settings:

If conditions and constraints match the connection request and the policy grants access. settings are applied.

RADIUS Attributes

e Standard

Vendor Specific
Network Access Protection
&, MAP Enforcement

18 Extended State

Routing and Remote Access

3% Fultilink and Bandwidth
Allocation Protacal [BAP)

T IPFilkers
g Enciyption
-_.'-_ |FI [=3 '

Specify the client IP address a assignment rules for thiz policy.

() Server must supply an IP address
() Client may request an 1P address
®) Server settings determine IP address assignment

() Azzign a static IPvd address

To configure IPYE settingz, go to the Standard page of RADIUS Atibutes.

| Ok, | | Cancel

Apply

Configuring IP assignment settings

© 2013 John Wiley & Sons, Inc.
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Managing NPS Templates

NPS template types available in Templates
Management:

« Shared Secrets

 RADIUS Clients

« Remote RADIUS Servers

* |P Filters

 Health Policies

« Remediation Server Groups

© 2013 John Wiley & Sons, Inc.



Managing NPS Templates

& Network Policy Server - | o[

File  Action  View Help

&=
@ MPS {Lacal) Templates Management

4 || RADIUS Clients and Servers
EI RADIIS Clients
3 Remote RADIUS Server Grou

4 Ej Palicies Select an itern below to create, configure, and manage templates. Al templates can be exported to or imparted from other
% Connection Request Palicie: NPS zervers. Toimport or esport templates, right-click Templates Management and select a command.

~ Metwork Policies

Templates Configuration

“ Health Palicies Configure NP5 Templates
b 5 Metwork Access Protection In Templates quagement,you create and modify NFS templates. NF‘S ternplates allow you to create and.save an HPS
‘ ’ component configuration for reuse later. The templates are not applied to the NPS server configuration until you zelect the
l|:| Accounting templates in the appropriate location in the MPS conzole.
a Ml Ternplates Management . o .
= Shared S After you create a template, you can apply the NFS component configuration in the NPS console by selecting the template.
L:J ared Jecrets For example, pou can create an [P Filkers template, and then apply the same P Filters configuration to multiple nebwork,
j RADIUS Clients policies by simply zelecting the template.
F Remote RADIUS Servers
=| IP Filters n Shared Secrets n Health Policies
i ici ients emediation Server Groups
Health Policies n BADIUS Client n Baradiskisn 5 Group

M LS pediston SerEoronss n Remaote RADIUS Servers n IF Filters

B Leammare

Configuring templates in NPS
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Managing NPS Templates

New IP Filters Template -|al x|

Template name:

[Fd

To contral the IPv4 packets this interfface sends, click |

; Input Filters...
[nput Filters., nput FRers |

To contral the IPwd packets this interface receirves, click |

; Clutput Filkers.
COutput Filkersz., AR |

IFvE

To contral the IPvE packets this interfface sends. click |
Input Filkers,

[nput Filkers. . |

To contral the IPwE packets this interface receives, click |

; Output Filters...
Cutput Filers, i |

| ] || Cancel |

Creating a new IP filter template
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Managing NPS Templates

Configure VPN or Dial-Up -

Specify IP Filters
L]
* Configure IPv4 and IPvE packet Filkers if vou wank to restrick the type of network traffic sent

and received,

If you are uzing Routing and Flemote Access Service configured as a dial-up or WPH server, you can configure
IP+4 and IPvE input and output filters. Othemwise, click Mest.

Select an existing IP Eilter template:

Test Template v

MHone

To cantral the |IPw4 packets this interface sends. click Input Filkers. Inpust Filters...

To control the [Pw4 packets thiz interface receives, click Output Filters. Dutput Filters...

IPvE

To cantral the |IPvE packets this interface sends. click Input Filkers. Inpust Filters...

To contral the |IPvE packets this interface receives, click Qutput Filkers. Dutput Filters...

| Previouz || Tent | Finizh

Applying the template

© 2013 John Wiley & Sons, Inc.
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Exporting and Importing the NPS
Configuration Including NPS Policies

Use the netsh command to export the entire

NPS configuration from one NPS server for
Import on another NPS server.

NPS configuration includes:
 RADIUS clients and servers
 Network policy

« Connection request policy
« Registry

« Logging configuration

© 2013 John Wiley & Sons, Inc. 43



Lesson Summary

An NPS policy is a set of permissions or restrictions that are used by
remote access authenticating servers that determine who, when,
and how a client can connect fo a network.

With remote access policies, connections can be authorized or
denied based on user attributes, group membership, and so on.

Connection request policies are policies that establish sets of
conditions and settings that specify which RADIUS servers perform the
authentication, authorization, and accounting of connection
requests received by the NPS server from RADIUS clients.

Network policies establish sets of conditions, constraints, and seftings
that specify who is authorized to connect to the network and the
circumstances under which they can or cannot connect.

With multilink and Bandwidth Allocation Protocol (BAP) setftings, you
can specify whether multiple connections form a single connection
to increase bandwidth. In addition, you can specify how BAP
determines when these extra lines are dropped.

© 2013 John Wiley & Sons, Inc. 44



Lesson Summary

The IP filters allow you to control which packets are allowed
through the network connection based on IP address.

The Encryption settings enable you to specify the supported
encryption used with network connections.

The last setting in the Routing and Remote Access is IP settings,
which specify how IP addresses are assigned.

Network Policy Server templates enable you to create
configuration elements that can be reused on the local NPS
server and can be exported to other NPS servers.

You can export the entire NPS configuration, including RADIUS
clients and servers, network policy, connection request policy,
registry, and logging configuration from one NPS server for
import on another NPS server by using the netsh command.
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