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Overview

« Exam Objective 4.3: Configure Network
Access Protection (NAP)

« Using Network Access Protection (NAP)
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Using Network Access
Protection (NAP)

Lesson 14: Configuring Network Access
Protection (NAP)
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Network Access
Protection (NAP)

* NAP is Microsoft’s software for controlling
network access for computers based on the

health of the host.
« NAP can be used on any computer that runs
Windows and supports NAP.
« Types of computers that connect to a network:
o Desktop computers
o Roaming laptops
o Unmanaged home computers
o Visiting laptops
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NAP Built-In
Enforcement Methods

- =
802.1x

Remote Desktop

Gateway (RD
Gateway)
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NAP Architecture
Components

‘ NAP client-side components
‘ NAP enforcement points

‘ NAP health policy server

‘ System Health Agents (SHAS)
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NAP Architecture
Components (cont.)

‘ Statement of Health (SoH)

‘ NAP Agent

‘ Health Registration Authority (HRA)

‘ Health requirements server

‘ Remediation servers
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NAP Connection Process

1. When the NAP client connects to a network
that requires NAP, each SHA on the NAP client
gxalido’res Its system health and generates an

OH.

2. The NAP client combines the SoHs from
multiple SHAs info a SSoH and sends the
information o a NAP health policy server that
Is defined with the NAP enforcement point.

3. The NAP health policy server uses its installed
SHVs and the health requirements policies to
determine whether the NAP client meets
health requirements.

© 2013 John Wiley & Sons, Inc.



NAP Connection Process

4. The NAP health policy server combines the SOHRs
from the multiple SHVs into a System Statement of
Health Response (SSoHR) and sends the SSOHR
back to the NAP client through the NAP
enforcement point.

5. If the client is compliant, the enforcement point
allows the connection. If the client is
noncompliant, the computer can be connected
to a remediation network.

6. If the computeris noncompliant, the
noncompliant computer can attempt to come
info compliance.

/. If the status of the computer changes, the entire
process starts over.
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Installing Network

Access Protection

 Because NAP is offered through NPS, the
iInstallation is similar to installing NPS
(discussed in Lesson 12).

« However, you want to add HRA, which is
used to issue health certfificates to NAP
client computers that are compliant with
network health requirements.

« For HRA to function, you need to have a CA
available.

© 2013 John Wiley & Sons, Inc.

10



Install Network Policy Server

Select role services

Before You Begin
Installation Type
Server Selection
Server Roles

Features

Network Policy and Acces..

Confirmation

DESTINATIOM SERWVER
Win20125rv2.contoso.com

Select the role services to install for Netwaork Policy and Access Services

Role services

Network Policy Serve
[] Health Registration Authority
[] Host Credential Authorization Protocol

Description

MNetwork Policy Server (NP5} allows
you to create and enforce
organization-wide network access
policies for client health, connection
request authentication, and
connection request authonzation.
With NP5, you can also deploy
Metwork Access Protection (NAP), a
client health policy creation,
enforcement, and remediation
technology.

| <previous | [ Mext> | | instal || Cancel
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Install Network Policy Server

o i . . DESTINATION SERVER
Certification Authority WINZD125RV.contosocom
Before You Begin Health Registration Authority (HRA) requires that at least one Certification Authority (CA) be
Installation Type associated with it,

Ter 3 22Ty () Use the local CA to issue health certificates for this HRA server.

There is an existing CA on this computer. If you choose to use it, it will be dedicated to issuing
Features health certificates.

Server Roles

Metwork Policy and Acces... ) Use an existing remate CA.
Raole Services If you choose to use an existing CA it should be one dedicated to issuing health certificates.

Certification Authaority

) Select a CA later using the HRA consale.

&% You will not be able ta issue health certificates to NAP client computers until this CA
is canfigured.

[ <previous | | mMet> | | instal || Cancel

Specifying the Certificate Authority
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Install Network Policy Server

Before You Begin
Installation Type
Server Selection
Server Roles

Features

Role Services

Certification Authority

Authentication Requir.

Network Policy and Acces...

Authentication Requirements

DESTINATION SERVER
WIN2012SRV.contoso.com

Health Registration Authority can be configured to ensure that only users authenticated to the

domain can get health certificates.

Do you want to require that users be authenticated in order to get a health certificate?

) Yes, require requestors to be authenticated as members of a domain. (recommended)

This option is only available when the computer is joined to a domain.

) No, allow anonymous reguests for health certificates.

| <PreviousH Next > ’

|

Install ’ | Cancel

Configuring the authentication requirements
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Configuring NAP

Enforcement

To configure NAP:

1. Install and configure the server on which
you Will apply NAP enforcement.

2. Configure NPS and the NAP-related
policies.

3. Configure the remediation servers.
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DHCP Enforcement

To control network access, DHCP
enforcement sets the following:

« DHCP Router option is set to 0.0.0.0 so
noncompliant computers do not have a
configured default gateway.

« Subnet mask s set to 255.255.255.255 so that
there are no routes to the attached subnet.
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Configuring NAP
Enforcement for DHCP

To configure DHCP enforcement, you must:

1. Configure a DHCP server and create the
appropriate DHCP scopes.

2. Install NPS on the DHCP server.

3. Run the NAP Wizard to configure the connection
request policy, network policy, and NAP health
policy. Define the remediation severs, which
noncompliant clients can access.

4. Enable NAP for individual DHCP scopes.

5. Enable the NAP DHCP Quarantine Enforcement
Client and start the NAP service on NAP-capable
client computers.
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Configure the DHCP Server

File  Action ‘iew Help

=== HE &

|§ DHCP

A ﬁ wein2012sre contoso,.com
4 T 1P
Server Options
4] Palicies
I [#| Filters

b IPvE

Caontents of DHCP Status

ﬁ witi2012specontoso.corm

Actions

kdore Actions

Opening the DHCP console
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Configure the DHCP Server

Scope Name

Y'ou have to provide an identifying zocope name. v'ou alzo have the option of providing @J
a deszcription.

Type a name and description for thiz scope. This information helps you quickly identify
how the zcope iz to be used on your network,

Marne: ||

Description: I

¢ Back || Memt = || Cancel

Defining the scope name
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Configure the DHCP Server

IP Address Range T
You define the scope address range by identifving a set of consecutive [P addresses.

— Configuration settingz for DHCP Server

Enter the range of addresses that the scope distributes.

Start IP address: I |

End IP address: I

— Configuration sethings that propagate to DHCP Client

Length: I 0 _I:j

Subnet mazk: I

¢ Back ” Mest = | | Cancel

Specifying the IP address range
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Configure the DHCP Server

Mew Scope Wizard

Lease Duration —n
The leasze duration specifies how long a client can use an IF address from thiz scope.

Leasze durationz should typically be equal to the average time the computer iz
cannected to the zame physical netwark. For mobile netwark s that caonsist mainly of
portable computers or dial-up clients, shorter leaze durations can be useful.
Likewize, for a gtable network, that congigte mainly of desktop computers at fived
locations, langer leaze durations are mare appropriate.

Set the duration for scope leases when distibuted by this server.

Lirnited ta:

Days: Haours: Minutes:
= = —=1

0= | e [ b

< Back || Mest » || Cancel

Specifying the lease duration
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Configure the DHCP Server

Router [Default Gateway) rdig‘k:-
“Y'ou can specify the routers, or default gatewans, to be distnbuted by this scope. ‘L:“]U
e

To add an IP addrezs for a router uzed by clisnte, enter the addrezs below.

IP address:
| | . . . dd

Remove

dills

Do

< Back || Mest » || Cancel

Defining the default gateway
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Configure the DHCP Server

File Action  Wiew Help

DHCP

ez 2 XE &2 HE E S
¥ DHCP Marne
4| 5 win2012sreconf==—= Lo
4 2 1Pl Add/Remove Bindings..,
E | Scope [T Autharize
= Ser\..r'e.rD B
4| Paolicies
[ 7| Filters Rediien,
b IPuB All Tasks b
Wiy J
Delete
< m Refresh
Autharize this server in | Export List.,
Properties
Help

Authorizing the DHCP server
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Configure NAP for DHCP Server

File Action View Help

e F HE

@ MNPS (Local) NP5 [Local)

p [ RADIUS Clients and Servers )
b =] Policies Getting Started

b B MNetwork Access Protection @ Mebwark, Policy Server ([MPS] allows you to create and enforce organization-wide network access policies

% Accounting far client health, connection request authentication, and connection request autharization,

b Ml Ternplates Management

Standard Configuration

Select a configuration scenarnio from the lizt and then click the link below to open the zcenario wizard,

Metwork, Access Protection [MNaF]

MNetwork Access Protection (NAF)

WWhen you configure MPS az a MAP health policy server, you create health policies that allow MPS to validate
the configuration of MAP-capable client computers before they connect ta your netwark. Clients that are not
compliant with health palicy can be placed on a restricted netwark. and automatically updated to bring them inta
compliance,

B} Configue NAP B Leammare

Advanced Configuration

Templates Configuration

Starting the Network Policy Server console
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Configure NAP for DHCP Server

Configure NAP -

Select Network Connection Method For Use with NAP
I!Jlial

Network connection method:

Select the network connection method that you watt to deploy on your network. for MAP-capable client
computers, Created policies will wark, with this netwark connection type anly. To create policies for additional
network connection methods, youw can run the wizard again.

Dynamic Host Configuration Pratocal [DHCP) W

Policy name:
Thiz default text iz used az part of the name for each of the policies created with this wizard. “ou can uge the

default text or modify it.

[M&P DHER

Additional requirements:
A ou must perform additional actions to set up HAP. View additional NAP requirements by clicking on the
I link, below.

Additional Requirements

Frevious Finizh
Selecting the network connection method
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Configure NAP for DHCP Server

Configure NAP -

! Specify NAP Enforcement Servers Running DHCP Server
]

RADIUS clients are network. access servers, not client computers. [F the local computer is running DHCP
Server, you can skip this step and click Next.

If you want to add remote DHCP servers as RADIUS clients, click 4dd. All remate DHCP servers that you

add must alzo run NP5, Also, remate DHCPAMPS servers must forward connection requests to this NPS
zerver [the local computer).

RADIUS clients:

Remote Access Add..
Wireless
Edi..
Remove

Previous || [ext Finizh

Specifying NAP enforcement servers running
DHCP server

© 2013 John Wiley & Sons, Inc.
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Configure NAP for DHCP Server

ll-.* Specify DHCP Scopes
|

when you specify one or mare NAP-enabled scopes, NPS evaluates client health and performs autharization for
client computers requesting an IP address from the designated scopes.

If you do not specify any scopes, the policy applies to all M&P-enabled scopes at the selected DHCP servers. |f
you specify a scope that is not MAP-enabled, pou must enable NAP for the scope after completing this wizard.

To zpecify one or more scopes, click Add.

DHCP scopes:

Add...

Previous | | VR | | Finizh | | Cancel

Specifying the DHCP scopes to apply to NAP

© 2013 John Wiley & Sons, Inc.
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Configure NAP for DHCP Server

Q Configure Machine Groups
!*

Taogrant or deny access to groups of computers, add groups to Machine Groups.

If no groups are selected, this policy applies to all users.

Machine Groups:

Add..

Remove

Previous | | VR | | Finizh | | Cancel

Specifying the computer groups that NAP will apply to
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Configure NAP for DHCP Server

Configure NAP -

Specify a NAP Remediation Server Group and URL
*— =

Remediation Server Group:
Femediation servers store software updates for MAP clients that need themn. Remediation Server Groups contain
one of mare remediation servers.

Select a Remediation Server Group that you have already configured or, to create a new group, click Mew Group.

<nones v| | Mew Group...

Troubleshooting URL:
IF you have a'‘Web page that provides users with instructions to ugers on how to bring computers and devices into
compliance with NAP health policy, type the Uniform Resource Locator (URL] for the 'web page.

If you da nat have a Help Web page, do not type a URL.

hitp: /!

Previous | | Temt Finizh

Specifying the NAP Remediation Server group and URL
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Configure NAP for DHCP Server

[ I5elect an existing template;
| v]
Group Mame:
Remediation Servers:
DS Mame / IP Address Friendiy M ame Add. .
ok | | Cancel

Adding computers to the Remediation Server group

© 2013 John Wiley & Sons, Inc.
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Configure NAP for DHCP Server

Configure NAP -

l Define NAP Health Policy

——

The installed System Health VW alidators are listed below. Select only the Syztem Health ' alidators that you want to
enforce with this health policy.

MName
“windows Security Health ' alidator

Enable auto-remediation of client computers

If selected, MAP-capable client computers that are denied full access to the network. becausze they are not
compliant with health policy can obtain software updates from remediation servers.

If not selected, noncompliant NAP-capable client computers are not automatically updated and cannot gain
full network access until they are manually updated.

Hetwork access restrictions for MAP-ineligible client computers:

(® Deny full network access to MAP-ineligible client computers. Allow access to a restricted netwark anly.

() Allow full nebwark access o NAP-neligible client computers.

Previous | | Mext Finizh

Defining NAP Health Policy
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Enable NAP on All DHCP Scopes

Filters I F ailower | Advanced
General I DMS Metwork, Access Protection

Metwork Access Protection iz warking on this server.

You can setup the Mebwaork, Access Protection settings far the DHCP
zerver here.

— Metwork, Access Protection Settings

Enable on all su:u:upe&l Dizable on all scopes

— DHCF zerver behaviour when Metwork Policy Server[MPS] is unreachable

& Full hocess
™ Resticted Access

™ Diop Client Packet

Enabling NAP for all DHCP scopes
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Enable NAP on an Individual
DHCP Scope

General | DHS | Metwork Access Protection | Advanced

— Metwark Access Pratection

You can setup the Metwork, Access Pratection settings for this scope
here.

— Metwork, Acceszs Protection Settings

{*' Enable for this scope

¢ Usge default Metwork Access Protection profile

" Use custam profile

|' Profile M ame

™ Dizable for thiz scope

| Ok | ‘ Cancel | | Apply |

Enabling NAP for individual DHCP scopes

© 2013 John Wiley & Sons, Inc.
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Enable the NAP DHCP Quarantine Enforcement

Client and Start NAP Service on a DHCP Server

File Action Wiew Help
d

Il_gﬁ MAP Client Configuration (Local Comp iguration (Local Computer) Actions
b [ Enforcement Clients e

-
B [ User Interface Settings
p [ 7] Health Registration Settings Import
Export
Wiew »
|G Refresh
Usze these steps to create and manage the enforcement clients,
specify uzer interface settings for the Netwark Access Protection Properties
[M&P] client, and configure settings for trusted health registration Help

autharity servers.

Create and Manage Enforcement 1
Clients

Y Learn more sbout

=9 Enforcenent Clierts enforcement clients,

Specify User Interface Settings for 2
the NAP Client

Learn more about user

-) Uzer Interface Seftings -) inlsiiace sellings
INierlace selings.

Configure Settings for Trusted Server 3
Groups

Opening the NAP Client Configuration console
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Enable the NAP DHCP Quarantine Enforcement
Client and Start NAP Service on a DHCP Server

File Action “View Help
s &

gj MNAR Client Configuration (Local Comp

Actions

\ ) Enforcement Cllen.ts TS e -
b ] User Interface Settings I = %l
p [ Health Registration Settings B, [Pz Relying Party Disabled View 4
QHD G ateway Quarantine Enforcement Client Disabled | Refresh
B EAP Quararttine Erforcement Client Disabled n Help
1 -~
| DHCP Quarantine Enforceme.. «
Enable
|G Refresh
Froperties
E Help

5 DHCF Quarantine Enforcement Chent

1D TIE17

N ame: DHCF Quarantine Enforcement Client
Description: Pravides DHCP bazed enforcement far MAP
Wersion: 1.0

endar: Microsoft Corparation

Status: Disabled

< m k4

Configuring the enforcement clients
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Enable the NAP DHCP Quarantine Enforcement
Client and Start NAP Service on a DHCP Server

Enabling the client allows Metwork Access Protection to be enforced from
this device.

[] Enable this enforcement client

| Ok. || Cancel || Apply |

Enabling enforcement client for DHCP

© 2013 John Wiley & Sons, Inc.
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Configuring NAP
Enforcement for VPN

1. Install NPS on the VPN server.

2. Configure the VPN server and have them use
PEAP-based authentication (either PEAP-MS-
CHAP v2 or PEAP-TLS).

3. Run the NAP Wizard to configure the
connection request policy, network policy,
and NAP health policy. Define the remediation
severs, which noncompliant clients can
QCCEeSS.

4. Enable the NAP DHCP Quarantine
Enforcement Client and start the NAP service
on NAP-capable client computers.
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Configure NAP for VPN Servers

Configure NAP -

Select Network Connection Method For Use with NAP
*— =

Metwork connection method:

Select the netwark. connection methad that you want ta deploy on your network, for MAP-capable client
computers. Created policies will work. with this network, connection tepe only. To create policies for additional
hetwork, connection methods, you can run the wizard again.

Wirtual Private Network [WPN] W

Policy name:
Thiz default test iz uzed az part of the name for each of the policies created with thiz wizard. Y'ou can uze the

default text or modify it

MAP PN

Additional requirements:
e | You must perform additional actions to set up NAP. Yiew additional NAP requirements by clicking on the
lirk. bedow.

Additional Bequirsments

Selecting the Virtual Private Network (VPN) for the
Network Connection
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Configure NAP for VPN Servers

H* Configure User Groups and Machine Groups
|

To grant or deny access to groups of computers, add groups to Machine Groups. To grant or deny access ta
groups of users, add groups to User Groups. You can configure both Machine Groups and User Groups for this
policy.

If o groups are selected, this policy applies to all users.

M achine Groups:

Add...

Femove

User Groups:

Add...

Remove

Previous | | Mest | | Finizh | | Cancel

Specifying user and machine groups for NAP
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Configure NAP for VPN Servers

Configure NAP -

Configure an Authentication Method

vy

-

Protected Extensible Suthentication Protocol [PEAP] is the authentication method used with wireless access
pointz and authenticating switches. To configure PEAP, you must select a server certificate on the MPS server
and you must configure an authentication twpe.

MNPS Server Cerlificate

To zelect a server certificate izsued by your organization tusted root certification authority [CA) or a public
Cé, that is trusted by client computers, click Choose. Ta view the selected certificate, click View.

WIN20125RY . contoza.com [Walid until 9/4/2013 6:05:39 PM) |
| Wigt... | | Choose... |

EAP types:
Select EAP types to use with PEAP. The authentication type determines the kind of credentials that NPS can

accept from client computers and users [either user name and password or a certificate].

Secure Password [PEAP-MS-CHAP v2). This authentication type permits users to type pazsword-based
credentials during authentication.

[]Smart Card or other certificate [EAP-TLS). This authentication type requires certificates on smart cards ar in the
client computer certificate store. For thiz authentication type you must deploy your own tusted root CA,

Frevious | | Mest Finizh

Configuring an authentication method for NAP
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System Health Validators

« System Health Validators (SHVs) settings define
the requirements for client computers that
connect to your network.

Server console.

You configure SHVs using the Network Policy

Windows 8 includes a Windows Security Health

Validator SHA that monitors the Windows

Security Center seft

« Windows Server 20°

Windows Security H

© 2013 John Wiley & Sons, Inc.
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2 includes a corresponding
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System Health Validators

File Action View Help

e 7@

p =1 RADIUS Clients and Servers
b EJ Policies ki System Health Validator settings define the requirements for client
2 5 computers that connect to your network. You can edit the default
4 % Network Access Protection configuration, or if an SHV supports storing multiple settings, you can
4 3 System Health Validators create additional configurations for use with your health policies.
4 M Windows Security Health Validato

M Settings
=M Error Codes ID Name
i Remediation Server Groups e~ 0 Default Configuration

B Accounting
b Wl Templates Management

Managing the Windows SHV
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System Health Validators

e Network Policy Server -|0O] X
File Action ”Vigw Help

Use the settings below to define a Windows Security Health Validator policy. Your
selections define the reguirements for client computers connecting to your network.

How do | configure a security hezlth policy?

Firewall Settings

[ Afirewall is enabled for all network connections

Antivirus Settings

[ An antivirus application is on

[ Antivirus is up to date

Spyware Protection Settings

[#] An antispyware application is on
[ Antispyware is up to date
Automatic Updates Settings

Configuring Windows SHV

© 2013 John Wiley & Sons, Inc.
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Configuring System
Health Validators

SHV options:

* Firewall Settings

* Antivirus Settings

« Spyware Protection Settings
« Automatic Updates Settings
« Security Updates Settings

© 2013 John Wiley & Sons, Inc.
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System Health Validators

e

Network Policy Server

File Action View Help

@ NPS (Local)
b [©] RADIUS . —
b Ef Policies Windows 8/Windows 7/Wi
.. Windows XP

< m

Automatic Updates Settings

[] Automatic updating is enabled
Security Updates Settings

[T] Restrict access for clients that do not have all available security updates installed

Specify the minimum severity level required for updates:

l Important and above

Specify the minimum number of hours allowed since the client has checked for new
security updates (maximum allowed is 72 hours):

By default, clients can receive security updates from Microsoft Update. If additional
sources are required for your deployment, select one or both of the following sources.

[] Windows Update
[ ] Windows Server Update Services

© 2013 John Wiley & Sons, Inc.
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Configuring Health
Policies

« Health policies consist of one or more system
health validators and other setftings that
enable you to define client computer
configuration requirements for the NAP-
capable computers that attempt to
connect tfo your network.

« Health policy pairs:
o NAP-compliant
o NAP-noncompliant

© 2013 John Wiley & Sons, Inc.
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Configuring Health Policies

NAP DHCP Compliant Properties -

Settings Settings

Configure health palicy zettings. To enforce the health policy, add it to the
Health Policies condition of one or mare network, policies.

[ ] 5elect an existing template:

| v|
Palicy name:
|N&P DHCP Compliant
Client SHY checks:
| Client pazzes all SHY checks W ‘

SHWs uged in thiz health policy:

M arne Setting

el {10 = AR e E T O efault Configuration

Configure health palicy zettings. To enforce the health policy, add it to the
Health Policies condition of one or mare network, policies.

[ ] 5elect an existing template:

Palicy name:

|NAP DHEP Noncompliant

Client SHY checks:

| Client failz one or more SHY checks

SHWs uged in thiz health policy:

Setting

ecurity Health ' Drefault Configuration

Ok | | Cancel ‘ | Apply

Cancel | | Apply

Viewing the health policies

© 2013 John Wiley & Sons, Inc.
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Configuring Health Policies

Conditions | Constraints | Settings

Configure the conditions for this netwark policy.

If conditions match the connection request, MPS uges thiz policy to authonze the connection request. [F conditionz do not match the
connection reguest, NPS skips thig policy and evaluates other policies. if additional policies are configured.

Candition Y alue
B8 Health Policy M&P DHCP Moncompliant
B M5 -Service class MAP DHCF

Condition description:
The Health Palicizs condition restricts the palicy ta orly clients that meet the health criteria specified in the health palicy.

| add. || Edt. | Remove

| OF. || Cancel ||

Apply

Displaying the conditions of a health policy

© 2013 John Wiley & Sons, Inc.
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Configuring Health Policies

File  Action ‘iew Help

@

€ NPSiLacah

B [0 RADIUS Clients and Servers

4 ‘]'__EJ Palicies
7] Connection Request Policies
) Metwork Palicies
7] Health Palicies

P 5 Metwork &ccess Protection

4 Y Systern Health Validators

a4 M WWindows Security Health Walidator

S Settings
=M Error Codes
i’i Rernediztion Serser Groups
% Accounting
;- Wl Terrplates Managernent

Mebwork, policies allow you to designate who iz authorized to connect to the netwark, and the circumstances under which they can or cannot

canneck.

Palicy Hame
J;ﬁ Secure Wireless Connections
J;ﬂ\-"irtual Private Metwork [WPM] Connections

AP DHL

HAP DHCP Honcompliant

J;ﬂ M&P DHCP Mon MAP-Capable
[ MAP YPN Compliant
L MaP PN Neancampliant
J;ﬂ M&PYPN Man MAP-Capable
J;ﬁ Connections to Microsoft Routing and Remote Access server

Status

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

Processing Order
1
2

993939
1000000

Arcess Type
Grant &ccess
Grant Access

Grant &ccess
Grant Access
Grant Access
Grant Access
Grant fccess
Dy Access
Deny Accers

Source

Unspecified

Remote Access ServerfyPM-Dial up)
DH

DHCF Server

DHCP Server

Remote Aocess ServeryPN-Dial up)
Remote Access ServerlyPN-Dial up)
Remote Access Server[YPH-Dial up)
Unspecified

Ungpecified

£§ Connections bo other access servers
<

Conditions - If the following conditions are met;

Condition Value
Health Policy MAP DHCP Compliant
MS-Service class MaP DHCP

Settings - Then the fallowing settiings are applied:

© 2013 John Wiley & Sons, Inc.

Displaying the network policies
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Configuring Health Policies

NAP DHCP Noncompliant Properties -

Overview | Conditions | Constraints | Setitgs |

Palicy name:

Fuolicy State
If enabled, NP5 evaluates thiz policy while performing authonization. If disabled, MPS does not evaluate this policy.

Palicy enabled

Access Permizzion
If conditions and constraints of the network policy match the connection request, the policy can either grant access or deng
access. What is access permission?

(®) Grant access. Grant access if the connection request matches this policy.
() Deny access. Deny access if the connection request matches this policy.

lgnore user account dial-in properties.

I the connection request matches the conditions and constraints of this network policy and the policy grants access, perform
authorizatiot with network, palicy anly; do not evaluate the dialin properties of user accounts .

Metwork connection method

Select the type of network. access server that sends the connection request to NPS. You can select either the network, access server lupe
or Yendor specific, but neither iz required. IF your network. access server is an 802, 1% authenticating switch or wireless access point,
select Unspecified.

®) Type of network access server

DHEP Server W

() Wendor specific:

10 z

W

| ak || Cancel | Apply

Viewing NAP Enforcement for a network policy
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Configuring Health
Policies

NAP enforcement setfings:

* NAP DHCP-compliant: Allow full network
QCCESS.

e NAP DHCP-noncompliant: Allow [imited
QCCESS.

 NAP DHCP nonNAPcapable properties:
Allow full network access.
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Configuring Isolation
and Remediation

 |f a computeris noncompliant, it should be
Isolated from production network.

 When you configure NAP, you can
configure either a monitor only policy or an
Isolation policy.
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Configuring Isolation
and Remediation

Remediation servers typically consist of:
e DHCP servers to provide |IP configuration

e Naming servers including DNS servers and
WINS servers

e Active Directory domain conftrollers (read-
only domain controllers are recommended
to minimize security risks)

e Internet proxy servers so that noncompliant
NAP clients can access the Internet
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Configuring Isolation
and Remediation

Remediation servers typically consist of
(continued):

e HRAS so that noncompliant NAP clients can
obtain a health certificate for the IPsec
enforcement method

* Web server that contains the troubleshooting
URL server, so users can access information on
compliance

* Anfi-virus/anfi-malware servers to refrieve
updated anti-virus/anti-malware updates

o Software update servers so that clients can get
Windows updates

© 2013 John Wiley & Sons, Inc.

53



Configuring NAP
Client Settings

* You can use the Enable Security Center in
the Group Policy procedure to enable
Security Center on NAP-capable clients
using Group Policy.

 Some NAP deployments that use Windows
Security Health Validator require Security
Center.

 Open the Services console to start and set
the startup type to Automatic in the
Network Access Protection Agent service.
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Configuring NAP
Client Settings

To verity a client’s configuration, run the
following command:

netsh nap client show state
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Configuring NAP Client Settings

= Administrator: CA\Windows\System32\cmd.exe I;Ii-

:~>netsh nap client show state
lient state:

Network Access Protection Client
Microsoft Hetwork Access Protection Client

]
Enabled
Not restricted
roublezshooting URL
estriction start time
Extended state
roupPolicy Hot Configured

79617
DHCP Quarantine Enforcement Client
{Pouides DHCP hased enforcement for NAP

name icrosoft Corporation
egistration date
Initialized No

= 79619
IPsec Relying Party

Description Provides IPzec haszed enforcement for Metwork Access Pro
ection
ersion i.8
endor name icrosoft Corporation
egistration date =
Initialized Ho

= 79621
RD Gateway Quarantine Enforcement Client
Provides RD Gateway enforcement for NAP

name icrosoft Corporation
egistration date
Initialized Ho

= 79623
EAP Quarantine Enforcement Client
= Provides Metwork Access Protection enforcement for EAP
luthenticated network connections,. such as those used with 8B2.1K and VPN techno
ogie
i 1.8

icrosoft Corporation

Ho
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Lesson Summary

Microsoft Network Access Protection (NAP) is software for
conftrolling networked computers based on the host's health.

NAP includes built-in enforcement methods that define the
mechanisms that NAP can use, including DHCP, Internet
Protocol Security (IPsec), VPN, 802.1, and more.

System Health Agents (SHAs) are components that report on
one or more elements of the health of a NAP client.

Each SHA creates a Statement of Health (SoH) that transmits
to the NAP Agent. Each SHA generates a new Statement of
Health whenever the status is updated.

NAP Agent maintains information about the health of the NAP
client computer and transmits information between the NAP
enforcement clients and the SHASs.
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Lesson Summary

System Health Validators (SHVs) setftings define requirements
for client computers that connect to your computer.

Health policies consist of one or more system health validators
and other setftings that enable you to define client computer
configuration requirements for NAP-capable computers.

Typically, you use a monitor-only policy when you first
Implement NAP to test the implementation so that you can
verify which computers are blocked and which are granted
access to the production network by viewing the security logs
in the Event Viewer on the NAP server.

A remediation server group and troubleshooting URL will be
available to users if they fail the compliance check.

For clients to use NAP, they must have Security Center
enabled and have the NAP Agent service running.
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