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« Configuring a Network Policy Server
Infrastructure
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Configuring a Network
Policy Server Infrastructure

Lesson 12: Configuring a Network Policy Server
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RADIUS Terms

Network Policy Server (NPS): Microsoft’s RADIUS
server.

Authorization: The process that determines what a
user is permitted to do on a computer system or
network.

RADIUS client: A server or device that forwards
RADIUS requests to a RADIUS server.

Access client: A computer or device that
contacts or connects to a RADIUS client, which
requires authentication and authorization to
connect.
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A Network with RADIUS

Access @
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RADIUS servers and clients
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Authentication, Authorization,

and Accounting

When NPS is used as a RADIUS server, authentication,
authorization, and accounting follows these steps:

1.

4,

When an access client accesses a VPN server or
wireless access poinf, a connection request is
created that is sent fo the NPS server.

The NPS server evaluates the Access-Request
message.

If required, the NPS server sends an Access-
Challenge message to the access server. The
access server processes the challenge and sends
an updated Access-Request to the NPS server.

The user credentials are checked and the dial-in
properties of the user account are obfained by
using a secure connection to a domain coniroller.
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Authentication, Authorization,
and Accounting

When NPS is used as a RADIUS server, authentication,
authorization and accounting follows these steps (cont.):

5. When the connection attempt is authorized with both
the dial-in properties of the user account and network
policies, the NPS server sends an Access-Accept
message to the access server. If the connection
attempt is either not authenticated or not authorized,
the NPS server sends an Access-Reject message to the
QCCeSS server.

6. The access server completes the connection process
with the access client and sends an Accounting-
Request message to the NPS server, where the
message is logged.

/. The NPS server sends an Accounting-Response to the
QCCESS server.
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Installing Network Policy Server

Select server roles

Before You Begin
Installation Type

Server Selection

Server Roles

Features

Network Policy and Acces...

Role Services

Confirmation

Add Roles and Features Wizard

Select one or more roles to install on the selected server.

Roles

[[J Active Directory Certificate Services et
[[] Active Directory Domain Services
[] Active Directory Federation Services
[[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[[] Application Server
[] DHCP Server =
[[] DNS Server
[T] Fax Server

b [V File And Storage Services (Installed)
[] Hyper-v
Network Policy and Access Service i
[T] Print and Document Services

b [V] Remote Access (Installed)
[[] Remote Desktop Services .

DESTINATION SERVER
Win2012Srv2.contoso.com

Description

Network Policy and Access Services
provides Network Policy Server
(NPS), Health Registration Authority
(HRA), and Host Credential
Authorization Protocol (HCAP),
which help safeguard the health and
security of your network.

| < Previous | | Next > |

Install I Cancel

Installing Network Policy and Access Services
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Installing Network Policy Server

Select role services

Befere You Begin
Installation Type
Server Selection
Server Roles

Features

Network Policy and Acces...

Confirmation

DESTINATION SERVER
Win2012Snv2.contoso.com

Select the role services to install for Network Policy and Access Services

Role services

Network Policy Serve

[[] Health Registration Authority
[[] Host Credential Authorization Protocol

Description

Network Policy Server (NPS) allows
you to create and enforce
organization-wide network access
policies for client health, connection
request authentication, and
connection request authorization.
With NPS, you can also deploy
Network Access Protection (NAP), a
client health policy creation,
enforcement, and remediation
technology.

[ <Previous | [ Next> | | install | [ Cancel

Selecting Network Policy and Access
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Installing Network Policy Server

File Action  Wiew Help

«=| = H
€ NPS (Local) NPS [Local)
b =] Policies Getting Started
3 5 Metwark Access Pratection Metwork Policy Server (NP5 allowes pou to create and enforce organization-wide network, acoess policies for client
% Accounting health, connection request authentication, and connection request authorization.
b Wl Templates Managernent
Standard Configuration -
Select a configuration scenarnio from the list and then click the link below to open the scenario wizard.
Metwork Access Protection [MAP] W
Metwork Access Protection {NAF)
When pou configure MPS as a MAP health policy server, pou create health policies that allow MPS to walidate the
configuration of M&P-capable client computers before they connect to your netwark. Clients that are not compliant with
health palicy can be placed on a resticted network, and autamatically updated ta bring ther into compliatce.
n Configure MAP n Leamn more
Advanced Configuration -
Templates Configuration E
< n [ >

Opening the Network Policy Server console
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Configuring RADIUS
Server Infrastructures

Multiple RADIUS server configurations:
* Primary RADIUS server and alternate RADIUS
servers

A RADIUS proxy located between the
RADIUS server and the RADIUS clients
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Configuring RADIUS Server
Infrastructures

Access
Clients

Access
Clients

NPS Server NPS Server NPS Server

Using a RADIUS proxy server
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Configuring RADIUS
Server Infrastructures

Load balancing options:
* Priority

« Weight

« Advanced seffings
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Add a Remote RADIUS
Server Group

GEroup name:

RADIIS Servers:
RaDIUS Server Pricrity Wigight Add...

Creating a new RADIUS server group
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Add a Remote RADIUS
Server Group

Address |Authentication.-"Ac:counting I Load Balancing |

Select an existing Remote RADIUS Servers template:

|N0ne W

Type the name or IP address of the RADIUS server you want to add.

Server

192.168.3.121 | Yerify...

()8 | | Cancel

Adding a RADIUS server to the RADIUS server group
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Add a Remote RADIUS
Server Group

Authentication/Accounting | Load Balancing

Authentication port: fa1z
Select an existing Shared Secrets template:
Mone

Shared secret: |

Confirm shared secret: |

[ Request must contain the message authenticator attribute

Accounting

Accounting port: 1813

[#] Use the same shared secret for authentication and accounting.

Select an egisting Shared Secrets template:
| MHone

Shared secret: |

Confirm shared secret: |

[ Farward network access server start and stop notifications ta this server

()8 | | Cancel

Configuring Authentication and Accounting RADIUS
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Add a Remote RADIUS
Server Group

Add RADIUS Server -

| Address I Authentication.-"Accounting| Load Balancing |

The priority of ranking indicates the statuz of a server. & primary server has a priority of
1.

‘weight iz used to calculate how often request are sent to a specific server in a group of
zervers that have the same priority.

PFriority: Wwieight:

Advanced settings

Mumber of geconds without rezponse before request iz
congidered dropped:

M aximum number of dropped requests before server iz
identified as unavailable:

Mumber of seconds between requests when server is identified |30
&5 unavailable:

0

F

| | Cancel

Configuring RADIUS load balancing
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Configuring
RADIUS Clients

The standard configuration includes:
 RADIUS server for dial-up or VPN connections

« RADIUS server for 802.1X wireless or wired
connections

* NAP policy server (discussed in Lesson 14)

© 2013 John Wiley & Sons, Inc. 18



Configure NPS for RADIUS Server
for VPN Connections

Configure VPN or Dial-Up -

Select Dial-up or Virtual Private Network Connections
* [ Type

Type of connections:

O Dialup Connections
‘wihen vou deploy Dial-up servers on vour network, NPS can authenticate and authorize connection requests
made by dialup clients connecting through the servers.

(®) Virtual Private Network [VPN] Connections
‘wihen vou deploy VPN servers on your network, NPS can authenticate and authorize connection requests
made by YPH clients connecting through the servers.

Name:

Thiz default text iz used as part of the name for each of the policies created with this wizard. Y'ou can use the
default text or modify it .

“irtual Private Metwork [WPM] Connections

Specifying connections on the Dial-up or Virtual Private
Network Connections Type page
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Configure NPS for RADIUS Server
for VPN Connections

H* Specify Dial-Up or VPN Server

RaDIUS clients are network. access servers, not client computers. |f the local computer is running Routing
and Remote Access as a YPN server, it is automatically added to the list of RADIUS clients below.

If you want to add remote YPH servers az RADIUS clients, click Add.

RADIUS clients:

Add...

Previous | | Mext | | Firizh | | Cancel

Showing the RADIUS clients page
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Configure NPS for RADIUS Server
for VPN Connections

New RADIUS Client -

Settings

Select an exizting template:

MWame and Address
Friendly name:

Address (IP or DNS]:
| || Werify... |

Shared Secret
Select an existing Shared Secrets template:

|N0ne v|

To manually type a shared secret, click Manual. To automatically generate a shared
secret, click Generate. You must configure the RADIUS client with the same shared
secret entered here. Shared secrets are case-sensitive.

® Marual () Gererate

Shared secret:

Confirm shared secret:

| ()8 | | Cancel

Adding RADIUS clients
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Configure NPS for RADIUS Server
for VPN Connections

Configure VPN or Dial-Up -

! Configure Authentication Methods
]

The following protocols are supported by servers running Microzoft Routing and Remote Access. |f you uze a
different remote access server, make sure the protocols you select are supported by that software.

[T Extensible Authentication Pratocol

Microzaft: Smart Card or ather certificate Configure. ..

Microzoft Encyrpted Authentication version 2 [MS-CHAPwZ]
Select this option to allow your ugers to specify a password for authentication.

[ Microsoft Encyrpted Authentication [M5-CHAP)
Select this option only if your network, runs operating spstems that do not support MS-CHAPYZ,

Previous | | Mext Firizh

Specifying authentication methods
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Configure NPS for RADIUS Server
for VPN Connections

i Speufv User Groups
* s that embers of the selected o or groups will be allowed or denied a
> based on th eeeeeee k pollcy Access Permlssmn setting.
To zelect User Groups, click Add. If no groups are selected, this policy applies to all users.
Groups Add...
Previous | | Mext | | Firizh | | Cancel

Specifying user groups
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Configure NPS for RADIUS Server
for VPN Connections

Configure VPN or Dial-Up -

Specify IP Filters
]
*d Configure IPv4 and IPv6 packet filkers if vou want to restrict the bype of network traffic sent

and received.

If you are uzing Fouting and Remote Access Service configured az a dial-up or VPN server, you can configure
P4 and IPvE input and output filters. Othernwize, click Mest.

Select an existing IP Filter template:

Mone

1P

To control the |Pv4 packets thiz interface sends, click Input Filters. Input Filters. .

To contral the |Pv4 packets this interface receives, click Output Filters. Dutput Filkers. .

IPvE

To control the |PvE packets thiz interface sends, click Input Filters. Input Filters. .
To control the |PvE packets thiz interface receives, click Output Filters. Output Filters...

I I I I |

Previous | | Mext Firizh

Specifying IP filters
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Configure NPS for RADIUS Server
for VPN Connections

Inbound Filters ] X

Thesze fikerz control which packetz are forwarded or processed by this netwark, [ ] Source network,

Filter action: IF address:

(®) Do not permit packets listed below
Subnet maszk:

() Perrmit anly the packets izted below

Filters: [ ] Destination netwaork

Source Addresz Souwrce Metwaork Mask Destination Address Destination Mask. P )
IF address:

Subnet magk:

Protocal;

| MNew. || Edi. || Delete |

Configuring inbound filters

© 2013 John Wiley & Sons, Inc.

25



Configure NPS for RADIUS Server
for VPN Connections

Configure VPN or Dial-Up -

Specify the allowed encryption strengths used for traffic between access clients and the
network access server,

Specify Encryption Settings
]
£z

If you are uzing Fouting and Remote Access Service configured az a dial-up or VPN server, you can configure
enciyption strength.

The encryption settings are supported by computers running Microzoft Routing and Remote Access Service.

If you uze different network, access servers for dial-up or YPN connections, ensure that the encryptions
zettings you select are supported by your servers.

If Mo encryption iz the only option selected, traffic from access clients to the network, access server iz not
zecured by encryption. This configuration is not recommended.

Basic encryption [MPFE 40-bit]
Strong encryption [MPFPE 56-bit]
Strongest encryption [MPPE 128-bit]

Previous | | Mext Firizh

Specifying encryption settings

© 2013 John Wiley & Sons, Inc.
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Configure NPS for RADIUS Server
for VPN Connections

Configure VPN or Dial-Up -

Specify a Realm Name
]
*‘ IF vwou specify a realm name, the user account location supplied by users inlog on

credentials, such as a domain name, is replaced by the value you choose,

Your ISP uges a portion of the uzer name to identify which connection requests to route to this server. Thiz part of
the uzer name iz the realm name.

If you do not know vour realm name, contact your [SP. If vou do not care about realm name, please click next.

Type the realm name, including the separator character [the period or the forward slash), that your ISP uzes to
forward requests.

Realm name:

Example: ISP,

Before authentication, remaove the realm name from the user name

If the realm name iz an identifier added to the existing ‘Windows user name, it must be removed before
Windows can authenticate the connection request.

Previous | | Mext Firizh

Specifying a realm name
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Configure NPS for 802.1X
Wireless Connections

Configure 802.1X -

l Select 802.1X Connections Type
— |

Type of 802_1X connections:
() Secure Wireless Connections

wihen you deploy 802 1 wireless access points on vour netwark, MPS can authenticate and authorize
connection requests made by wireless client: connecting through the access points.

() Secure Wired [Ethernet] Connections

‘when you deploy 8021 authenticating switches on pour network, HPS can authenticate and authorize
connection requests made by Ethemet clients connecting through the switches.

Mame:

Thiz default text iz uzed as part of the name for each of the policies created with thiz wizard. vou can uze the
default bext or modify it

Presious M et Fimizh

Selecting the 802.1X connections type

© 2013 John Wiley & Sons, Inc.
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Configure NPS for 802.1X
Wireless Connections

\* Configure an Authentication Method
|

Select the EAP type for this policy.

Type [based on method of access and network configuration):

Microsaft; Srnart Card or ather certificate

(¥] Canfigure. ..
ticrozoft: Smark Card or ather certificate

Microzoft: Protected EAP [PEAF]
Microgoft, Secured pasgword [EAP-MSCHAF w2)

Previous | | et | | Firizh | | Cancel

Configuring authentication methods for 802.1X
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Configure NPS for 802.1X
Wireless Connections

Configure 802.1X -

]
m— Idse virkual LAMNs (VLANS) and access control lisks (ACLs) ko control network braffic,

l Configure Traffic Controls

If wour RADIUS clients [authenticating switches or wireless access points] support the azsignment of braffic
controlz using RaDIUS tunnel attributes, pou can configure theze attributes here, IF pou configure these attributes,
NP5 instructs BADIUS clients to apply these settings for connection requests that are authenticated and
authorized.

If you do not uze traffic controls ar you want to configure them later, click Mexst.

Traffic contral configuration
Ta configure traffic control attributes. click Configure.

Presvious | | MHext Firizh

Configuring traffic controls
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PS Advanced Configuration

File Action View Help

@
NPS (Local)

I [ RADIUS Clients and Servers
I EI Paolicies

b B Metwork Access Protection @ Network Policy Server [NPS] allows you to create and enforce organization-wide network access policies far client

% Accounting health, connection request authentication, and connection request autharization
| My Ternplates Managernent

Advanced Configuration -~
Select an item below to configure NP5 a5 a RADIUS server, Netwark Access Protection [MAP) policy server, or RADIUS
prowy.

Configure RADIUS server

MNPS configured as a RADIUS server processes connection requests locally by perfarming suthentication and authorization.
To configure MPS a3 a RADIUS server, you can configure the following items.

B3 FRADIUS Clients Bl Metwork Folicies
B ~ccounting
B Leanmoe

Configure NAP health policy server

NPS configured as a NAP health policy server piocesses connection requests and enforces NAP client health policy locally
by pertarming authentication, autharization, and evaluation of cent statements of health [SoH). Ta canfigure NP5 as a
NAP health policy server, pou can configure the following items.

B RaDIUS Clients B svstem Health Validators
B Health Policies B Femediation Server Groups
B Metwork Policies B Connection Fequest Policies

B Accounting =
B Leanmoe

Configure RADIUS proxy
MNPS configured as a RADIUS proxy fonwards connection requests to ather RADIUS servers that are members of a remate
RADIUS server group. Ta configure NPS as a RADIUS prawy, you can configure the following items

B RADIUS Clierts B Fiemots RADIUS Server Groups
n Connection Reguest Policies n Accounting
B Leanmoe

Templates Configuration -
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File  Action ‘Wiew Help

Network Policies

&= 7 H=

€ MPS(Local)
4 [ ] RADIUS Clients and Servers
5 RADIUS Clients
i'i Rermote RADILS Server Grow
4 ‘J’__EJ Palicies
[7] Connection Request Policie
= Metwork Policies
7] Health Palicies
4 5 Metwark Access Protection
| Systern Health \alidators
35 Remediation Server Groups
% Accounting
a Wl Ternplates Management
=] Shared Secrets
3 RADIUS Clients
i Rermote RADIUS Servers
=] 1P Filters
7] Health Policies
35 Remediation Server Groups

they can or cannot connect.

I‘ Metwork. policies allow you ta designate who iz authorized to connect to the network and the circumstances under which

Palicy Mame

Statuz  Processing Order  Access Type  Source

J;ﬂ Secure Wireless Connections Enabled 1 Grant Access  Unspecified
E\u"irtual Private Metwark [WPM] Connections Enabled 2 Grant Access  FRemote Ac...
Lﬁ; Caonnections ta Microzoft Routing and Remate Access server Enabled 999993 Deny Access  Unspecified
J;ﬂ Connections to other access servers Enabled 1000000 Deny Access  Unspecified

Conditions - I the following conditions are met:

Condition Walue

MAS Port Type  Yirtual [WPN)
Windows Groups  COMTOS0ADomain Users

Settings - Then the fallowing zettings are applied:

Setting

Authentication Method
Access Permission

Update Moncompliant Clients
MAP Enfarcement
Framed-Protocol
Service-Type

F :

Walug

MS-CHAP w2 OR MS-CHAP w2 [User can change password after it has expired]
Grart Access

True

Allow full network. access
FFPF
Framed

© 2013 John Wiley & Sons, Inc.
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Managing RADIUS

Templates

« RADIUS templates:

o Are designed to reduce the amount of time and
cost that it takes to configure RADIUS on one or
more servers

* Creating a RADIUS template does not affect
the functionality of NPS.

* A RADIUS template affects only the NPS
server when the template is selected and
applied when configuring RADIUS.

© 2013 John Wiley & Sons, Inc.
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Managing RADIUS Templates

& Network Policy Server - | o [T

File  Action  View Help
&= 2[5
@ NP5 iLocal) Templates Manage ment
4 || RADIUS Clients and Servers

ﬁ RADIUS Clients
ffj Fermote RADILS Server Grou

Templates Configuration

4 = Policies Select an item below to create, configure, and manage templates. 4l templates can be exported to or imported from other
. . i MPS gervers, Toimport or export templates, right-click Templates Management and zelect a command.
| Connection Request Policie:
1 Metwark Palicies
“ Health Palicies Configure NPS Templates

b h Metwork &ccess Protection In Templates Management, you create and modify MPS templates. NF'S templates allow yau to create and_save an MPS

.t.l i | companent configuration for reuze later. The templates are not applied to the NPS zerver configuration untl you select the

ccounting

templates in the appropriate location in the NPS consale.
a Ml Ternplates Managerment

= Shared & After pou create a template, pou can apply the NP5 component configuration in the MPS console by selecting the template.
;j ared secrets Far example, you can create an P Filters template, and then apply the same P Filkers configuration to multiple netwark,
j RADIUE Clients policies by simply selecting the template,
ﬂ Rernote RADIUS Servers
=] 1P Filters B} Shared Secrets B} Health Policies
_| Health Palicies B RADIUS Clients B} Remediation Server Groups
32 Remediation S G ’
R LR S n Femote RADIUS Servers ﬂ IF Filters

B Leam more

Templates Configuration options
in the NPS console
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Managing RADIUS Templates

Seftings | Advanced
Mame and Address
Friendly narme:

Il
Address [IP or DNS]:

Shared Secret
Select an existing Shared Secrets template:

| Mane

Ta manually twpe a shared secret, click Manuwal. Ta automatically generate a shared
zecret, click Generate. v'ou muzt configure the RADIUS client with the same shared
zecret entered here. Shared secrets are caze-zensitive.

(®) tanual () Generate

Shared zecret:

Confirm shared zecret;

Creating a RADIUS client template

© 2013 John Wiley & Sons, Inc.
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Managing RADIUS Templates
I

Settings | Advanced

[w] Enable this RaDIUS client

[w] Select an existing template:

| test W |

Mame and Address
Friendly name:
|test |

Addresz (IP ar DMS):
[192.168.3.122 || ety |

Shared Secret
Select an exigting Shared Secrets template:
| Mone |

Ta matwally type a shared zecret, click Manual. To automatically generate a thared
zecret, click Generate. You must configure the RADIUS client with the zame thared
zecret entered here. Shared secrets are caze-zensitive.

(®) Manual ) Generate

Shared secret:

Canfirmn shared secrat:

| ] 8 | | Cancel

Using the RADIUS client template
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Configuring RADIUS
Accounting

NPS can log accounting data to a text log file and/or a
SQL Server database.

NPS server generates an Accounting-Start message
describing the type of service being delivered and the
user it is being delivered to, which is sent fo the RADIUS
Accounting server.

The RADIUS Accounting server sends back an
acknowledgment to the RADIUS client.

At the end of service delivery, the client generates an
Accounting-Stop message that describes the type of
service that was delivered, and optional statistics, such
as elapsed time, input and output octets, or input and
output packets. It then sends that data o the RADIUS
Accounting server, which sends back an
acknowledgment to the RADIUS client.

© 2013 John Wiley & Sons, Inc.
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Configuring RADIUS
Accounting

NPS Server

Generates an Accounting-Start message

A 4

RADIUS Accounting Server

Sends an acknowledgment

A 4

RADIUS Client

Generates an Accounting-Stop message
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To Enable and Configure
Accounting in NPS

File Action View Help

e« zE Bm

€ NPS (Local)
4 [ 7] RADIUS Clients and Servers
3 RADIUS Clients
5 Remote RADIUS Server Gro,
4 EJ Policies
[7] Connection Request Policie
7] Network Policies
[ Health Palicies
4 %, Network Access Protection
p 4 Systemn Health Validators
a Remediation Server Groups
g Accounting
4 Ml Templates Management
LEI Shared Secrets
i RADIUS Clients
i Remote RADIUS Servers
=] 1P Filters
[ 7] Health Policies
3 Remediation Server Groups

Accounting

Select Configure Accounting if you want to run the Accounting Configuration Wizard. The wizard allows you to
choose between four different accounting configurations, and the wizard can automatically configure a local or

remote SOL server with a database for NPS accounting.

B3 Configure Accounting B Leammoe

Log File Properties

Select Change Log File Properties if you want to madify text logging settings.

Status:  Configured to C:\Windowshsystem32\LogFiles
n Change Log File Properties Learn more

SQL Server Logging Properties

Select Change SOL Server Logging Properties if you want to modify SOL Server logging settings.

Status:  <not configured>

n Change SOL Server Logging Properties Leam more

Accounting configuring options

© 2013 John Wiley & Sons, Inc.
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To Enable and Configure
Accounting in NPS

Accounting Configuration Wizard -

Select Accounting Options
*@

MPS can log accounting data to a local text file, to a SOL Server database, or to both. MPS can alzo logto a
SOL Server databaze only, and then start logging to a text file if SOL Server lagaing failz, providing failower.

Select one MPS Accounting configuration option, and then click Mext:

(®) Log to a SOL Server database.
() Log to a test file on the lacal computer.
() Sirultaneously log to a SAL Server database and to a local text file.

() Log to a SOL Server database using test file logging for failower.

Presvious | | Hexst Firish

Selecting Accounting options

© 2013 John Wiley & Sons, Inc.
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To Enable and Configure
Accounting in NPS

Accounting Configuration Wizard -

I Configure SQL Server Logging
]

| Configure both the SQL Data Link in NP5 and the database in SQL Server

SOL Server Logging:

Ywhen you configure SOL Logaing, wou set up the data link between MPS and SOL Server. You also select an
exizting database in SOL Server or type a name for a new database. Depending on your choice, NPS either
modifies the existing database or creates a new database in SOUL Server for you. To configure SOL Server
Logging. click Configure.

Canfigure | | Clear

Logging infarmation:

Select the information that HPS logs to the SOL Server database.
Accounting requests

Authentication requests

Periodic accounting status

Periodic authentication status

Logging failure action:

If logging failz due to network or other problems, MPS can continue to proceszs connection requests or it can
dizcard them to prezerve accounting data accuracy. IF MPS discards connection requests, users cannot
access the netwark through RADIIS clients.

If logging failz. dizcard connection requests.,

Tao cortinue, click Next.

Configuring SQL Server logging

© 2013 John Wiley & Sons, Inc.
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To Enable and Configure
Accounting in NPS

Cornection | Advanced | Al |

Specify the following to connect bo SOL Server data:
1. Select or enter a server name:

|| v” Hefresh|

2. Enter information ta log on to the server;
() Usge Windows NT Integrated security

(®) Lze a specific uger name and password;

|Jzer name: |

Pazgward: |

[ Blank passwaord [] &l zaving password

3. (® Select the databasze on the server:

() ttach a database file az a database name:

I1zing the filename:

| Test Connection

Cancel | | Help |

Configuring the Data Link properties
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To Enable and Configure
Accounting in NPS

Accounting Configuration Wizard -

Configure Local File Logging
‘_..-- Y

Logaing information:

Select the information that will be logged to the configured test file.
Accounting requests

Authentication requests

Periodic accounting status

Periodic authentication status

Log file directon:
Specify a location for wour log file. MPS creates the file with the name format [npwmm.log,

CAwindowshapstem32hLogFiles | | Browse...

Logging failure action:

IF logging fails due to netwark or other problems, NP5 can continue to process connection requests of it can
dizcard them to preserve accounting data accuracy. [f MPS discards contection requests. users cannot
access the netwark through RADIUS clients.

If logging failz, discard connection requests.

To continue, click Next.

| Previous || Mext | Finizh

Configuring local file logging
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Log File Properties

Log File Properties

Settings | Log File

=]

Log the fallowing information:

Accounting requests
Authentication requests
Perindic accounting status

Periodic authentication status

Logaing failure action:

If lagging Failz, dizzard connection requests.

ok ||

Apply

Settings | Log File

Log File Properties

Mame: My, log

Directary:

| C:hiwfindones tem 32t ogFiles

Format:

DTS Compliant

Create a new log file:

() Daily

(® Monthly
() Mever [unlimited file zize]
() wWhen log file reaches this size;

10 MB

YWwhen dizk iz full delete older log files

| ak | | Cancel

Configuring Log File properties
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Understanding NPS
Authentication Methods

Authentication is usually broken down into the
following categories:

 Password-based credentials
o Certificate-based credentials
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Using Password-Based
Authentication

The network access server passes the username
and password to the NPS server.

The NPS server verifies the credentials against
the user account database.

o Processed from the most secure (Microsoft
Challenge-Handshake Authentication Protocol v2 or
MS-CHAPvV2) to the least secure (unauthenticated
access) of those enabled options.

For stronger security, use certificate

authentication or multi-factor authentication.
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Using Certificates for
Authentication

Much stronger than password-based
authentication methods

Certificates are:

o Customized using certificate templates

o Issued using a Certificate Authority

If smart cards are used, certificates must
INnclude:

o Smart Card Logon purpose

o Client Authentication purpose
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Using Certificates for
Authentication

 Digital certificate required and NPS server
must use a server certificate for:

o Protected Extensible Authentication Protocol
Microsoft Challenge-Handshake Authentication
Protocol v2 (PEAP-MS-CHAP v2)

o Protected Extensible Authentication Protocol
Transport Layer Security (PEAP-TLS)

o Extensible Authentication Protocol Transport
Layer Security (EAP-TLS)
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Automatically Add Workstation Authentication
Certificates to All Workstations

Subject Mame I

Server I

lzzuance Requirements

Carnpatibility I General I

Request Handling

| Cryptoagraphy

Superseded Templates

Eutensions

Security

Group or user names:

%Aulhenticated Users

z Administrator

% Damain Adming [CONTOS0ADomain Admins)

- A Domain Computers [CONTOS0MDomain Computers)
% Enterprize Adming [COMTOSOAEnterprize Admins)

| Add... || Remove |
Permizgions for Domain Computers Allow Dieng
Full Control O O
Read ] ]
drite O O
Enrall [ Il
Autaenroll O I

For special permigzions or advanced settings, click
Advanced.

Learn about access contral and permissions

| ok | | Cancel | | Apply | | Help |

Configuring security for a template
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Automatically Add Workstation Authentication
Certificates to All Workstations

Enraollment Policy Configuration

Enroll user and computer certificates autamatically

Configuration Model: Mok configured ]

[8]'4 || Cancel || Apply

Configuring user and computer certificate—
Auto-Enroliment
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Lesson Summary

Microsoft’'s RADIUS server is Network Policy Server (NPS).

By installing and configuring RADIUS, you can create
and enforce wide network access policies for client
health, connection request authentication, and
connection request authorization.

When you implement RADIUS, Windows Server 2012
computers running Routing and Remote Access and/or
wireless access points can forward access requests to a
single RADIUS server.

Installing NPS is a simple process, which is done with
Server Manager. After NPS is installed, you use the
Network Policy Server console to configure NPS.
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Lesson Summary

With multiple RADIUS servers, you can configure RADIUS clients to
use a primary RADIUS server and alternate RADIUS servers. If the
primary RADIUS server becomes unavailable, the request is sent 1o
the alternate RADIUS server.

Much like the use of other templates, RADIUS templates are
designed to reduce the amount of time and cost that it takes to
configure RADIUS on one or more servers.

Creating a RADIUS template does not affect the functionality of
NPS. It affects the RADIUS server only when the template is
selected and applied when configuring NPS.

NPS supports RADIUS accounting, which you can use to track
network usage for auditing and billing purposes.

Using certificates with the NPS provides strong security for
authenticating users and computers and eliminates the need for
less secure password-based authentication methods.
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