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Overview

« Exam Objective 3.4: Configure DirectAccess
* Understanding DirectAccess
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DirectAccess

Overcomes limitations of VPNs

Automatically establishes a bi-directional
connection from client computers to the
network using IPsec and IPvé

Transition mechanisms for IPvé:

o 6104
o Teredo
o Intra-Site Automatic Tunnel Addressing (ISATAP )
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DirectAccess
Connection Process

The DirectAccess client computer running Windows 8,
Windows 7 Enterprise, or Windows 7 Ultimate detects that it is
connected to a network.

The DirectAccess client computer determines whether it is
connected o the intfranet. If the client is connected to the
intranet, it does not use DirectAccess.

The DirectAccess client connects to the DirectAccess server
by using IPvé and IPsec.

If the client is not using IPvé, it will try to use 6to4 or Teredo
tunneling to send IPv4-encapsulated IPvé traffic.

If the client cannot reach the DirectAccess server using 6to4
or Teredo tunneling, the client tries to connect using the
Internet Protocol over Secure Hypertext Transfer Protocol (IP-
HTTPS) protocol. IP-HTTPS uses a Secure Sockets Layer (SSL)
connection to encapsulate IPvé traffic.
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DirectAccess
Connection Process

As part of establishing the IPsec session for the tunnel 1o
reach the infranet DNS server and domain controller, the
DirectAccess client and server authenticate each other
using computer certificates for authentication.

If Network Access Protection (NAP) is enabled and
configured for health validation, the Network Policy Server
(NPS) determines whether the client is compliant with system
health requirements. If it is compliant, the client receives a
health certificate, which is submitted to the DirectAccess
server for authentication.

When the user logs on, the DirectAccess client establishes @
second IPsec tunnel to access the resources of the infranet.
The DirectAccess client and server authenticate each other
using a combination of computer and user credentials.

The DirectAccess server forwards traffic between the
DirectAccess client and the infranet resources to which the
user has been granted access.
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DirectAccess Server
Requirements

* The server must be part of an Active Directory
domain.

* The server must be running Windows Server 2008
R2 or Windows Server 2012.

* |f the DirectAccess server is connected o the
Infranet and published over Microsoft Forefront
Threat Management Gateway (TMG) or
Microsoft Forefront Unified Access Gateway
2010 (UAG), a single network adapter is
required.

o If the DirectAccess server is connected as an edge

server, it will need two network adapters (one for the
Internet and one for the intranet).
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DirectAccess Server
Requirements

Implementation of DirectAccess in Windows
Server 2012 does not require two
consecutive static, public IPv4 addresses as
was required with Windows Server 2008 R2.

o To achieve two-factor authentication with a
smart card or Operational Data Provider (OTP)
deployment, DirectAccess server still needs two

public IP addresses.
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DirectAccess Server
Requirements

* You can deploy Windows Server 2012
DirectAccess behind a NAT support, which
avoids the need for additional public
addresses.

o Only IP over HTTPS (IP-HTTPS) is deployed, allowing
a secure IP funnel to be established using @
secure HTTP connection.

« With Windows Server 2012, you can use

Network Load Balancing (up to eight nodes)

to achieve high availability and scalability

for both DirectAccess and RRAS.

© 2013 John Wiley & Sons, Inc.



Network Infrastructure
for DirectAccess

* An Acftive Directory domain
« Group policy

 One domain conftroller

« Public Key Infrastructure (PKI)
* |[Psec policies
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Network Infrastructure
for DirectAccess

* Internet Control Message Protocol Version 6
(ICMPVé6) Echo Request traffic

* [Pv6 and fransition technologies such as
ISATAP, Teredo, or 6to4

+ (Optional) Network Access Protection (NAP)
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DirectAccess Client
Requirements

Operating system

* Windows 7 Enterprise
Edition, Windows 7
Ultimate Edition,
Windows 8, Windows
Server 2008 R2, or
Windows Server 2012
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Client must be joined

to an Active Directory
domain
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Running the DirectAccess
Getting Started Wizard

« Configures DirectAccess

« Canrun from Remote Access Management
console

© 2013 John Wiley & Sons, Inc.

&=



Run the DirectAccess Getting
Started Wizard

=) Remote Access Management Console
< I >
SRR IRATION Remote Access Setup Tasks
¥ - General
B DASHBOARD Configure Remote Access, including Directfccess and VPN,
Manage a Remote Server
% OPERATIONS STATUS
Reload Configuration
REMOTE CLIENT STATUS - X
= [f ! Configure Remote Access VPN
& REPORTING
i Open RRAS Management

Directfccess & VPN settings have not yet been configured. Select one of the wizard options. . =
Learn About

5 Win20125n2 < Run the Getting Started \Wizard
Use this wizard to configure Directdccess and VPN quickly, with default recommended settings.

Learn About Remote Access

< Run the Remote Access Setup Wizard
Use this wizard to configure Directaccess and VPN with custom settings.

The Getting Started Wizard only appears the first time you run the Remote Access Management
console, After running this wizard, click the Configuration node to edit Directiccess and VPN
settings using the Rernote Access Setup Wizard,

Opening the Remote Access Management console
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Run the DirectAccess Getting
Started Wizard

Welcome to Remote Access
Use the options on this page to configure DirectAccess and VPN,

% Deploy both DirectAccess and VPN (recommended)
Configure DirectAccess and VPN on the server, and enable DirectAccess client computers. Allow
remote client computers not supported for DirectAccess to connect over VPN,

Deploy DirectAccess only

Configure DirectAccess on the server, and enable DirectAccess client computers.

Deploy VPN only

Configure VPN using the Routing and Remote Access console. Remote client computers can
connect over VPN, and multiple sites can be connected using VPN site-to-site connections. VPN
can be used by clients not supported for DirectAccess.

Starting the Configure Remote Access Wizard
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Run the DirectAccess Getting
Started Wizard

Select the network topology of the senver,
O Edge
(O Behind an edge device (with two network adapters)

(® Behind an edge device (with a single network adapter)

In this topology, the Remote Access server is deployed with a single network adapter that is
connected to the internal network,

Type the public name or IPv4 address used by clients to connect to the Remote Access server:

‘ < Back || Mext » H Finish || Cancel |

Selecting a topology on the Configure DirectAccess
and VPN Settings page
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Run the DirectAccess Getting
Started Wizard

Rernote Access settings will be applied.

Click here to edit the wizard settings. Configuration settings that can be modified include GPO settings,
the Direct&ccess client security group, server adapters, and DNS properties,

To apply the configuration settings, click Finish,

| <Back || Net> || FEinish || Cancel

Finishing the Getting Started Wizard
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Run the DirectAccess Getting
Started Wizard

Review the configuration settings. ~

-
| GPO Settings change..

CONTOSO
Directaccess server GPO name: DirectAccess Server Settings
Client GPO name: DirectAccess Client Settings

% Remote Clients change..

e DirectAccess settings will be applied to all mobile computers in security groups:

2, CONTOSO\Domain Computers
= Resource used to verify internal network connectivity:

A default web probe to check corporate connectivity will be created automatically
= DirectAccess connection name: Workplace Connection

3 Remote Access Server change...

DirectAccess configuration:
» Public name or address to which remote clients connect: nls.contoso.com
« Network adapter connected to the Internet (via NAT device): External

» Network adapter connected to the internal network: Internal.
o Internal network subnets: 2002:180a:1774::/48

E Infrastructure Servers change..

= DNS suffixes used by DirectAccess clients:

|Name Suffix |DNS Server Address
contoso.com |2002:1805:1774:0118¢7:587c:888b:65 cc

nls.contoso.com
Win20125rv2.contoso.com

Savetoafile | Print

Viewing the settings applied using the
Getting Started Wizard
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Running the Remote
Access Setup Wizard

By Remote Access Management Consale l =-|0 -
< : - <
= R Remote Access Setup
- -
B DASHBOARD I I Configure Rermote Access, including Directfecess and WPN,
& OPERATIONS STATUS
8 REMOTE CLIENT STATUS Step 3
i REPORTING
= Infrastructure
Servers
Win20125rv2
Identify infrastructure
servers accessed by
——  Directfccess clients before
connecting to internal
Step 1 Step 2
' = ;
' Remote = Remote Access Hoffigure;.
" Clients ! Server Learn mate...
> A
Identify client computers Define configuration and Internal
that will be enabled for network settings for the Network Step 4
Directicoess, Rernote Access server,
Application
Servers
Configure...
A Foarrimaran Identify |nte.rr?al application
\ T Ea—— ) J SerVErs requiring
L——( end-to-end authentication
with DirectAccess clients,
Configure...
Learn more...
ey
< m >
Einish...

© 2013 John Wiley & Sons, Inc.



Implementing Client
Configuration

DirectAccess Connectivity Assistant (DCA)
e Window 7 and Windows Server 2008 R2

Network Connectivity Assistant (NCA)
e Windows 8
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Configure Remote Clients

B Remote Access Setup

Deploy Direct&ccess to allow Directiccess client computers located on the Internet to connect to
Select Groups internal network resources, and remaotely manage Directfccess clients,

Metwork Connectivity Assistant )
Select a deployment scenario:

@ Deploy full Directfccess for client access and remote management

With this option selected, Directfccess client computers located on the Internet can
connect to the internal network via the Rernote Access server. Administrators can remotely
manage these clients,

(O Deploy Directficcess for remote management only

Administrators can remotely manage Directfccess client computers located on the Internet,
With this option selected, Direct&ccess is not deployed for client access to the internal
netwaork,

| <Back || Net> || Finish || Cancel |

Specifying the deployment scenario
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Configure Remote Clients

R

Select one or more security groups containing client computers that will be enabled for Directfccess,

MNetwork Connectivity Assistant ILI

[] Enable Directiccess for mobile computers only

With this setting enabled, all mobile computers in the specified security groups will be enabled as
Directfccess clients,

[] Use force tunneling

Directfccess clients connect to the internal network and to the Internet via the Remote Access server,

| <Back || MNet> || Fnish || Cancel

Selecting client groups
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Configure Remote Clients

Deployment Scenario

Select Groups

The Metwork Connectivity &ssistant (WCA) runs on Directfccess client computers to provide
Directdccess connectivity information, diagnostics, and remediation support,

Resources that validate connectivity to internal network:

Resource Type

*

Helpdesk ernail address: | |

Directfccess connection name: |W|:|rkr_‘||a|:e Connection |

[ Allow Directfceess clients to use local name resolution

| < Back H Mext = || Finish || Cancel

Configuring the Network Connectivity Assistant

© 2013 John Wiley & Sons, Inc.
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Configure Remote Clients

= Configure Corporate Resources for NCA | X |

Specify a corporate LRL or FODM that is always accessible to Directdooess clents:

HTTF W Walidate

E=amples: http:/Amyzerner.domain. com; myserver.domain.com

&dd Cancel

Configuring corporate resources for NCA
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Configure the DirectAccess
Remote Access Server

MNetwork To po lo qy
Network Adapters Select the network topology of the server,

Authentication @) Edge
® Behind an edge device (with two network adapters)

() Behind an edge device (with a single network adapter)

In this topology, the Remote Access server is deployed behind an edge firewall or device, and is
configured with two adapters, One adapter is connected to the internal network, The other is
connected to the perimeter network,

Type the public name or IPvd address used by clients to connect to the Remote Access server:

| < Back || Mext > H Finish H Cancel

Specifying the network topology
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Configure the DirectAccess
Remote Access Server

Network Topology

MNetwork Adapters

Prefix Configuration

Authentication

Select the network adapters on the Remote Access server,

Adapter connected to the external network: Adapter connected to the internal network:
External v l | Details.., I Internal v | | Details... I
2001:db8:8523:42:0:8a2e:370: 7334 2002:180a:1774:0:18e 7:587c:888b:65cc

Select the certificate used to authenticate IP-HTTPS connections:
[] Use a self-signed certificate created automatically by DirectAccess

| |

@ Transition technologies are enabled for IPvd support,

|r.:i<'iEacl'c || Next > H Finish H Cancel

Configuring the network adapters

© 2013 John Wiley & Sons, Inc.
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Configure the DirectAccess
Remote Access Server

Network Topology
Metwork &dapters IPv6 settings displayed on this page have been detected on the internal network,
Prefix Configuration

Authenticati
SRR Sl Internal netwark IPvE prefixes:

IPvE prefix assigned to DirectAccess client computers: 2002:180a:1774:1000::/64

|

Example: 2001:db8:ef3e:ad45::/64

[ <Back |[ Net> || Finish

| | Cancel

Specifying the IPvé prefixes

© 2013 John Wiley & Sons, Inc.
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Configure the DirectAccess
Remote Access Server

Metwork Topology
Metwork Ldapters

Prefix Configuration

© 2013 John Wiley & Sons, Inc.

Specify how DirectBocess clients authenticate, If cormputer certificates are not used for
authentication, Directfccess acts as a Kerberos proxy on behalf of the client. Enable support for
Windows ¥ clients and Network fccess Protection (MAP) compliance,

User Authentication
(@) Active Directory credentials (usernarme/password)
() Twwo-factor authentication fsmark card or one-time password (OTRY)

[] Use QTR

[ Use cornputer certificates

Select the root or intermediate certification authoriby (CA) that 1ssues the certificates,
[ ] Use an intermediate certificate

‘ H Browse..,
[] Enable Windows 7 client computers to connect via Directfccess
[] Enforce corporate cornpliance for Directiccess clients with MAP
| «<Back || Met> || Finish |[ Cancel

Specifying authentication
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Implementing
Infrastructure Servers

* DirectAccess clients use the network
location server (NLS) to determine their

locations.
* To configure an NLS:
o Install IS on a Windows server.

o For a website, bind a name and associate a NLS
DNS name 1o the IP address.

o Make sure the server is highly available.

 Ensure that DirectAccess clients can
correctly detect when they are on the

Intfernet.

© 2013 John Wiley & Sons, Inc.
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Configure the DirectAccess
Infrastructure Servers

Specify settings for the network location server, used to determine the location of DirectAccess

DNS client computers, & client computer connecting successfully to the site is assumed to be on the
’ . internal network, and Directfccess is not used.

DINS Suffix Search List

Management (® The network location server is deployed on a remote web server (recommended)
Type in the URL of the network location server:

| || validate |
(O The netwaork location server is deployed on the Remote Access server

Select the certificate used to authenticate the network location server:

[] Use a self-signed certificate

l | | Browse..,

The network location server must be highly available to Direct&ccess client computers
@ inside the internal network, and inaccessible to Directfccess clients located on the
Internet. Clients must be able to contact the CRL for the site,

| < Back H Mext > H Finish H Cancel

Specifying the Network Location server
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Configure the DirectAccess
Infrastructure Servers

9 Remote Access Setup | x|
-

Network Location Server Enter DNS suffixes and internal DNS servers, Directficcess client queries that match a suffix use
the specified DNS server for name resolution. Name suffixes that do not have corresponding

] 3 DINS servers are treated as exemptions, and DNS settings on client computers are used for name
DNS Suffix Search List resaliftion:

Management

MName Suffix DNS Server Address

Win2012Sm2.contoso.com

Select a local name resolution option:

() Use local name resolution if the name does not exist in DNS {maost restrictive)

® Use local name resolution if the name does not exist in DNS or DNS servers are
unreachable when the client computer is on a private network (recommended)

() Use local name resolution for any kind of DNS resolution error (least restrictive)

| < Back “ Next > H Finish H Cancel

Specifying the DNS servers
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Configure the DirectAccess
Infrastructure Servers

MNetwork Location Server
DS

Add additional suffixes to search for short unqualified name in multiple locations. If a query fails for a
suffix, the other suffixes are appended to the name and the DNS query is repeated for the alternate FQDN,

Search List

Management [W] Configure Directfccess clients with DNS client suffix search list

Detected domain suffixes: Domain suffixes to use:

<Primary DNS suffix of client>

contoso.com

Mew Suffix: l |[ Add |

@ The primary domain DNS suffix appears first in the list,

| <Back || Next> || Finish || Cancel

Specifying the DNS Suffix Search List
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Configure the DirectAccess
Infrastructure Servers

Metwork Location Server Specify management servers used for Directfccess client management. For example update and

DMSE rermediation servers,

DS Suffix Search list bAanagement servers:
DNS Suffix Search List |

Management

Management Servers (I'P Address, IPvE Prefix, FODM)

After wou complete the wizard and apply the settings, the managernent servers list will be
updated with automatically-discovered Systern Center Configuration Manager servers,

| <Back || Mea> || Finish || concel

Specifying the management servers

© 2013 John Wiley & Sons, Inc.
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Configure the DirectAccess
Infrastructure Servers

Specify the management server name or address.
® Computer name [FRDM];
|win201 25

E=ample: engineerngocomputer] . contozo. com

(7 Address [IPvdPvE; IPvE prefix]

Enample:
157.60.79.2
2001:db8: ef 3e; ad45: 208: 7 46 fe39.6cd 3

2007 db: ef Je; ad45: 203 746 fe 330112

OF | | Cancel

Adding a management server

© 2013 John Wiley & Sons, Inc.
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Configure Application Servers
for DirectAccess

Remote Access Setup

DirectAccess Application Server Setup

Optionally configure au‘ther‘ut{ca’fiqn'bet\m’een'Directﬂ\c'ce_ss clients and internal application servers,

By default, Directdccess requires [Pzec authentication and encryption between the Directdcoess client and server. In addition, vou can
optionally require end-to-end authentication and encrpption between Directécoess clients and selected internal application servers.

® Do not extend authentication to application servers
() Ewtend authentication to selected application servers
Select the zecurity groups containing the servers:

Add...

Femove

Allow access only to zervers included in the zecurity groups

Specifying the DirectAccess application servers

© 2013 John Wiley & Sons, Inc.
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Configuring DNS
for DirectAccess

» DirectAccess requires internal and external
DNS.

« DirectAccess requires two external DNS A
records:

o DirectAccess server, such as
directaccess.contfoso.com

o Certificate Revocation List (CRL), such as
crl.contoso.com
» Internally, DNS needs the DNS records for the
NLS server and one for the CRL.
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Configuring DNS
for DirectAccess

» ISATAP provides a transition between
networks that are based on IPv4 to IPVé.

* |f you need 1o use ISATAP, remove ISATAP
from the DNS global query block list by
executing this command:

dnscmd /config /globalqueryblocklist
1satap

© 2013 John Wiley & Sons, Inc.
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Configuring Certificates
for DirectAccess

The DirectA
certificates:

CCess server requires these

 The IP-HTTPS listener on the DirectAccess

server reo

« The Direc

contact t

uires a Web site certificate
Access client must be able 1o

ne server hosting the CRL for the

certificate.

* The DirectAccess server requires a computer
server to establish the IPsec connections
with the DirectAccess clients.
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Configure Certificate

© 2013 John Wiley & Sons, Inc.

Requirements

Enrallment Agents | Auditing I Fecoven Agents Security

Extenzions | Storage | Certificate Managers

General | Policy Module | Exit Module

Certifization authority [CA)
Marne: contosow I 201 25RY-CA-1

CA certificates:

View Certificate

Cryptographic settings

Frovider: Microzoft Software Key Storage Provider

Haszh algorithm: SHA1

| | Apply | | Help

Displaying the CA certificates

3%
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Configure Certificate
Requirements

contoso-WIN2012SRV-CA-1 Properties | 2 [

Enrallment Agents | Auditing | Recovery Agents | Security
General I Paolicy kodule | Exit Module
Entensions | Storage | Certifizate Managers

Select extenszion:
| CRL Distribution Paint [COP) W

Specify locations from which users can obtain a certificate revocation list
[CRL).

Chwindowshapstern 325 CentS e CertE nrollv< CaM amesr < CRLM ame’S uffise <1
|dap: /AN =<CAT uncatedMame: < CRLM ameSuffis: ,CH=<ServerShortM al
f<ServerDNSNarne}."I:ertEnroll!(EaNameHEHLNameSu inx<Delta

i oE k5

verDMSM anmes:

Add... | | Remove

[ Publish CRLs to this location

Include in all CRL:. Specifies where to publizh in the Active Directory
when publizhing manually,

[TIneiude in CRLs. Clients use this ta find Delta CRL locations.
[ Inciude in the COP extenzsion of izsued certifizates
[ ] Publish Delta CRLs to this location

Include i the IDP extension of izsued CRL:

| 0K | | Cancel | | Apply | | Help |

Specifying certificate extensions
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Configure Certificate
Requirements

Add Location -

A lacation can be any walid URL or path. Enter an HTTR, LDAR, file address,
ar enter a UMC or lacal path. To ingert a variable into the URL or path, select
the wariable below and click Insert,

Locatiarn;
[

W arniable:
<CaMame: W Inzert

D'escription of selected wanable:

Uzed in URLz and paths
Inzertz the DMS name of the zerver
Example location: http: /¢« ServerDMSM ames /CertE nroll!< CaM ame: <CRLMa

k. Cancel

Adding a Location for CRL
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Configure Certificate
Requirements

Add Location -

& location can be ary walid URL or path. Enter an HTTP, LDAP, file address,
ar enter a UNC or local path. Ta inzert a varable into the URL or path, select
the wariable below and click Insert,

Location:
ttpe A Aerl adatum. comyorld < Cat ames: < CRLM ameS uffies < DeltaCR LAl owed:

Y anable:;
<DekaCRLAIGwed: W Inzert

Description of selected varnable;

zed in URLz and paths
Substitutes the Delta CRL file name suffis for the CRL file name suffis, if appn
E=ample location: http: #/<Server ame: ACertEnroll/ < CaM ames <CRLM ame5

Qk. Cancel

An example location for CRL

© 2013 John Wiley & Sons, Inc.
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Configure Certificate
Requirements

Subject Hame I Server I lzzuance Reguirements
Superzeded Templates I Extenzions I Security
Compatibility | General I Fequest Handling I Cryptagraphy

The ternplate options available are bazed on the earliest operating system
verzionz zet in Compatibility S ettings.

[#] Show resulting changes

Compatibility Settings

Cetification dutharity
|W’indnws Server 20003 v |

Certificate recipient

| windows <P / Server 2003 v]

Theze zettings may not prevent earlier operating spstems from uzing thiz
termplate.

| )4 | | Cancel | | Apply | | Help |

Opening the properties of a certificate template
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Configure Certificate
Requirements

Subject Mame I Server I lzzuance Requirements

Superzeded Templates I Extenzions I Security
Compatibility | General | Request Handling I Cryptography

Template dizplay name:

Template name:
|C0|:|y af wieh Server

Walidity period: Renewal perind:

(8 [omes ]

[T Publish certificate in Active Directon

[] Do ot autamatically reenroll if a duplicate certificate exists in Active
Dlirectan

Cancel | | Apply | | Help |

Defining the template display name
and template name
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Configure Certificate
Requirements

Subject Mame | Server | lzzuance Requirements

Superzeded Templates I E stenzions I Securty
Carnpatibility | General | Request Handling | Croptagraphy

Purpose: | Signature and encreplion W |

[ ] Drelete revoked or expired cerificates (do not archive)
[ Include symmetic slgorithms allowed by the subject

[ &rchive subject's enciyption private key

[ fwsthorize additional service accounts to access the private key [

K.ey Permizzions...

[ &llows private key to be exported

[T Renew with the same key [*]

0 For automatic renewal of zmart card certificates, uze the exizting kep if 2
new key cannot be created [7)

Do the folloving when the subject iz enrolled and when the private key
aszociated with thiz certificate iz used;

(®) Enroll subject without requiring any user input

() Prompt the user during enroliment

~, Prompt the user during enroliment and require user input when the
= private key is used

* Control iz dizabled due to compatibility settings.

| 0k | | Cancel | | Apply | | Help

Specifying the purpose of the certificate
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Configure Certificate
Requirements

Subject Mame | Server | |zzuance Fequirements
Carnpatibility I General I Request Handling I Croptadgraphy
Superzeded Templates I Extenzionz | Security

GTDUD QI LEEr nanes:

Authenticated Lsers
& Adrinistrator

% Driomain Adming [COMT 0504 omain Adming]

% Enterprize Admins [COMTOS0ME nterprize Adrmins]

| Add... || Femove |
Permizzions far Authenticated Uzers Alla Drery
Full Contral O O
Read ] O
wirite O O
Erroll O O
Autoenroll O O

For special permizsions or advanced zettings, click
Advanced.

Learn about access contral and permissions

| Ok | | Cancel | | Apply | | Help |

Specifying the permissions assigned to the
certificate template
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Configure Certificate
Requirements

File  Action  Wiew  Help

e« 2E c= HE

4 & Camputer Configuration
4 ] Palicies . . o
b I Software Settings There are no iterns to show in this view,
a [7] Windows Settings
B ] Mame Resalution Palicy
=] Scripts (Startup/Shutdoun)
4 a Secutity Settings
ffﬁ Account Policies
f:=i Local Paolicies
fi Event Log
E Restricted Groups
4 Systern Services
& Registry
[ File Systemn
i‘:ﬂ Wired Metwork (IEEE 802.3) Policies
[ wind owes Firewall with Sdvanced Security
7] Metwark List Manager Policies 1
I ;d Wireless Metwork (IEEE 802.11) Policies
a4 | Public Key Policies
(7] Encrypting File Systern
7] Data Protection
] BitLocker Drive Encryption
[ 7] BitLocker Drive Encryption Metwark Unlock Certi
||j Autornatic Certificate Request Settings
[ Trusted Root Certification &uthorities
[ 7] Enterprise Trust :
[<] n | [>] |[<

A:f Automatic Certificate Request =

A A A A A

m [>]

Viewing the Public Key policies
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Configure Certificate
Requirements

Automatic Certificate Request Setup Wizard

Certificate Template

The rnest time a computer logs on, a certificate bazed on the template vou select iz

provided.

|

A certificate template iz a get of predefined properties for certificates izsued to
computers, Select a template from the following list.

Certificate templates:

Mame

Compiter

Dornain Controller
Enrollment Agent [Computer]
IPSec

Intended Purpoges

Client Authentication, Server Authenticatior
Client Authentication, S erver Authenticatior
Certificate Reguest Agent

IP zecurity IKE intermediate

< Back || Hest » || Cancel

Specifying which certificates are
automatically requested
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Install a Digital Certificate on the
Network Locator Server

Add or Remove Snap-ins -

You can select snap-ins For this console From those available on your computer and configure the selected set of snap-ins, For
extensible snap-ins, vou can configure which extensions are enabled.

Available snap-ins; Selected snap-ins:

Snap-in Vendor -~ | Console Rook Edit Extensions. ..

el R Microsoft Cor,.,

4 Aictive Directory Sike... Micrasoft Car... - Remove

: Active Directory Use... Microsoft Car,.. |~

E_".ﬁ.ctivex Conkrol Microsoft Car,., Move Up

&1 &DsI Edit Microsoft Cor,..

.ﬁ.uthurizatiun Manager Microsoft Cor,., Mg Davn

G Certificates Microsaft Cor..,

¥ Component Services Microsaft Car, .

;é‘ Computer Managem...  Microsoft Cor.,.

gop Device Manager Microsoft Cor,..

_ DFS Management Microsoft Cor...

=5 Disk Managerment Microsaft and..,

E, DMS Microsaft Cor..,

L Event Viewer Microsoft Cor,., | Advanced. ..
Descripkion:

You can use the Active Directory Domains and Trusts snap-in to manage Active Directory domains and krusts,

| (0] 4 | | Cancel

Opening the Add or Remove Snap-ins dialog box
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Certificates snap-in | X

Thiz snap-in will always manage certificates for:
(% My uzer account
() Service account

() Computer account

< Back, Firizh Cancel

Specifying which certificates to manage
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Install a Digital Certificate on the
Network Locator Server

Select Computer

Select the computer you want thiz snap-in to manage.

Thiz znap-in will alwars manage:

(@) Local computer: [the computer this conzole is running on)

() Another computer:

5

Browse. .,

[ ] Allow the selected computer to be changed when launching from the command line. This

only applies if you zave the congole,

< Back

Firizh

Cancel

Selecting which computer to connect to
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ﬁ File Action View Favorites Window Help
e 2@ B XE B

] Console Root Issued To * Issued By Expiration Date  Intended Purposes Certificate Template
4 Gﬁ] Certificates (Local Compute|| EERIAT] contoso.com contoso-\WIN20 - Client Authenticati.. Computer
4 | Personal
| Certificates
b | Trusted Root Certificatic
p || Enterprise Trust
b | Intermediate Certificatic
b | Trusted Publishers
b | Untrusted Certificates
b [ | Third-Party Root Certific
p || Trusted People
b | Client Authentication ls:
p || Remote Desktop
p | Certificate Enrollment R
b || Smart Card Trusted Roo
b | Trusted Devices
b || Web Hosting

Viewing the computer certificate
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Install a Digital Certificate on the
Network Locator Server

Request Certificates

You can request the following types of certificates, Select the certificates wou want to request, and then
click Enrall,

Active Directory Enroliment Policy

L[] Computer RE)STHTUS: Ssailable Details »

[]Contoso Web Server Certificate -,E) STATUS: Available Details w

#, More information is required to enroll for this certificate. Click here to configure settings.

[]Show all ternplates
Learn more about certificates

| Enroll || Cancel

Requesting a certificate
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i Subject |General | Exkensions I Private Key | Certification Suthority | Signature

The subject of a certificate is the user or computer to which the cerificate is issued. You

cah enter information about the types of subject name and alternative name values that
can be used in a certificate,

Subject of certificate
The user or computer that is receiving the certificate

Subject narne:

Type: .

|Full DN ol| [ Add> ]

|‘u‘alue: | | < Rernowve ‘

Alternative name:

Type:

|Directu:ur§,f narme V|

Walue; | add = ‘

| | | < Rernowve ‘
Learn more about subject narmes

| 0K | | Cancel | | Apply |

Specifying the subject of a certificate
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Type: IP address:
https Al Unassigned

Host narme:

nls.contoso.corm|

[ | Require Server Marne Indication

weL certificate:

hls.contaso.com

Cancel

Configuring an IIS site binding
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Troubleshooting
DirectAccess

The DirectAccess client computer must run
Windows 8, Windows 7 Ultimate, or Windows 7
Enterprise edition.

The DirectAccess client computer must be @
member of an Active Directory Domain Services
(AD DS) domain and its computer account must be
a member of one of the security groups configured
with the DirectAccess Setup Wizard.

The DirectAccess client computer must have
received computer configuration Group Policy
settings for DirectAccess.

The DirectAccess client must have a global IPvé
address, which should begin with a 2 or 3.
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Troubleshooting
DirectAccess

The DirectAccess client must be able fo reach the IPvé
addresses of the DirectAccess server.

The DirectAccess client on the Internet must correctly

determine that it is not on the intfranet. You can type the
netsh dnsclient show state command o view the

network location displayed in the Machine Location field
(outside corporate network or inside corporate network).
Use the netsh namespace show policy command o
show the NRPT rules as configured on the group policy.
Use the netsh namespace show effectivepolicy
command to determine the results of network location

detection and the IPvé addresses of the intfranet DNS
servers.
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Troubleshooting
DirectAccess

The DirectAccess client must not be assigned the domain
firewall profile.

The DirectAccess client must be able to reach the
organization’s intranet DNS servers using IPvé. You can use
Ping to attempt to reach the IPvé addresses of infranet servers.

The DirectAccess client must be able fo communicate with
intfranet servers using application layer protocols. If File and
Printer Sharing is enabled on the intfranet server, test
application layer protocol access by typing net view
\\IntranetFQDN.

Use the DirectAccess Connectivity Assistant on computers
running Windows 7 and Network Connectivity Assistant on
computers running Windows 8 to determine the infranet

connectivity status and to provide diagnostic information.
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Lesson Summary

DirectAccess provides seamless infranet connectivity to
DirectAccess client computers when they are connected to
the Internet; connections are automatically established and
they provide always-on seamless connectivity.

The Name Resolution Policy Table (NRPT) is used to determine
the behavior of the DNS clients when issuing queries and
processing so that internal resources are not exposed to the
public via the Internet, and to separate traffic that is noft
DirectAccess Internet traffic from traffic that is.

To use DirectAccess, clients must be Windows 7 Enterprise
Edition, Windows 7 Ultimate Edition, Windows 8, Windows
Server 2008 R2, or Windows Server 2012.
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Lesson Summary

In Windows 8, the DCA was replaced by the Network
Connectivity Assistant (NCA).

The DirectAccess Connectivity Assistant (DCA) provides tools
to help users reconnect if a problem occurs and helps with
diagnostics used by the help desk. It is also used to detect
whether one-time passwords (OTP) are required and helps
your system determine whether it is connected o the intranet
or the Internet.

DirectAccess clients use the network location server (NLS) to
determine their location. NLS is an internal web server.

Before deploying DirectAccess, you need to make sure that

you have IPvé and any transitional IPvé technologies in place,

a certificate server, and external and internal DNS entries.
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