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Implementing the Remote
Access Role

Lesson 10: Configuring VPN and Routing
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Routing and Remote
Access (RRAS) Terms

 Remote access server (RAS): A server that
enables users to connect remotely 1o a
network, even across the Internet, using
various protocols and connection types.

* Routing and Remote Access (RRAS): A
Microsoft application programming
Inferface that provides remote access.
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RRAS Functionality

* A virfual private network (VPN) gateway
where clients can connect to an
organization’s private network using the
Infernet.

« Connect two private networks using a VPN
connection using the Internet.

« A dial-up remote access server, which
enables users to connect to a private
network using a modem.
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RRAS Functionality

« Network address translation (NAT), which
enables multiple users to share a single
public network address.

* Provide routing functionality, which can
connect subnets and control where packets
are forwarded based on the desfination
address.

* Provide basic firewall functionality and allow
or disallow packets based on addresses of
source and/or destination and protocols.
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Installing/Configuring
Remote Access Role

Before implementing RRAS:
1. Add the Remote Access Role.

2. Initially configure RRAS to specity which
options are available with it.

To install Remote Access Role, use the Server
Manager to install the proper role.
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Install Remote Access Role

Select server roles

Before ou Begin
Installation Type

Server Selection

Features

Select one or more roles to install on the selected server.

Roles

b [m] Active Directory Certificate Services (Installed)
Active Directory Domain Services (Installed)
[[] Active Directory Federation Services
[[] Active Directory Lightweight Directory Services
[[] Active Directory Rights Management Services
[] Application Server
DHCP Server (Installed)

DS Server (Installed)

[[] Fax Server

Filz And Storage Services (Installed)
Hyper-V (Installed)

[] Metwork Policy and Access Services

[] Print and Dacument Services

[WRR=mote Ac

[[] Remote Desktop Services

DESTINATIOM SERVER
WINZ0125RV.contoso.com

Description

Remote Access provides Seamless
Connectivity, Always On and Always
Managed experience based on
DirectAccess. RAS provides
traditional WPN services including
site-to-site ((branch-office or cloud)
connectivity, Routing provides
traditional routing capabilities
including NAT, and other
connectivity options.

Selecting the Remote Access role

© 2013 John Wiley & Sons, Inc.



Install Remote Access Role

Add features that are required for Remote Access?

You cannot install Remote Access unless the following role services
or features are also installed.

RAS Connection Manager Administration Kit (CMAK)
4 Remote Server Administration Tools
4 Rele Administration Tools
4 Remote Access Management Tools
[Tools] Remote Access GUI and Command-Line Too
[Tools] Remote Access module for Windows Power?
4 Web Server (II5)

4 Web Server

[<] i m

Include management tools (if applicable)

Add Features

Adding additional features for the Remote Access role
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Install Remote Access Role

Select role services

Befora You Begin
Installation Type
Server Selection
Server Roles

Features

Remaote Access

Confirmation
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Add Roles and Features Wizard = =] =

DESTINATIOMN SERVER
WIN20125RV. contoso.com

Select the role services to install for Remote Access

Role services

Description

Directhccess and VPN (RAS)

Routing provides support for NAT
Routers, LAN Routers running RIP,

EfRouting|

and multicast capable routers (IGMP

Proxy).

< Previous | | Mext = Install

Selecting role services
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Configuring Routing and
Remote Access

Options for configuring RRAS:

Remote access (dial-up or VPN)
Network address franslation (NAT)

Virtual private network (VPN) access and
NAT

Secure connection between two private
networks

Custom configuration

© 2013 John Wiley & Sons, Inc.

11



Configuring Routing and
Remote Access

Custom Configuration

“When this wizard closes, you can configure the selected services in the Routing
and Remote Access console.

Select the services that you want to enable on this server.
[ VPN access

7 Dialup access

™ Demand-dial connections [ used for branch office routing |

[T NaT

™ LAN routing

For more information

Selecting services on the Custom Configuration page
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Configuring RRAS for
Dial-Up Remote Access

Dial-up remote access enables remote computers
to connect to a network via a modem.

Remote computers act as though connected
locally.

Dial-up connections have much slower fransfer
speeds compared to DSL, cable technology, and
other forms of networking.

To support multiple dial-users that connect
simultaneously, you must have a modem bank that
supports multiple modem connections over the
phone lines.
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Configure Dial-Up Remote Access

File Action View Help

e 2[FEIXE | BE

E Routing and Rermote Access WIN2012SRY2 (local)

% Server Status

2 WIN2012SRV2 (local) | Configure the Routing and Remote Access )
Server

To set up Routing and Remote Access, on the Action menu, click
Configure and Enable Routing and Remote Access.

For more information about setting up a Routing and Remote Access,

deployment scenarios, and troubleshooting, see Routing and Remote
Access.

Opening the Routing and Remote Access console
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Configure Dial-Up Remote Access

File Action View Help
=

B Routing and Remote Access Routing and Remote Access

% Server Status

s WA 201 2SR |"Ini-=.l"||. T | S S an te Access A
Configure and Enable Routing and Rermote Access

ure remote access to

Disable Routing and Remote Access
;.g” Tasks re the following:
' e networks.

| Delete
.

| Refresh

Properties

fHeIp

A UdSIC TIreEwWdll.

To add a Routing and Remote Access server, on the Action menu,
click Add Server.

For more information about setting up Routing and Remaote Access
server, deployment scenarios, and troubleshooting, see Help.

Configures Routing and Rermote Access for the selected server

Configuring and enabling RRAS
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Configure Dial-Up Remote Access

Configuration

You can enable any of the following combinations of services, or you can
customize this server.

% Remote access [dial-up or YPN)

Allow remote clients to connect to this server through either a dial-up connection or a
secure virtual private network [YPN] Internet connection.

" Network address translation (NAT)
Allow internal clients to connect to the Intemet using one public IP address.

" Vittual private network [VPN) access and NAT

Allow remote clients to connect to this server through the Internet and local clients to
cohnect to the Internet using a single public IP address.

" Secure connection between two private networks
Connect this network to a remote network, such as a branch office.

" Custom configuration
Select any combination of the features available in Routing and Remote Access.

For more information

| < Back || Next > || Cancel |

Specifying the RRAS services on the Configuration page
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Configure Dial-Up Remote Access

¥PN Connection

To enable ¥PN clients to connect ta this server, at least one network interface
must be connected to the Intermet.

Select the network interface that connects this server to the Intemet.

Network interfaces:

MName | Description | IP Address
External Broadcom BCMEB70EC ..
Internal Broadcom BCM5708C ... 192.168.3.121

[V Enable security on the selected interface by setting up static packet filters.

Static packet filters allow only VPN traffic to gain access to this server through the
selected interface.

For more information about netwaork interfaces.
For more information about packet filtering.

| <Back | Nest> | | Cancel

Selecting the VPN interface
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Configure Dial-Up Remote Access

Routing and Remote Access Server Setup Wizard

IP Address Aszsignment
You can zelect the method for azzigning P addrezzes to remote clents.

Howe dao wouw want |P addreszes to be azsigned ta remote clients?
& Avtarnatically

If you uze a DHCP zerver to azsign addreszes, confirm that it iz configured properhy.
If you do niot uge a DHCP zerver, this server will generate the addrezses.

" From a specified range of addresses

For more information

| < Back || et || Cancel |

Specifying the method of IP address assignment
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Configure Dial-Up Remote Access

Routing and Remote Access Server Setup Wizard

Addresz Bange Assignment

Y'ou can specify the address ranges that this server will uge to aszign addreszes o
remate clients.

E New IPv4 Address Range me

th

i Type a star_ting IP addresz and either an ending I[P addresz or the number of

| addreszses in the range. E=
Start IP address: j 1800 3 & 3 |
End IP address: l 0,10 . 1 . &5d
MNumber of addrezzes: I Gl

| ak | Cancel ‘

Using the New IPv4 Address Range dialog box
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Configure Dial-Up Remote Access

Routing and Remote Access Server Setup Wizard

M anaging Multiple Hemote Access Servers

Connection requests can be authenticated locally or forwarded to a Femote
Authentication Dial-ln Uszer Service [RADIUS] server for authentication.

Although Bouting and Bemote Access can authenticate connection requests, lange
nebwarks that include multiple remote access servers often uze a BADIUS server for
central authentication.

If you are uging a RADIIS server an pour netwaork,, you can zet up thiz zerver to fonsard
authentication reguests to the BADIUS server.

Do you want to zet up thiz zerver to work, with a BADIUS server?

7 Mo, use Bouting and Pemote Access to authenticate connechion requests

(% ¥es. zet up this server bo work with a BADIUS server

For more information

| < Back ” et » || Cancel |

Managing Multiple Remote Access Servers page
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Configure Dial-Up Remote Access

File  Action  Wiew Help

= H=

E Routing and Remote Access|
% Server Status
4 @ WAMNZ0T25RN (local)
E Rernote Access Clients ()
B Ports
=3 Rermnote Access Logging
boE (P
4 B Py
E General
B Static Routes

<| m | >

Routing and Remote Access

Welcome to Routing and Remote Access ~

Routing and Remote Access provides secure remote access to
private networks.

Use Routing and remote access to configure the following:
* A secure connection between two private networks.

* A Virtual Private Network (WPN) gateway.

* A Dial-up remote access server.

* Network address translation (NAT).

* AN routing.

* A basic firewall.

To add a Routing and Remote Access server, on the Action menu,
click Add Server.

For more information about setting up Routing and Remaote
Access server, deployment scenarios, and troubleshooting, see
Help. W

javascriptOnClickHelpd'ms-itsirras.chmi/Htm 92148601 -fed5-4fea-0e15-

Viewing the configured Routing and
Remote Access console

© 2013 John Wiley & Sons, Inc.
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Virtual Private Networks

 Virtual private networks (VPNs) link two
computers or network devices through o
wide-area network (WAN) such as the
Infernet.

 The data sent between the two computers
or devices across a VPN is encapsulated
and encrypted.

© 2013 John Wiley & Sons, Inc.
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VPN Connections

© 2013 John Wiley & Sons, Inc.
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VPN Usage Scenarios

e A client connects to the RAS server to
access internal resources from off-site.

* Two remote sites link tfogether by creating a
VPN tunnel between a RAS server located
at each site.

* Two different organizations create a VPN
tunnel so users from one organization can
access the resources in the other
organization.
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Tunneling Protocols

‘ Point-to-Point Tunneling Protocol (PPTP)

‘ Layer 2 Tunneling Protocol (L2TP)

‘ IKEv?2

‘ Secure Socket Tunneling Protocol (SSTP)
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VPN Authentication

¢ Uses Point-to-Point Protocol (PPP)
authentication.

User_level * Is usually username and password

* Uses IKE to exchange certificates or
pre-shared key

Computer-
level

¢ Is performed only for L2TP/IPsec
connections

© 2013 John Wiley & Sons, Inc.
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Windows 8/Server 2012
VPN Authentication

‘ Password Authentication Protocol (PAP)

Challenge Handshake Authentication Protocol (CHAP)
Microsoft CHAP version 2 (MS-CHAP v2)

‘ Extensible Authentication Protocol (EAP-MS-CHAPVv2)
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Configure and Enable VPN
Remote Access

¥PH Connection

To enable %¥PM clients to connect to this server, at least one network, interface
must be connected to the Internet.

Select the nebwork, interface that connects this server o the [ntemet.

Metwork, interfaces:

M ame | Dezcription | IF Address
Broadcom BCMEY0EC Met=tre...  10.1.1.25
wEthernet [Broadcom BC...  Huper Virtual Ethermet Adapter - 192.168.3.121

<| n |

¥ Enable security on the selected interface by setting up static packet filters,

Static packet fiters allow only WP traffic bo gain access to this server through the
zelected interface.

For more information about netwark, interlfaces.
For more information about packet filkering.

Configuring and enabling routing and remote access

© 2013 John Wiley & Sons, Inc. 28



Configure and Enable VPN
Remote Access

Routing and Remote Access Server Setup Wizard

Managing Multiple Bemote Access Servers

Connection requests can be authenticated locally or fopsarded to a Remote
Authentication Dial-ln Uger Service [RADIUS] zerver for authentication,

Although Routing and Remote Access can authenticate connection requests, large
networks that include multiple remote access servers often uge a BADIUS server for
central authentication.

[f pou are uging a BADIUS server on your network, wou can zet up this server to fonaard
authentication reguests to the RADIUS zerver.

Do you want bo zet up this server bo wark with a BADIIS server?

¢ Mo, uze Routing and Remaote Access to authenticate connechion requests

" ez, zet up this zerver to wark with a RADIUS server

For more information

| < Back ” Mest » || Cancel |

Managing Multiple Remote Access Servers page
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Configure and Enable VPN
Remote Access

RADIUS Server Selechion

You can gpecify the BADIUS zervers that pou want to uze for authentication and
accounting.

Enter the primary and alternate BADIUS servers that this server will uze for remote
authentication and accounting.

Primary BADIUS zerver: ||

Alternate RADIUS server: I

Type the shared secret [pazzwaord] that iz uzed to contact theze RADIUS servers.

Shared zecret: I

| < Back || flest > || Cancel |

Specifying the RADIUS Servers on the RADIUS Server
Selection page

© 2013 John Wiley & Sons, Inc.

30



Configure and Enable VPN
Remote Access

General | Securty | IPv4 | IPv6 | IKEw2 | PPP | Logaing |

% Routing and Remaote Access

Enable thiz computer az a;

™ |Pvd Fouter
" Local area netwark [LAN] routing only
(® L4MN and demand-dial routing

[~ IPvE Router
¥ Local area network (LAN] routing only
{7 LA and demand-dial routing

¥ |Pv4 Remote access server

[~ IPvE Remate access server

For more [nformation

| Ok | | Cancel | | Apply |

Enabling routing and remote access
with the General tab

© 2013 John Wiley & Sons, Inc.
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Configure and Enable VPN
Remote Access

WIN20125RV2 (local) Properties ? X

General| Secutty [IPvd | IPv6 | IKEv2 | PPP | Loging |

Because Netwark Policy Server [MPS] iz installed, vou must

& uze it bo configure authentication and accounting providers.
To configure authentication and accounting providers, create
or modify connection request policies.

Authentication Methods.

The custom |Pzec policy specifies a preshared key for LZTRARKE Y2
connectionz. The Routing and Remote Access service should be started ta
zet thiz option, [FEv2 initiators configured to authenticate thiz gerver uzing
certificate will not be able to connect.

[ Allow custarn IPsec policy for L2TPAKE w2 connection

55L Certificate Binding:
[~ UseHTTP

Select the certificate the Secure Socket Tunneling Protocol [SSTF)
server should use to bind with S5L fweb Listerer)

Certificate: I Diefault Li Wi

For more information.

0K || Cancel | Apply

Authentication Methods |2 I

The server authenticates remote zpstems by uzing the selected methods in

the arder shown below,

[¥ Estensible authentication protocol [E4P)

Select the EAP option if you are using Metwork Accezs Pratection
[MAP). Uze MPS to configure all other MAP zettings.

W Microsoft encrupted authentication version 2 (M5 -CHAP +2)
[ Enciypted authentication [CHAF]

I Urencrpted passward [PAF]

[ Allow machine certificate authentication for [KEv2
Unauthenticated access

[ Allow remote systems to connect without authentication

For more information

0k | Cahcel

Using the Security tab

© 2013 John Wiley & Sons, Inc.
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Configure and Enable VPN
Remote Access

| Geheral | Securityl [Pwd ||F"\.-'E I [KEw2 I PFP I Loggingl

¥ Enable IP4v4 Forwarding

—IPv4 address azsignment
Thiz gerver can azzign IPvd addreszes by uzing:

¢ Dynamic Host Configuration Protocal [DHCR)
" Static address poal
Frarm | Tao | Murnber | IF'Addre...| hd azk. |

sod. | Edi. || Remove |

™ Enable broadcast name resolution

|Jze the following adapter to obtain DHCF, DMS, and WINS addreszes for
dial-up clients.

Adapter; I Internal LI

For more information

| (] | | Cancel | | Apply

Using the IPv4 tab
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Configure and Enable VPN
Remote Access

Ports Properties 7 X Configure Device - WAN Miniport (SSTP) m
Devices 'ou can uge thiz device for remote access requests or demand-dial
connections.
Fouting and Remote Acces: [(ARAS] uzes the devices listed belaw, g Eem':'te SREE ':':'nne':“':'ml[inb':'und il _
Mame J Used By Type MHurnb. .. I™ Demand-dial routing conmectio
WiAM Miniport [IEEw2] Routing [FEw2 128
WiAM Miniport [FPPOE] Routing FPFoE 1 Phone number for thiz device: ]
Wik Miniport [L2TP) Routing L2TF 128
Witk Miriport [PPTF) Raouting FFTF 128 'ou can set a maxirmurn port limit for a device that supports multiple ports.
Wik Miniport [SSTF) MHone S5TP 128 178 -

b awirnum ports: =

For more information oK | Cancel

Configure. . |

For mare information

| k. || Cancel || Apply |

Specifying the number of ports
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Create a VPN Tunnel

@ <7 ? |¥ « Network and Internet » Network and Sharing Center v ¢ I | Search Control Panel

o |

o aiot Banst o View your basic network information and set up connections

View your active networks
Change adapter settings
Change advanced sharing contoso.com Access type: No Internet access
settings Domain network Connections: © Internal
Change your networking settings
Set up a new connection or network
~ Set up a broadband, dial-up, or VPN connection; or set up a router or access point.
Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting infermation.
See also
Internet Options

Windows Firewall

Opening the Network and Sharing Center

© 2013 John Wiley & Sons, Inc.

39



Create a VPN Tunnel

Choose a connection option

Connect to the Internet
Let up a broadband or dial-up connection to the Internet,

Connect to 3 warkplace

Set up a dial-up or WPN connection toyourwarkplace,

| Net || Cancel

Connecting to a workplace with the Set Up a
Connection or Network page

© 2013 John Wiley & Sons, Inc.
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Create a VPN Tunnel

How do you want to connect?

% Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Internet.

L I

< Dial directly
Connect directly to a phone number without going through the Internet.

g

Connecting to a workplace

© 2013 John Wiley & Sons, Inc.
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Create a VPN Tunnel

Internet address;

Destination narme:

[ ]Use a smart card

Type the Internet address to connect to

YWour network administrator can give you this address,

[Example:CDntDsu.cDm or 157,534,010 or 3fer1234:1111]

WPM Connection

[#] Rerrernber iy credentials

@ [ Allowr ather peaple to use this connection

This option allows aryone with access to this computer to use this connection,

| Create || Cancel |

Entering the Internet address and destination name

© 2013 John Wiley & Sons, Inc.
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Create a VPN Tunnel

Networks

Network and Sharing Center Connections

Network and Sharing Center
contoso.com 2

(© ()= [E » controlPanel » Network and Intemet » Network and Sharing Center

View your basic network information and set up connectiot VPN Connection
Control Panel Home

View your active networks
Change adapter settings

Access type:
Change advanced sharing b Connections: [
settings

Domain network

Change your networking settings
diGi Set up 2 new connection or network
Set up 2 broadband, dial-up, or VPN connection; or set up a router
Troubleshoot

Diagnose and repair network problems, or get troubleshooting info

Internet Options

Windows Firewall

Connected ?.:J

b

Connecting to a network connection after the

© 2013 John Wiley & Sons, Inc.
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Create a VPN Tunnel

v 0' | Search Network Connections 0O |

@@V fl@ » Control Panel » Metwork and Internet » Network Connections

Organize v  Start this connection  Rename this connection  Delete this connection  Change settings of this connection 8= v [ @

-~

Marme Status Device Mame Connectivity
@ Ethernet Enabled Qualcomm Atheros ARB152 PCI-E Fast Etherne...
@ vEthernet (Qualcomm Atheros AR8152 PCI-E Fast... contoso.com 2 Hyper-V Virtual Ethernet Adapter #2 Internet access
ﬁ YPN Connection Disconnected WAN Miniport (IKEw2)

<| n

3 items 1item selected

Viewing network connections in the Network and
Sharing Center

© 2013 John Wiley & Sons, Inc.
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Create a VPN Tunnel

| VPN Connection Properties -

General | Optiohz I Security I Metwarking I Sharing |

Hozt name or IP addrezs of destination [zuch as microzoft.com ar
157.54.0.1 or 3ffe1234:1111)

|2na.32.44.4

First connect

YWindows can first connect to a public network, such az the
|nternet, befare tving to establish this wvirtual connection,

[] Dial anather connection first;

privacy statement

| ak || Cancel |

Specifying the hosthame or IP address of the VPN server
on the General tab
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Create a VPN Tunnel

E VPN Connection Properties = Advanced Properties -

General | Optiong | 5 ecurity | Metwarking I Sharing | LETP | IKEw2

Type of VPN: () Use preshared key For authentication
|.-'1'-.ut|:|mati|: v | Ve
!(:;';.-':
| Advanced settings | . . o
Data encryplion: (®) se certificate for authentication
| Require encrption [dizconnect if server declines) W | Werify the Mame and Usage attributes of the server’s certificate

Authentication
() Usge Extenzible Authentication Protocol [EAF]

Froperties

(0] | | Cancel

() dllows these pratocals
EAP-MSCHAPYZ will be uzed for [EEw2 WPN tupe, Select

ary of theze protocals for other YPM ipes.
Inencipted paszword [FAP]
Challenge Handzhake authentication Protocol [CH&F)
bicrozoft CHAP Yersion 2 [M5-CHAP +2]

Autamatically uze my Windows logon name and
pazzword [and domain, if any)

| ak || Cancel |

Security tab

© 2013 John Wiley & Sons, Inc.



Create a VPN Tunnel

@@v %|I:Q v Control Panel » Metwork and Internet » Mebawork Connections w G| ‘ Search Metwork Connections P|

Organize +  Startthis connection  Rename this connection  Delete this connection  Change settings of this connection i - I @

-

Marme Status Device Mame Connectivity

[ﬂ] Ethernet Enabled Qualcomm Atheros ARB152 PCI-E Fast Etherne..,
[ﬂ] wEthernet (Qualcomm Atheros ARB152 PCI-E Fast..  contosocom 2 Hyper-4 Yirtual Ethernet Adapter #2 Internet access

Connect J Disconnect

i WPMN Connec | isconnected WAL Biniport (I KEvE)

Status

Set as Default Connection

Create Copy

Create Shortcut
Delete

Rename

Properties

3 items 1item selected

Connecting to a VPN server

© 2013 John Wiley & Sons, Inc.
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Configuring Split Tunneling

« Can route a client's Internet browsing
through a home Internet connection rather
than going through the corporate network.

« Disable the Use Defaulf Gateway on
Remote Nefwork option.

« Disabling this option is called using a split
tunnel.

© 2013 John Wiley & Sons, Inc.
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Enable a Split Tunnel

=i VPN Connection Properties \Ll Internet Protocol Version 4 (TCP/IPv4) Properties| ? | X Advanced TCP/IP Settings |2 [

| Generall Dptinnsl Securit_l,J| Networking |Shaling| General

This connection uses the following items:

This checkbox arly applies when vou are connected to a local

Y'ou can get 1P settings assigned automatically if your netwark network and a dial-up network simultaneously. when checked, data

supports this capability. Othenise, you need to ask your network. :‘;;\‘C;E”m be sent on the lacal netwark iz farwarded to the diskup
<& |nternet Pratocal Version 6 (TCP/PYE) administrator for the appropriate [P settings. .
g icrozoft Metwork, Monitor 3 Driver i
- . . ) . m
b 4| 4] (®) Obtain an IP address automatically
e 5 . — . . [ Disable class based route addition
d Printer Sharing for Microsoft Metwaorks () Use the following IP address:

g Microzoft Metwork Monitor 3 Driver IP address: I:I [¥] Automatic metric
& Client for Microsoft Metworks

Interface metric:
(®) Obtain DM3 zerver address automatically

() Use the following DMS server addresses:

Irnstall .. Urnirztal Freferred DMS server l:l
. Altemnate DMS server l:l
Description

Transmizzion Contral Protocol/Internet Protocal. The default

wide area network, protocol that provides communication
across diverse interconnectad nebworks.

0K | | Cancel

ak. | | Catcel

Enabling split tunneling by enabling the Use Default
Gateway on Remote Network option

© 2013 John Wiley & Sons, Inc.
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Configuring Remote Dial-In
Settings for Users

Ted Wilson Properties \L-

Remate contral I Remate Desktop Services Profile I COk+
General | Address I Account I Prafile | Telephores | Organization
tember OF | Dialir | Enwvironment | Sessions

— Metwark Access Pemission

 Allow access
™ Deny access

& Control access through MPS Network Policy

[ “erify Caller-ID:
— Callback Options
% Mo Callback

™ Set by Caller [Fouting and Femote Access Service only)

" Always Callback to:

I Agsign Static IP Addresses

Define IP addrezses to enable for this

oy 3 Static P Addresses ... |
Dial-in connection.

1 Apply Static Foutes

Define routes to enable for this Dial-in Static Foutes .. |
connechion,

] || Cancel | Apply Help
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Troubleshooting Remote
Access Problems

‘ Check connectivity and network name resolution.
‘ Check logs.
‘ Use ipconfig, ping, tracert, and nslookup.
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Network Address
Translation (NAT)

 Enables a LAN to use one set of IP addresses
for internal traffic and a second set of
addresses for external traffic.

* AS aresult, you can:
o Provide a type of firewall by hiding internal IP
addresses.

o Enable multiple internal computers to share @
single external public IP address.

© 2013 John Wiley & Sons, Inc.
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Network Address
Translation (NAT)

The private network addresses as expressed Iin
RFC 1918:

10.0.0.0-10.255.255.255
172.16.0.0-172.31.255.255
192.168.0.0-192.168.255.255

© 2013 John Wiley & Sons, Inc.
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Disable Routing and

File  Action Wiew

Remote Access

Help

&= @ B=

B Routing and Remote &ccess

B

% Senser Status

Wi 207 AsDd

ol P P e P

Configure and Enable Routing and Rernote Access

Disable Routing and Rernote Access

Enable Directiccess...
All Tasks

Delete
Refresh

Properties

Help

wote Access

:cure remote access to

gure the following:
ate networks.

ay.

I aouu o Ruduimg arnda RCIniuLles ALLCSS 3

click add Server.

=rver, on the Action menu,

For more information about setting up Routing and Remote Access
zerver, deployment scenarios, and troubleshooting, see Help.

Routing and Remote Access

~

Stops Routing and Remaote &ccess and removes the previous configuration

Disabling Routing and Remote Access
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Routing Terms

Routing: The process of selecting paths in a network
where data will be sent.

Routers: Operate at the OSI Reference Model Layer
3, Network layer.

Layer 2 switches: Operate at the layer 2 OSI model
and are used to connect a host fo a network by
performing packet switching that allows traffic to
be sent only to where it needs to be sent based on
mapping MAC addresses of local devices.

Layer 3 switches: Can perform layer 2 switching, but
also perform routing based on IP addresses within
an organization. Cannot be used for directly
connecting WAN connections.
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Routing Terms

Routing table: A data table stored in a
router or networked computer that lists the
routes of parficular network distances and
the associated metrics or distances
associated with those routes.

Static route: A route created manually in @
routing table.

Dynamic route: A route created

dynamically based on the current routing
topology. Created with a routing protocol
such as Routing Information Protocol (RIP).
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anaging Static Routes

File Action View Help
e #z[F =
© Routing and Remaote Access Static Routes
% Berver Status Destination Network mask Gatewvay Interface Metri
4 @ WIN2012SRV2 (local)
E Network Interfaces There are no iterns to show in this view,
{23 Remote Access Logging
«5 %V“G | WIN2012SRV2 - IP Routing Table [ x]
enera ZEhiS
' Static Routes | Destination | Network mask | Gateway [l
b Eﬁpﬁ ; 0.0.00 0.0.0.0 192.168.3.1 |
127.0.0.0 255.0.0.0 127.0.0.1 l
127.0.0.1 255.255.255.255 127.0.01 L
192.168.3.0 255.255.255.0 0.0.0.0 |
192.168.3.121 255.256.255.255 0.0.0.0 I
192.168.3.255 255.255.255.255 0.0.0.0 |
224000 240.0.0.0 0.0.0.0 |
255.255.255.255 255.255.255.255 0.0.0.0 |
<[ i | ]
< [ K3 [ >

Displaying stafic routes using RRAS
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Create a New Static Route
using RRAS

Interface: I External

Destination: I

Network mask: l

Gateway:

| = s
Metric: |255 _%

¥ Use this route ta initiate demand-dial connections

for more information:

Defining an IPv4 static route
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Create a New Static Route
using RRAS

o] Administrator: C\Windows\5ystem32\cmd.exe
“>route print
Interface List

3...88 1a 64 18 8e
t) #42

Broadcom BCHMS7B8C Metitreme II GigE (NDIS UBD Clie
Broadcom BCHMS7B8C Metitreme II GigE (NDIS UBD Clie

we.-S0ftware Loopback Interface 1
B BA 8@ el Teredo Tunneling Pseudo—Interface
A3 B8 A0 B B0 BA BB e@ Microsoft ISATAP Adapter #2

Metmask Gateway Interface Metric

A.8.8.8 A.8.8.8 192.168.3.1 192.168.3.121 276
255.8.8.8 On—link 127.8.8.1
255.255.255.255 On—link 127.8.8.1
255.255.255.255 On—1link 127.8.8.1

122.168.3.8
192.168.3.121
1922.168.3.255
224.8.0.8
224.8.8.08
255.255.255.255
255.255.255.255

ersistent Route
Network Address
A.8.8.8

f Metric
12 4116
i 386

12 4116 2082:180a:1774
12 276 2882:188a:1774

255.255.255.08
255.255.255.255
255.255.255.255
240.8.0.8
240.8.0.08
255.255.255.255
255.255.255.255

Destination

12 276 feBB::r64

386 ££f00::-8
276 ££f00::-8

ersistent Route
Mone

On—1link
On—link
On—1link
On—link
On—1link
On—link
On—-1link

Gateway Address
192.168.3.1

Gateway

192.168.3.121
192.168.3.121
1922.168.3.121

127.8.8.1
1922.168.3.121

127.8.8.1
1922.168.3.121

Metric
Default

feBB::c2cl:cBff :fedf:18ac

On—1link

64 On—link
18e7:587c:888bh:65cc,128
On—link
On—1link

12 276 feBB::18e7:587c:888b:65cc,128

On—1link
On—link
On—-1link

soroute add 10.18.5.8 mask 255.255.255.8 1922.168.3.1 —p
OK?

N
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Configure RIP

Raouting pratocals:

Click. the routing protocal that pou want to add, then click OF.

W IGMP Router and Prosy
Y NAT

g BIF Werzion 2 for Intemet Protocol

OF.

Cancel |

Specifying a new routing protocol
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Configure RIP

Mew Interface for RIP Version 2 for Internet Pmtc:cal| X

Thiz routing protocol rung on the interface that you select below,

|nterfaces:

E@ E=ternal
Eﬁ Inkermal

k. Cancel

Specifying the new interface for RIP Version 2
for Internet Protocol
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Configure RIP

General | Security | MNeighbors | Advanced |

%& Rauting Infarmation Pratacal [RIF] Interface

Operation mode;

Outgaoing packet pratocal;

IHIP werzion 2 broadcast ﬂ
Inhzoming packet protocal;
IHIP verzion 1 and 2 ;I

Added cost for routes: |'I _I?
=

Tag for announced routes:

[T Activate authentication

|xxxxxxxx

Pazzword:

Faor more information

| k. | | Cancel | | Apply

Configuring the RIP Properties
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General | Security | Meighbors | Advanced

Configure RIP

General | Security | Meighbors | Advanced

Action;

Specify hiow this router interacts with lizted neighboring BIP routers.

IF:::r inCcoming routes

% Accept all routes
" Accept all routes in the ranges listed
" Ignore all routes in the ranges listed

Fromm: T

Fram | To

[

d : % Lze broadcast or multicast only

" Use neighbors in addition to broadcast or mulicast

™ Use neighbors instead of broadcast or mulicazt

|P address:

Add Edit

Edit Femove

Flemove

For more information

Cancel | |

Apply | Cancel | |

Apply

Configuring the RIP Security and Neighbors tabs
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Demand-Dial Routing

 Demand-dial routing is a connection to @
remote site that is activated when data is
sent to the remote site and disconnected
when there is no more data to be sent.

e Can reduce connection costs.
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Configuring Demand-Dial
Routing

1. Right-click the server, select Properties and
select the General tab.

2. Select LAN and demand-dial routing.
Right-click Network Interfaces.

4. Select New Demand-dial Interface to go
through a wizard to define the dial-up
connection or VPN connection.

=
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DHCP Relay Agent

« DHCP requires a range of IP addresses that
can be distributed.

« A scope defines a single physical subnet on
a network to which DHCP services are

offered.

 DHCP server has to be physically connected
to the subnet, or you have to install a DHCP
Relay Agent or DHCP Helper on the subnet
that relays the DHCP requests fo the DHCP

server.
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Configure the DHCP Relay Agent

: General

% Dynamic Host Configuration Protocol [DHCP] Global

The DHCP relay agent sendsz meszzages to the server addresses listed
below,

Server address;

&dd

For more information

| 0K || LCancel || Apply |

Specifying the DHCP Server that the
DHCP Relay Agent Relays To
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Lesson Summary

Remote access server (RAS) enables users 1o connect
remotely to a network using various protfocols and connection

types.

To provide remote access server, Microsoft includes Routing
and Remote Access (RRAS), which provides a Virtual Private
Network (VPN), a dial-up remote access server, and Network
Address Translation (NAT).

VPNs link two computers or network devices through a wide-
area network (WAN) such as the Internet.

To provide constant connectivity, use Internet Key Exchange
version 2 (IKEv2).

Routing your Internet browsing through your home Internet
connection rather than the corporate network when using @
VPN connection is called split tunneling.
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Lesson Summary

A remote access connection must be authorized by the server
running Network Policy Server (NPS), RRAS role service, or other
third-party RADIUS server.

Network address translation (NAT) is used with masquerading
to hide an entire address space behind a single IP address.

Routing is the process of selecting paths in a network where
data will be sent.

Microsoft Windows supports the Routing Information Protocol
(RIP) through RRAS.

Routing tables are manually created with static routes or are
dynamically created with routing protocols such as RIP.

RRAS also supports demand-dial routing.
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