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Domain Controllers

A domain controller is a Windows server that
stores a replica of the account and security
Information for the domain and defines the
domain boundaries.

To make a computer running Windows Server
2012 a domain controller, you must install the
AD DS and execute dcpromo from Server
Manager.

FEach domain has its own set of domain
conftrollers.

For fault folerance, a site should have two or
more domain conftrollers.
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Global Catalogs

As a domain controller, a global catalog stores
a full copy of all objects in the domain.

In addition, as a global catalog, it also has a
partial copy of all objects for all other domains
INn the forest.

The partial copy of all objects is used for logon,
object searches, and universal group
membership.

A global catalog is created automatically on
the first domain controller in the forest.

Optionally, other domain controllers can be
configured to serve as global catalogs.
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Global Catalogs and
Universal Groups

One of the primary functions of a global catalog is
to provide search capability of any object in the
forest.

Another function of global catalog is to resolve User
Principal Names (UPNs).

Membership of universal groups is stored only in the
global catalog and is replicated across the forest.

When a user logs on, the domain controller must be
able to view the membership of the universal
groups, so that it can be determined whether a user
Is allowed or denied logon based on the
membership of the universal group.
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Universal Group
Membership Caching

* |[f the membership of the universal groups
cannot be determined, a user’s logon
request denies the request, and the user
cannot log on.

* The only exception to this is that the
Administrator account can always log on.

* Therefore, for all other users 1o log on, there
must be at least one domain confroller
acting as a global catalog available or you
need Universal Group Membership Caching
enabled.
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Enable Global Catalogs

File  Action  View Help
e 2 4| XEG BE 2

@i Active Directory Sites and Services [WIN20|| Mame Type Description

4 [ Sites ﬁNTDE Settings Domain Controller Settings
B0 Subnets

B ] Inter-Site Transports

A E Default-First-Site-Mame
a ] Servers

E i WII"-.IENESR"Jl

B NTDS Settings

Navigating to domain controllers
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Enable Global Catalogs

General | Connections I Object I Security I Attribute Editor

w MTDS Settings

Drescription: |

Quen Palicy: | W |

DME Aliaz: | 987AFB34-E236-4D43-32F 3-F0A2T E09DSE EI._msu:Iu:s.u::|

[] Global Catalog

The amount of time it will take to publish the Global Catalog waries
depending an your replication topalogy.

Cancel | | Apply | | Help |

Opening the NTDS Settings Properties dialog box
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Universal Group Membership
Caching (UGMC)

Universal group membership caching (UGMC)
allows the local domain controller to store the
membership of the universal groups in ifs local
cache indefinitely.

The cache is refreshed by default every eight
hours. As a result, domain conftrollers can
process a logon or resource request without the
presence of a global catalog server.

UGMC provides better logon performance and
minimizes WAN usage.

UGMC is enabled on a per-site basis.
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Enable Universal Group
Membership Caching

Site Settings | Object | Security | Attibute Editor

W MTDS Site Settings

Dezcription: ||

Change Schedule... |

Inter-Site Topology Generator

Server: |WIN2IJ1 2SRy

Site: | Default-First-Site-M ame

Uriverzal Group Membership Caching
[] Enable Universal Group Membership Caching

Refrezh cache from: <Default:

Navigating to a site
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Enable Universal Group
Membership Caching

Site Settings | Object | Security | Attribute Editor |

w NTDS Site Settings

Description: ||

Change Schedule...

Inter-Site Topology Generator

Server: |WIN2IZI1 25RY

Site: | Default-First-Site-Name

Universal Group Membership Caching
[ Enable Universal Group Membership Caching

Refresh cache from: <Default>

[ ok || cacsl || pply || Hep |

Opening the NTDS Site Settings Properties dialog box
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Operations Master Roles

‘ Primary Domain Controller (PDC) Emulator

‘ Infrastructure Master

‘ Relative Identifier (RID) Master

‘ Schema Master

‘ Domain Naming Master
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Managing Operations
Masters

Guidelines for placing the Operations Master roles:

Place the domain-level roles on high-performance domain
conftrollers.

Do not place the infrastructure master on a global catalog
server unless you have only one domain or all the domain
conftrollers in your forest are also global catalogs.

The Schema Master and Domain Naming Master should be on
domain conftrollers in the forest-root domain.

If the Primary Domain Controller (PDC) Emulator becomes
overworked, you should offload non-AD DS roles to other
servers, upgrade the PDC Emulator, or move the PDC Emulator
to a more powerful computer.
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Viewing the Operations
Masters Role Holders

* The easiest way to view the holders of all
Operations Masters at once:
netdom query fsmo

 To view the RID Masters, PDC Emulators, or
Infrastructure Master, use the Active
Directory Users and Computers console.
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Viewing Operations Masters

G Administrator: Command Prompt

icrosoft Windows [Uerszion 6.2_84001]
(c>» 2812 Microsoft Corporation. All rights reserved.

ssWindowsssystemd2>netdom gquery fsmo
Schema master WIN2B125RU _contozo.com
Domain naming mastep WINZ2A125RV .contoso.com
WIN2B125RU _contoso.com
RID pool manager HINZ2B125RU .contoso.com

Infrastructure master HIN20125RB) . contoso.com
he command completed successfully.

ssWindowsssystem32 >
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Viewing the Operations
Masters Role Holders

* To view the holder of the Domain Naming
Master role, use the Active Directory
Domains and Trusts console.

 To view the holder of the Schema Master
role, use the Active Directory Schema.
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View the Holders of RID Master, PDC
Emulator, or Infrastructure Master

E Active Directory Users and Computers =Ns -
File  Action ‘iew Help

= =]

B E 4= LaETE%

] Active Directory Users and Com|| Name Type Description
B [ Saved Queries | Builtin builtinDamain
43 contosg.rom =N £ Container Default containe
B [ Buil Delegate Control... Crganizational Unit
b o CF' Find BitLocker recovery password Organizational Unit Default containg
k- :f Dire Find... 5 Container Default containg
[[: :‘_ E;rf Change Damain.. Iu:ustﬂm-anund Default cnntaine
g : Lost Change Domain Controller.. hts Cnnta?ner Default cnnta-mf
B[] Ma Raise dormain functional level... Cuntafner De]_‘a-ult incaton
b B Pro Er—— CDnta!ner Builtin system 56
b Syst Container Default containg
b B Use Mews » msD5-OuotaContainer Quota specificat
B NTE Al Tasks b s TPk -InformationObjectsContainer
b ] TRhy o N infrastructurelpdate
Refresh
Export List...
Properties
Help
€ m > « m b

Domain operations masters

Selecting Operations Masters
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View the Holders of RID Master, PDC
Emulator, or Infrastructure Master

RID |F'DE Ilnfrastructure

The operations master manages the allocation of RID pools to other Domain
Cantrallers. Only ane server in the domain perfarms this rale.

Operationz magter:;
|WIN2EI1 2SRV, contosa.com

To trangfer the operations magter rale to the following
computer, click Change.

|WIN2IZI1 2SRV contoso.com

Using the Active Directory Users and Computers console to view
the holders of the domain-based Operation Masters roles
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View the Domain Naming Operations
Master Role Holder

Operations Master -

The domain naming operations master enzures that domain names are
unique. Only one Active Directary Domain Controller in the enterprize
performs thiz role.

Dlomain niaming operations master:

WHZ20125RY . contoso. com

To kransfer the darnain naming master role ta the
following computer, click Change.
WM 201 25RY . contoso.com

Using the Active Directory Domains and Trusts console
to view the holders of the Domain Naming

Operations Master
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View the Schema Master Operations
Master Role Holder

Add or Remove Snap-ins -

You can select snap-ins For this console from those available on your computer and configure the selected set of snap-ins, Faor
extensible snap-ins, wou can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
anap-in Yendor -~ | Console Root Edit Extensions. ..
[ active Directory Do...  Microsoft Cor.,.
E.ﬁ.ctive Directory Sch,.. Microsoft Cor,., | = Remove
Eﬁ_l_r.ﬁ.ctive Directory Sike... Microsoft Cor.,.
= Active Directory Use.., Microsoft Cor... Mave Lp
= Ackivex Control Microsoft Cor...
E‘ADSI Edit Microsoft Cor,.. Mo Do

P.uthu:urizatic:n Manager Microsoft Cor...

E Certificate Templates  Microsoft Cor...
_ﬁbj Certificates Microsoft Cor...
ngCertiFicatiDn &uthority  Microsoft Cor,,.
=, Component Services Microsoft Cor...
E'é‘ Computer Managerm...  Microsoft Cor...

=y Device Manager Microsaft Cor..,
<DF5 Manaagement Microsoft Cor,,, | Advanced. .
Descripkion:

You can use the Active Directory Domains and Trusks snap-in to manage Active Directory domains and krusts,

| ok | | Cancel

Opening the Add or Remove Snap-in dialog box
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Transferring the
Operations Masters Role

Reasons to transfer the Operations Master:

« Planned maintenance

e Retirng a domain conftroller that holds a role
of Operations Master

* Moving a role of Operations Master to a
domain controller with more resources

Transferring a FSMO role requires that the
source domain conftroller and the target
domain controller be online.
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Transfer the Holders of RID Master, PDC
Emulator, or Infrastructure Master

File  Action Wiew Help
e sm OBz BmtataTah
§ Active Dir . Type Description

B[] Saved & 2 g D e builtinDomain
b #"ﬂ cantas Change Domain Controller..

Container Default containe

All Tasks 5 Organizational Unit

5 Organizational Unit Default containe
ncipals Container Default containe
Help lostandFound Default containe
[l Managed Service Accounts  Container Default containe

Refresh

™ Prograrm Data Container Default location

[ System Container Builtin systern s
[ Users Container Default cantaine
[ NTDS Guotas rn:03-0uotaContainer CQuota specificat
[ TPM Devices ms [ PM-InformationObjectsContainer

Infrastructure infrastructureUpdate

< i >\ <]

Choose a specific Dornain Controller to connect to

Selecting the Change Domain Conftroller option
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Transfer the Holders of RID Master, PDC
Emulator, or Infrastructure Master

Change Directory Server 2.5

Current Directary Server:
WIRZ20 25AW. contogo. com

Chatge to:
(®) Arw writable Damain Contraller

() Thiz Domain Controller or A0 LDS instance

M arne Site DC Type DCYerzion  Status
<Type a Directony Server namel:port] heres

WM 201 25RY . contoga.com Detault-Firgt-Site-Mame  GC Windowsz...  Online
Win201 252 contozo, com Default-Firgt-Site-Mame  GC Windows...  Online

[] 5awe this zetting for the curent consale

0k | | Cancel | | Help

Selecting a domain conftroller to transfer the role to
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Seizing the Operations
Masters Role

* |f a domain controller that holds an
Operations Master role has an
unrecoverable failure, you cannoft transfer
roles because the current domain controller
IS not online. Therefore, you need to seize
the role.

» Seizing a FSMO role is a drastic measure that
should be performed only in the event of @
permanent role holder failure.

* To seize arole of an Operations Master, you
use the ntdsutil.exe Ufility.
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Seize the Role of an Operations
Master Holder

G Administrator: Command Prompt - ntdsutil

sswOntdsutil
tdzutil: roles
fzmo maintenance: connections
erver connections: connect to server win2@lZszrv2.contoso.com
Binding to win2B1Z2srv2.contoso.com ...
onnected to winZ@lZzwuv? _contoszo.com uzing credentials of locally logged on user
erver connections: quit
fzmo maintenance: seize pdc
Attempting safe transfer of PDC FEMO hefore seizure.
FSM0) transferred successfully — seizure not reguired.
Server "win2BilZzru? _contoso.com" knows about 5 roles
Schema — CH=MTDS Settings.CH=WIN28125RU.CH=Servers.CH=Default—-First—Site—HName.CH
=%ites, CHN=Configuration.DC=contoso,DC=com
aming Master — CH=NIDS Settings.CH=WINZB1Z25RU.CH=Servers.CH=Default-First-Site-—
ame .CH=S5itez . CH=Conf iguration.DC=contoszo . DC=com
PDC — CH=MNTDZ Settings.CH=WIMNZB12ZRUZ . CH=Serversz.CH=Default-Firzt-Site—MName.CNH=E
ites . CH=Conf iguration.DC=contoso.DC=com
RID — CH=NTDZ Settings.CH=WINZB125RU.CH=Serversz.CH=Default-Firzt—Site—HName.CH=51i
es,.CH=Configuration,DC=contoso.DC=com
Infrastructure — CHM=NTDS Settings . CHN=WINZO128RU_.CH=Servers. CH=Default-Firzt—-8ite
Mame ,CH=8ites,CH=Conf iguration.DC=contoso.DC=com
fzmo maintenance: _

© 2013 John Wiley & Sons, Inc.
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Installing and Configuring
an RODC

Lesson 16: Configuring Domain Controllers
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Read-Only Domain
Controller (RDOC)

The Read-Only Domain Controller (RODC):

« Contains a full replication of the domain
database.

 Was created to be used in places where o
domain controller is needed but the
physical security of the domain controller
could not be guaranteed.
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Installing an RDOC

When you install an RODC, you need to define
a delegated administrator that has local
administrative permission to the RODC, even
though the account is not a member of the
Domain Admin or domain built-in
Administrators group.

© 2013 John Wiley & Sons, Inc. 31



Deploying an RDOC
To deploy an RODC:

 Ensure that the forest functional level is
Windows Server 2003 or higher.

 Deploy at least one writable domain
controller running Windows Server 2008 or
higher.
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Configuring an RDOC

You can configure each RODC to have its
own Password Replication Policy (PRP).

To allow enterprise-wide configuration of the
RODC PRP, Windows Server 2008 creates the
following security groups:

 Denied RODC Password Replication Group
» Allowed RODC Password Replication Group
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Install a Read-Only
Domain Controller

[ Server Manager

- {,’3:}1 I ra Manage Tools WView Help

i'-'i SERVERS
g8 Dashboard All servers | 1 total TASKS *
i Local Server I Configuration required for Active Directory Domain Services at WIN20125RV2 More... X B
liF All Servers — —~
s Filter D | j_E,' - .jEJ. - (]
& AD LDS Server Name  IPvd Address Manageability Last Update
2 DNS
= WINZ0125RV2  10.1.1.25,192.1683.121 Online - Data retrieval failures occurred 9,/28/2012 4:34:57 PN

g File and Storage Services P

e s

El'-l Remote Access

< i >
EVENTS
All events | 36 total TASKS = ”

Installing AD DS on a new computer
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Install a Read-Only
Domain Controller

All Servers Task Details and Notifications
All Tasks | 1 total

Filter o - -

Status Task Name Stage Message

Post-deployment Configuration Not Sta... Configuration required for Active Directory Do...

)
\YJ

Action Notifications

Promote this server to a domain...

Notification

Additional steps are required to make this machine a domain controller.

: =
Time Stamp

9/28/2012 4:15:04 PM

Promoting the server to a domain controller

© 2013 John Wiley & Sons, Inc.
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Install a Read-Only
Domain Controller

. . TARGET SERVER
Deployment Configuration Win2012Srv2.contoso.com

nent Configuration )
= Select the deployment cperation

Domain Controller Options

- ) ®) Add a domain controller to an existing domain
siale el ) @ sifeins ) Add a new domain to an existing forest
Paths ) Add a new forest
Review Cptions : - . : i
Specify the domain information for this operation
Prereguisites Check
Domain: contoso.com

Supply the credentials to perform this operation
CONTOSOVadministrator (Current user)

More about deployment configurations

| {Previous” Next > |

Adding a domain controller to an existing domain
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Install a Read-Only
Domain Controller

. . TARGET SERVER
Domain Controller Options Win20125rv2.contoso.com

Deployment Configuration . . e Ty :
Specify domain controller capabilities and site information

Domain Controller Options

Domain Name Systern (DM5) server
Global Catalog (GC)
[] Read only domain controller (RODC)

Site name: Default-First-Site-Name [+

Type the Directory Services Restore Mode (DSRM) password

Password: b

Confirm password: =

More about domain controller options

| <Previous | | MNext> | | nstal || cancel

Selecting an RODC

© 2013 John Wiley & Sons, Inc.
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Install a Read-Only
Domain Controller

RO DC O : TARGET SERVER
ptl ons Win20125rv2.contoso.com
Deployment Configuration .
Delegated administrator account
Domain Controller Options
<Not provided>
Additional Options Accounts that are allowed to replicate passwords to the RODC
Paths CONTOSO\Allowed RODC Password Replication Group
Review Options
Frereguisites Check
Accounts that are denied from replicating passwords to the RODC
BUILTIN\Administrators
BUILTIN\Server Cperators
BUILTINVBackup Operators
If the same account is both allowed and denied, denied takes precedence.
More about RODC opticns
| < Previous | | MNext = | | Install | | Cancel

Specifying the delegated administrator
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Install a Read-Only
Domain Controller

e % TARGET SERVER
Add |t| Onal O ptlo ns ‘Win20125rv2.contoso.com

Deployment Configuration . i )
Specify Install From Media {IFM) Options
Domain Controller Options
RODC Options

Additional Options Specify additional replication options

[] Install from media

Paths Replicate from: | Any domain controller
Review Options

Prerequisites Check

More about additional options

[ <Previous | [ Net> | | nstal || cancel

Selecting additional options

© 2013 John Wiley & Sons, Inc.
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Install a Read-Only
Domain Controller

WIN20125RVZ Properties _

Securty | Dhial-in | Attribute Editar I BitLocker Recowveny
General I Operating System tember OF
Delegation | Password Replication Policy | Location Managed By Object

Thiz iz a Read-only Damain Cantraller [RODC). An RODC stares users and
computers pazzwords according to the policy below. Only pazswords for
accounts that are in the Allow groups and not in the Deny groups can be
replicated to the RODC.

Groups, users and computers;

Hame Active Directary Dom...— Settine
Account Dperators contozo. coms/Builin Drery
Administrators contozo. comB uiltin Drery
Allowed RODC Pazeword Replicatio..  contozo.comsUsers Allow
Backup Operatars cantaza. camd/Builin Dery
Deried RODC Pagzword Replication...  contozo.comUsers Drery
Server Operators contozo. corn/Builtin Deny
Service Account 1 contozo. com/Users Allaw
£ m >

Add... Remaove

o] o [ ow

Configuring the Password Replication Policy
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Cloning a Domain
Controller

Lesson 16: Configuring Domain Controllers
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Domain Controller Clones

« Starfing with Windows Server 2012, you can
safely virtualize a domain controller and
rapidly deploy virtfual domain controllers
through cloning.

* |t allows you to quickly restore domain
conftrollers when a failure occurs and to
rapidly provision a test environment when
you need to deploy and test new features
or capabilities before you apply the features
or capabilifies to production.

© 2013 John Wiley & Sons, Inc.
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Deploying a Cloned
Domain Controller

Deploying a cloned virtualized domain conftroller:

1.

Grant the source virtualized domain controller the
permission to be cloned by adding the source
virtualized domain conftroller to the Cloneable Domain
Controllers group.

Run Get-ADDCCloningExcludedApplicationList
cmdlet in Windows PowerShell to determine which
services and applications on the domain conftroller are
not compatible with the cloning.

Run New-ADDCCloneConfigFile fO create the clone
configuration file, which is stored in the
CAWINdows\NTDS.

In Hyper-V, export and then import the virtual machine
of the source domain controller.
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File  Action  iew Help

Deploy a Cloned Virtualized
Domain Controller

= 2=

23 Hyper-Y Manager
Ha wAn20125Ry2

Virtual Machines
MNarne v State CPU Usage Azsigned Memoary Uptir
i pCoz Running 0% £h0 MEB 00:47
< m |
Snapshots

Mo wirtual machine selected.
Details

Mo item zelected.

PXekERkIIE

=

Import Virtual Machine...

Hyper-Y Settings...

Wirtual Switch Manager...

YWirtual S&M Manager...
Edit Disk...

Inspect Disk...

Stop Service

Rermowve Sercer
Refresh

Wieu

Help

Opening the Hyper-V Manager

© 2013 John Wiley & Sons, Inc.
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File  &ction  Wiew Help

Deploy a Cloned Virtualized
Domain Controller

| 2[E]

25 Hyper-V Manager

Ha winz0125Ry2

Virtual Machines

-
Marne

I DCoz2

State

Connhect...

CPU Usage

<| Settings..,

B50 kB

Azsigned Mermory

Uptir
00:49

Turn Off..,

Snapshol

Shut Do,

Save

Pause

Feset

achine haz no shapshots.

DCo2 Snapshot

Mlowe...

- Rename...

Enable Replication...

Help

Clustered: Mo
Heartbeat: OF [Applcation

Healthy]

<| m

Actions
| WIN2012SRV2  a ©
W ey »

= ImportVidual Machine..,
@ Hyper-W Settings...

B irtual Switch Manager..,
Wirtual 584N Manager..,

ol
g Edit Disk.,
E Inspect Disk..,
@ Skop Service
x Rernowe Server
4 PRefresh
Wiew »
ﬂ Help

é Connect..,

Sl Tathimns L

Turns off the selected wirtual machine,

Turning off a virtual machine

© 2013 John Wiley & Sons, Inc.

45



Deploy a Cloned Virtualized
Domain Controller

ﬁ Locate Folder

Before You Begin Specify the Folder containing the virtual machine ko import.

Locate Folder

Folder: || | | Browse. ..

Select Wirtual Machine
Choose Impart Type

Surmmary

| < Previous | ‘ Mext = | ‘ Finish ‘ ‘ Cancel

Specifying the virtual machine to import

© 2013 John Wiley & Sons, Inc.
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Deploy a Cloned Virtualized
Domain Controller

Choose Import Type

Before You Begin Choose the tvpe of import to perform:
Locate Folder (®) Register the virtual machine in-place (use the existing unique ID)
Select virtual Machine () Restare the virtual machine {use the existing unique ID)

Choose Impork Type () Copy the virtual machine {create a new unique 100

Summary

| < Previous | | Mexk = | | Finish | | Cancel

Choosing the import type

© 2013 John Wiley & Sons, Inc.
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Deploy a Cloned Virtualized
Domain Controller

Import Virtual Machine -

ﬁ Choose Folders for Virtual Machine Files

Before ¥ou Begin Y¥ou can specify new or existing Folders to stare the virtual machine files, Otherwise, the wizard
imports the files to default Hyper-Y Folders on this computer, or ko Folders specified in the virtual

Locate Folder machine configuration.

Selist iduel vieeiihiz Store the wirtual machine in a different location
Choose Import Type
Wirtual machine configuration Folder:

Choose Destination

|C:'I,PrDgramData'I,Micrcnsaft'l,WindDws'l,Hyper-'\.-'S'l,| | | Browse. .. |

Choose Storage Folders

Summary Snapshok store:

|C:'\PrngramData'I,Micru:usu:uft\,Windu:uws'l,vaer—\.-'S | | Browse. .. |

Smark Paging Folder;

|C:'|,PrDgramData'|,Miu:rosoft'l,Windows'l,Hyper—\-‘S | | Browse, ,. |

‘ < Presvious | | Mext = |

Choosing where to store the virtual machine files

© 2013 John Wiley & Sons, Inc.
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Deploy a Cloned Virtualized
Domain Controller

» Choose Folders to Store Virtual Hard Disks

Before You Begin Where do you want to store the imported virtual hard disks For this virbual machine?

Locate Folder

(Wele-l e N | st s Publich DocumentsiHyper-wiiirkual Hard Disks) || Browse. .,

Select Wirtual Machine
Choose Import Tvpe

Choose Destination

Choose Storage Folders

Surnrnaty

‘ < Previous ‘ | Mext = ‘ | Finish | | Cancel

Choosing where to store the virtual hard disks

© 2013 John Wiley & Sons, Inc.
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Lesson Summary

A domain is an administrative boundary for users and computers
that are stored in a common directory database. A single
domain can span multiple physical locations or sites and can
contain millions of objects.

Domain controllers are servers that contain the Active Directory
databases.

A global catalog stores a full copy of all objects in the domain.

Universal group membership caching (UGMC) is one method to
use to avoid placing a global catalog at every site and to avoid
going over a WAN link for login information.

Operations masters, sometimes referred to as Flexible Single
Master Operations (FMSQO), are specialized domain controllers
that perform certain tasks that can be handled only by a single
domain controller in a multi-master environment.

© 2013 John Wiley & Sons, Inc.
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Lesson Summary

Primary Domain Conftroller (PDC) Emulator coordinates password
changes, account lockouts, and time synchronization; manages
edits to Group Policy Objects (GPOs); and acts as a domain
master browser (provides a list of workgroups and domains when
you browse).

Infrastructure Master is used to track which objects belong to
which domain because it is responsible for reference updates
from its domain objects to other domains.

Relative Identifier (RID) Master is responsible for assigning relative
identifiers to domain controllers in the domain.

Schema Master conftrols all the updates and modifications to the
schema. To update the schema of a forest, you must have
access to the schema master.
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Lesson Summary

Domain Naming Master holds the Domain Naming Master role
that controls the addition or removal of domains in the forest.

If you are planning fo do maintfenance where a domain
controller that holds the Operations Master will be down for an
extended period of time, you are going to refire a domain
controller that holds a role of Operations Master or you need to
move the role to a domain controller with more resources, you will
need to tfransfer the Operations Master.

The Read-Only Domain Controller (RODC) contains a full
replication of the domain database and cannot be modified
directly.

Starting with Windows Server 2012, you can safely virfualize @
domain controller and rapidly deploy virtual domain conftrollers
through cloning.
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