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DNS Records

A DNS zone database is made up of a
collection of resource records, which are
used to answer DNS queries.

 Each resource record (RR) specifies
InNformation about a particular object.

 Each record has a type, an expiration time
imit, and some type-specific data.
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DNS Records

Many of the resource records are
automatically created:

 Clients or the DHCP servers create the host
and Pointer (PTR) records.

 When you install a DNS server, NS records
are usually created.

 When you install domain controllers, Service
Location (SRV) records are created.
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Creating and Configuring
DNS Resource Records

Different properties define different accounts:

* First name, last name, and login name for a
user account

« Name of the printer and location for @
porinter in Active Directory

Just as you have different types of objects in
Active Directory, you also have different types
of resource records in DNS, with different fields.
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Creating and Configuring
DNS Resource Records

When you create a new zone, two types of
records are automatically created:

* Specifies authoritative
information about a DNS zone
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* Specifies an authoritative
name server for the host



Creating and Configuring DNS
Resource Records

File  Action  Wiew Help
e» nEXEoE He § 88

é OpS Mame Tirmestarmp
4 | WINZOT2SRY [ _msdes

4 [ Forward Lookup Zones [ sites
. Bt

b [ _msdcs O _udp

b sites 7 DomainDnsZanes

> & fep [ ] ForestDnsZones

> ~udp . @ support

E g E;:;gf;f;;es % (sarme as parent folder) Start of Authority (S048) [44], win 1 2specontosoc.,.,  static

b @ - % (sarme as parent folder) Marme Server (NE) win2ldsre.contoso.com, static
b B Reverse Lookup Zones % (sarme as parent folder) Host (4) 192.168.3.120 T2 7.00:00 PR
b 5 Trust Points % (sarme as parent folder) IPwb Host (20007 2002:180a:1 774000006 ... A2 2 F00:00 PR
b [ Conditional Formarders %mail kail Exchanger (kX [10] 192.168.4.54, static
s Global Logs % SEPJEFSE Huost (4 1722421 static
%win?ﬂusw Haost (A) 192.168.3.120 static

%win?ﬂﬁsw |PwE Host (A800) 2000:0dbSac1:fedl: 3422, static
%winmﬁsw IPwb Host (20007 2002:180a:1 7700002 e, static
%wwuv Alias (CHAME) serverd contoso.com, static

Viewing the zone with common resource records

© 2013 John Wiley & Sons, Inc.



Most Common
Resource Records

Host (A and AAAA) record: Maps a domain/host
name fo an IP address.

Canonical Name (CNAME) record: Sometimes
referred to as an Alias, maps an alias DNS domain
name to another primary or canonical name.

Pointer (PTR) record: Maps an IP address to a
domain/host name.

Mail Exchanger (MX) record: Maps a DNS domain
name to the name of a computer that exchanges
or forwards e-mail for the domain.

Service Location (SRV) record: Maps a DNS domain
name to a specified list of host computers that offer
a specific type of service, such as Active Directory
domain conftrollers.
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Start of Authority
(SOA) Records

SOA record fields:

« Authoritative server
* Responsible person
« Serial number

« Refresh shows

« Retry

* Expire

« Minimum TTL
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SOA Record

Mame Servers

WINS

Zone Transfers

General

Serial number:

Start of Authority (S00)

|

|| Increment |

Primary server:

| winZ012sky, acme, com,

|| Browse, .. |

Responsible person:

| hoskmaster, acme. com,

Refresh inkerval:
Retry inkerval;

Expires after:

tinirnurn {default) TTL:

|15

| | minutes

|1|:|

| | minutes

| 1

||dav5

E

| | hours

TTL Far this record: IEI

Viewing the SOA resource record
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Name

Server

(NS) Records

 The Name Server (NS) resource record

identifies a DNS serve
for a zone including 1
secondary copies of |

e Because azone can

r that is authoritative
ne primary and
'‘he DNS zone.

servers, there is a sing

oe hosted on multiple
e record for each DNS

server hosting the zone.

e The Windows Server DNS Server service
automatically creates the first NS record for
a zone when the zone is created.
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NS Record

General I Start of Autharity (304)

Mame Servers | WINS Zaone Transfers

To add name servers ko the lisk, click Add,

MNare servers:

Server Fully Qualified Domain Mame (FODM) IP Address
win2012sry, acme, com. niknion

add. .. || Edit... || Femove

* represents an IP address retrieved as the result of a DMNS query and
may not represent ackual records stored on this server,
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| | Cancel | | apply | | Help

Viewing the NS resource record
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Host (A and AAAA)

Records

DNS Host records: A and AAAA
The "A" stands for address.

The A record maps a domain/host name to
an IPv4 address.

The AAAA record maps a domain/host
name to an IPvé address.
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Host Record

Mame (uses parent domain name iF blank):

serverl

Fully qualified domain name (FODM):

setverl,conkosa, com,

IP address:

192.1688.3.52

&add Hask

Cancel

Viewing the Host resource record
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Canonical Name
(CNAME) Records

 The Canonical Name (CNAME) resource record
IS an alias for a host name.

* |t used to hide the implementation details of
your network from the clients that connect to i,

particularly if you need to make changes in the
future.

« Example:

o Instead of creating a Host record for www, you can
create a CNAME that specifies the web server that
hosts the www websites for the domain. If you need
to change servers, you just point the CNAME to
another server’s Host record.

© 2013 John Wiley & Sons, Inc.

16



CNAME Record

Alias (CMAME)

Alias name (uses parent domain if left blank):

|

Fully qualified domain name (FODM):

WA, CoNEos 0, Com.,

Fully qualified domain name (FODM) for target host:

Zancel

Viewing the CNAME resource record
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Pointer (PTR) Records

* The Pointer records (PTR) resolve host names
from an IP address.

« Different from the Host record, the IP address
IS written Iin reverse.

 For example, the IP address 192.168.3.41 that
points to serverl.sales.contoso is:

41.3.168.192.1n-addr.arpa. IN PTR
serverl.sales.contoso.com
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PTR Record

2 DNS Manager = B =
File  Action  Wiew Help
e 2E|XE= Bz § EE
g, DNS Mare Type Data
4 5 WIN20125RY.contoso.com = (same as parent folder) Start of Authority (S04) [2], win2012srecontoso.c,.,
b ] Cached Lookups —| (sarme as parent folder) Marme Server (M3) win22srecontoso.cam,
b [] Forward Lookup Zones 102,168,143 Pointer (PTR) server?,
4 || Rewverse Lookup Zones

b [2] Din-addrarpa 192.168.1.43 Properties B

| 1.188.192.in-addr.arpa

[ ) 127in-addr.arpa Pointer (PTR)

[ 2] 259dn-addrarpa
b ] Trust Paints H_DSt IP Address:
[ Conditional Forwarders | 102,165

43 |

[+ Global Logs

Fully qualified domain name (FQDN):
| 1.168.192.in-addr arpa |

Host nane:
|server2. || Browse. .. |
[] Delete this recard when it becames stale
Record time stamps |
Time to live (TTL): [0 A 00 {DDODD:HH MM, 55)
| [0]'4 | | Cancel | Apply

Viewing the PTR resource record
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Mail Exchanger
(MX) Records

* The Mail Exchanger (MX) resource record
specifies an organization’s mail server,
service, or device that receives mail vio
Simple Mall Transfer Protocol (SMTP).

« For fault tolerance, you can designate @
second mail server.

« Although each external mail server requires
an MX record, the primary server is designed
with a lower priority number.
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Mail Exchanger
(MX) Records

* For example, if you have three mail servers
that can receive e-mail over the Internet,
you would have three MX records for the

contoso.com domain:
@ IN MX 5 mailserverl.contoso.com.

@ IN MX 10 mailserver’?2.contoso.com.

@ IN MX 20 mailserver3.contoso.com.

« The primary mail server is the first one
because it has a lower priority number.
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2]



MX Record

Mail Exchanger () |

Host or child domain;

| mail|

By default, DMNS uses the parent domain name when creating a Mail
Exchange record. You can specify a host or child name, but in most
deployments, the above Field is left blank,

Fully qualified domain name (FQODM):

| rnail, conkoso, com,

Fully qualified domain name (FQOMN) of mail server:

| || Browse, .. |

Mail server priarity:
| 10

Viewing the MX resource record
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Service Location
(SRV) Records

e SRV resource records are used to find
specific network services.

« The format for an SRV record:

Service Protocol.Name [TTL] Class SRV
Priority Weight Port Target
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Service Location
(SRV) Records

~or example, to log in with Lightweight
Directory Access Protocol (LDAP), you could
nave the following SRV records for two

domain conftrollers:

ldap. tcp.contoso.com. IN SRV 0 0 389
dcl.contoso.com.

ldap. tcp.contoso.com. IN SRV 10 0 389
dc2.contoso.com.

© 2013 John Wiley & Sons, Inc. 24



Descripkion:

Resource Record Type

SRV Record

File Action  Wiew Help Select & resource record type:

4= ==l @ & =1 [Public Key (KEY) -
= e R E H | renamed Maibo (MR)

7 DNs Marl  |Responsible Person (RP)

= Route Through (RT

4 3 WAN20T2SRY _ g o)
[» @] Global Logs —|( Signature (SIG) ~ c
4 || Forward Lookup Zones —| .

b 2] 10600088040

4 = | contoso.cam
suppart Service (SRY) record, Allows administrators to use several servers
i for a single DMS domain, to easily mowve a TCPYIP service From one
4 | Reverse Lookup Zones host to another host with administration, and to designate some
- 1.168.192.in-addr.arp service provider hosts as primary servers for a service and other

hosts as backups, DMS clients that use a SRY-type query ask for a
specific TCPYIP service and protocol mapped to a specific DNS

B L Trust Paints domain and receive the names of any available servers, (RFC 2052)
4 || Conditional Forwarders
[ 12 lucernpublishing.con

Create Record. .. || Cancel

MNew Resource Record

Service Location {SRY)

Ciomain: | contoso.com |
Service: | | v |
Prokocal: | iy |
Priarity: I:l
Wheight: I:l

[ ]

Port number:

Host offering this service:

Ok | | Cancel | | Help

Viewing the SRV record
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Y

File  Action “iew Help

| nE X
2, DNS -

a 5 WIN201ZSRY
4 || Forward Lookup Zones

4 |- | contoso.com
a || _msdcs
4[| dc
B _sites
| _top
I | domains
Bl gc
Bl pde
| _sites

2

b tep

b ] _udp

- || DomainDnsZones
[ || ForestDnsZones

B (2] support
|| Rewerse Lookup Zones v

Viewing the SRV resource record for a domain
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H =

# EE

Mame
=] _kerberos

;f—|_ldap

SRV Record

DMNS Manager

Diata
[0 100][88] win2(12sre.contoso.com,
[01[100][389] win2012srecontoso.com,

=

Type
Service Location (3RY)
Service Location {3RY)

_ldap Properties

Service Location (SRY)

dc._msdes,contoso, com |

Domain:

Service: _Idap

Protocal: _kcp

Priciiky: I:I
‘Weight: 100

Part number: 359

Host offering this service:

winz2012sry contoso.com,

Caneel

o ||

A2 700:00 PR
7445202 7:00:00 PM



Configuring Record
Options

 The DNS console provides a GUI interface for
managing resources for Windows servers.

Before you can create resource records,
you need tfo first create the appropriate:
o Forward lookup zones
o Reverse lookup zones
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Create a Host Record

=

DNS Manager = = -

File  Action  View Help

e #E XEGR BE § EE

£ DNS Marme Type Data
a G WIN2OZSRY § support
[ Global Lags —| (same as parent folder) Start of Authority (S04) [2], win2012sre.acme.corm..,
4O F?nnrard Lookup Zanes =l (same as parent folder) Marne Server (MS) win2012sreacrme. corm,
[ ||z contoso.com
b 7] Reverse Lookup z Update Server Data File
B Trust Paints Reload
| CDnditiDnalFDr\J‘u| Flew Hast (8 or AAAA)...

Mews Alias (CHAME)..,

Mew bail Exchanger (W3,

MNewr Darnain,.,

Mewy Delegation...

Other Mew Records...

DMSSEC 3
&)l Tasks »
Wiew 3
Delete

Refresh

Export List..,

Create a new host resource re Properties

W I

Creating a new Host record
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Changing a Resource
Record

To change a resource record:

1. Double-click the resource record to display
the Properties dialog box.

2. Make appropriate changes.

Changes to resource records must replicate to
the other DNS servers for the domain.

© 2013 John Wiley & Sons, Inc.
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Advanced Options

To see additional options when managing
and configuring the resource records:

1. Open the View menu.

2. Select the Advanced option in the DNS
console.

© 2013 John Wiley & Sons, Inc.
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Views of a Resource Record

Alias (CMAME]

Alias name (uses parent domain iF left blank);

#Ed3bdbl-cedl-4f46-a185-2afeSabSa714

Fully qualified domain narme (FQOM):

| 25d3bdb1-ced1-4f46-3185-2afe5ab887 14, _msdcs.contoso, com

Fully qualified domain name (FQDM) For target biosk:

|win20125rv.cnntnsu.mm. | | Browse. .,

flias (CHAME)

Alias name (uses parent domain if left blank):

| 25d3bdb1-ced1-4f46-a185-2afe5abBE7 14

Fully qualified domain name (FODM):

| 25d3bdb1-ced1-4f46-a185-2afe5abB87 14, _msdcs, contoso, com

Fully qualified domain name (FODM) For target hosk:

|win20125rv.cuntnsu.mm. | | Erowse. ..

[w] Delete this record when it becomes stale

Fecord kime stamp: 71412012 7:00:00 PM

Time ko live (TTL): I I {DODDD:HH. MM, 55)

k. | | Cancel | | Apply

0k || Cancel || Apply

Viewing the Normal view and Advanced view for a
resource record

© 2013 John Wiley & Sons, Inc.
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Modify the TTL Value for a
Resource Record

File Action | iew | Help

* *| . E Add/Remove Columns,.,

é DMS Large lcans Type Data
4 ﬂ W2 01 Srnall lcans Service Location (SRW) [0][100][88] win 201 2sre.contoso.comm,
A iﬁ Foru List Service Location (SR [O1[100][389] wind(1 2sre.contoso.corm.

4 G .

J [|E| Detail
| Advanced
Filter...

Customize...

b ge
p [ pde
BT _sites
b _tep
b _udp
b [ DomainDnsZones
B [0 ForestDnsZones
[+ @ suppart
I [ Rewerse Lookup Zones ™ |( | mn

Toggle into Advanced siew mode,

Selecting the Advanced option
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Configuring Round Robin

* Round robin is a DNS balancing mechanism
that distributes network load among multiple
servers by rotating resource records retrieved
from a DNS server.

« By default, DNS uses round robin to rotate the
resource records returned in a DNS query where
multiple resource records of the same type exist
for a query’s DNS host name.

« Round robin can be enabled or disabled by
opening the server properties within the DNS
Manager console.

© 2013 John Wiley & Sons, Inc.
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Disable Round Robin

Debug Logging I Event Logaging | M onitoring I Securty
Interfaces I Faonwarders | Advanced | Root Hintz

Server version number;
.2 3400 [0x20d0)

Server options:

[]Digzable recurzion [alzo dizables forwarders)
[TJEnable BIND secondaries
[CJFail o load if bad zone data

[w|Enable netmask ordering
[w]Secure cache against pollution
W F nahle NNSSFT validatinn far remnte resnnnzes

Mame checking: | ultibyte [UTFE]

Load zone data an startup: | From Active Directony and registy

[ ] Enable autamatic scavenging of stale records

Scavenging period: |EI | ‘ days

| Rezet to Default |

Cancel | | Apply | | Help

Disabling round robin
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Configuring Secure
Dynamic Updates

* DNS supports dynamic vupdates, where
resource records for the clients are
automatically created and vpdated at the
host’s primary DNS server.

* For Active Directory-integrated zones, these
records are automatically replicated o the
other DNS servers.

 Because standard dynamic updates are
INnsecure, Microsoft added secure dynamic
updates.

© 2013 John Wiley & Sons, Inc.
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Configuring Secure
Dynamic Updates

« Standard dynamic updates are not secure

because anyone can update a standard
resource record.

* |f you enable secure dynamic uvpdates, only
updates from the same computer can
update a registration for a resource record.

© 2013 John Wiley & Sons, Inc.
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Configuring Secure
Dynamic Updates

Mew Zone Wizard -
Dynamic Update ;‘
¥ou can specify that this DMS zone accepts secure, nonsecure, of no dynamic
updates, b

[vynamic updates enable DMS client computers to reqgister and dynamically update their
resource records with a DMS server whenever changes occur,

Select the tvpe of dynamic updates you wank ko allow:

®) allow onlv secure dvnamic updates (recommended For Ackive Direckory):
This option is available only for Active Directory-inkegrated zones.

() allow both nonsecure and secure dynamic updates
Dynaric updakes of resource records are accepted From any client,

This option is a significant security wulnerability because updates can be
=2 gccepted from untrusted sources,

() Do not allow dynamic updates
Cvnamic updates of resource records are not accepted by this zone, You must update
these records manually,

< Back || Mexk = || Cancel

Enabling secure dynamic updates

© 2013 John Wiley & Sons, Inc.
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Configuring Zone
Scavenging

By default, Windows updates its own resource
record at startup time and every 24 hours after
startup.

AS some records become stale and are not
removed or updated, the DNS database becomes
outdated.

To help with stale data, you can configure zone
scavenging to clean up the stale records.

Aging in DNS is the process of using timestamps o
’rrockc’;he age of dynamically registered resource
records.

Scavenging is the mechanism to remove stale
resource records.
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Configuring Zone
Scavenging

To enable aging and scavenging:

« Resource records must either be
dynamically added to zones or manually
modified to be used in aging and
scavenging operations.

« Scavenging and aging must be enabled
both at the DNS server and on the zone.

© 2013 John Wiley & Sons, Inc.
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Configuring Zone
Scavenging

DNS scavenging depends on:

 No-refresh interval: The time between the
most recent refresh of a record time stamp
and the moment when the time stamp can
be refreshed again.

* Refresh interval: The time between the
earliest moment when a record fime stamp
can be refreshed and the earliest moment
when the record can be scavenged.

© 2013 John Wiley & Sons, Inc.
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Enable Aging/Scavenging
at the Server

Server Aging/Scavenging Properties -
Scavenge skale resource records

Mo-refresh interwval

The kime between the most recent refresh of a record timestamp
and the moment when the timestamp may be refreshed again,

Mo-refresh interval | 7 | | days W

Refresh interval

The time between the earliest moment when a record timestamp
can be refreshed and the earliest moment when the record can be
scavenged, The refresh inkerval must be longer than the macdimum
record refresh period.

Refresh interval: 7 | | days W

| K | | Zancel |

Opening the Server Aging/Scavenging
Properties dialog box

© 2013 John Wiley & Sons, Inc.
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Using the DNSCMD
Command to Manage

Resource Records

Lesson 9: Configuring DNS Records

© 2013 John Wiley & Sons, Inc. 42



The dnscmd COMMAND

« To add a host record for a webserver with
an IPv4 address of 10.0.0.5 on
serverl.contoso.com:;

dnscmd serverl.contoso.com /recordadd
contoso.com webserver A 10.0.0.5

e TO delete the same record:

dnscmd serverl.contoso.com /recorddelete
contoso.com webserver a

© 2013 John Wiley & Sons, Inc. 43



The dnscmd COMMAND

Because you are delefing a record, you are
asked if you are sure that you want to

delete the record. If you do not want to be
asked, you can add the /£ parameter:

dnscmd serverl.contoso.com /recorddelete
contoso.com webserver a /f
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Troubleshooting DNS
Problems

Lesson 9: Configuring DNS Records
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DNS Troubleshooting
Tools

IPConfig @ NSLookup
command B command

DA

Console

© 2013 John Wiley & Sons, Inc.
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IPContfig
 ipconfig /all displays the full TCP/IP
configuration for all adapters including host

name, DNS servers, and the physical address (or
MAC address).

 ipconfig /flushdns flushes and resets the
contents of the DNS client resolver cache.

 ipconfig /displaydns displays the contents
of the DNS client resolver cache, which includes
both enftries preloaded from the local hosts file
and any recently obtained resource records for
name queries resolved by the computer.
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IPConfig
ipconfig /registerdns initiates manual
dynamic registration for the DNS names and

IP addresses that are configured at a
computer.

© 2013 John Wiley & Sons, Inc.
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ipconfig /all

sUWindowsssystem32>ipconfig ~all

Jindows IP Configuration

Host Mame . . .
Primary Dns Sufflx
Mode Type . . .
IP Routing Enahled.
WINE Proxy Enabled. .

DNS Suffix Search List.

Ethernet adapter Ethernet:

Connection—specific DNS

Description

Controller C(NDIS 6.3@>

Physical Address. . .
DHCP Enabled. . .

Suffix

Autoconf iguration Enahled

IPv6 Address. . . . .

eferred>

IPv6 Address. . . . .

erred?
Link-local IPv6 Addres

IPv4 Address. . . . .
Subnet Mask . . . . .
Default Gateway . -

DHCPv6 IAID . . . -
DHCPu6 Client DUID. .

DNS Servers . . . . .
MetBIOS over Tcpip. .

Administrator: C\Windows\5ystem32\cmd.exe

= | O IIIIII

: WIN28125RU

contoso.com
Hybrid

Mo

Mo
contoso.com

Qualcomm Atheros ARB152 PCI-E Fast Ethern

E8-48-F2-72-C9-21
Mo

Yes
2001 :db8:aci1@:feB1:3422:3244:2333:5634(Pr
2002:18Pa:1774:0:e9dc :84f5:3789 :857h(Pref

fefB::e9dc:84f5:3789:857hx12(Preferred>
192.168.3.128¢(Preferred>

255 .255.8

fel c2cl:cBff :fe3B:18acxl2

192.168.3.1

266879218
A8-81-88-81-17-77-A6-5C-EB—48-F2-72-C9-21

HEN
192.168.3.1208
Enabled

unnel adapter Local Area Connection 11:

Media State . . .

Connectlon—gpec1f1c DNS

Description . . PR
Physzical Hddress.
DHCP Enabled. . .

Autoconf iguration Enahled

Suffix

Media disconnected

Teredo Tunneling Pseudo—Interface
A3-A0-AR-AA—-A0-HA—-BA-EA

Mo

Yes

unnel adapter isatap.{D62BAEB3-72BB-4584-B74F-853E26FABFD1%:

Media State . . .

Connectlon—“pec1f1c DNS

Description . . . . .
Physical Address. . .
DHCF Enabled. . .

Suffix

Autoconf iguration Enahled

sUHindowsssystem32 >

nc.

Media disconnected

Microsoft ISATAP Adapter #2
A3-A0-AR-AA—-A0-BA—-BA—-EA

Mo

Yes
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Clearing the DNS Cache

N Administrator: C:\Windows\5ystem32\cmd.exe

ssHindowsssysten3d2>nslookup contoso.com
Server: localhost
Address: ==

Ame = contoso.com

Addresse 2001 :db8:aci1B:fedl1:3422:3244:-2333 5634
2082 :180a:1774:0:e?dc :84Ff5:3782:857h
192.168.3.128

sUWindowssswystem32 nslookup 1922.168.3.120
Server: localhost
Address:= ==

win2dl2sprv.contoso.com
192 _.168.3.128

sUWindowssspstemd2 F_

© 2013 John Wiley & Sons, Inc.
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Clearing the DNS Cache

oo Administrator: C\Windows\System32\cmd.exe - nslookup blim

:sMindowsssystem32 »nslookup
Default Server: UnKnown
Address:

{identifiers are shown in uppercase, [] means optionall
— print info abhout the host/domain MAME uwsing default server
— as above, but use NAMEZ as server
thelp or 7 — print info on common commands
et OPTION — set an option
all print options, current server and host
[noldebug print debugging information
[nold2 print exhaustive debugging information
[noldefname append domain name to each query
[nolrecurse ask for recursive ansuwer to guery
[nolsearch use domain search list
[nolvc always use a virtual circuit
domain=NAME zset default domain name to MAME
srchlist N1[/N2/.../N6] — set domain to N1 and search list to N1, N2, etc.
root=NAME set root server to MWAME
retry==x set number of retries to B
timeout =4 gset initial time-out interval to ¥ seconds
type=% set guery type Cex. A.AAAA.A+AAAA.ANY .CNAME.M:R .NS.PTR.

querytype =K zame as type

class=¥ set guery class Cex. IN {Internet), ANY)>

[no Imsxfr — use ME fast zone transfer

ixfruer=¥ — current version to use in IXFR transfer reguest
eruver NAME — set default server to NHAME, using current default server
lserver NAME — set default server to MWAME. using initial server

— set current default server to the root

[opt] DOMAIN [> FILE]l — list addresses in DOMAIN <optional: output to FILE)>

—a — 1list canonical names and aliases

—-d — list all records

-t TYPE — 1list records of the given RFC record type <ex. A,.CHAME.HMZ, NS .

iew FILE - sort an 'ls’ output file and view it with pg
exit — exit the program
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Clearing the DNS Cache

o Administrator; C\Windows\System32\cmd.exe - nslookup |;|£-

sMindowsssystem32 »nzs lookup
Default Server: UnKnown
Address: =:1

> microsoft.com
Berver: UnKnown
Address:= :=:1

on—authoritative answer:

ame = microsoft.com

Addresses: 65.55.58.2601
64.4.11.37

> set type=mx
> microsoft.com
Berver: UnKnown
Address:= :=:1

on—authoritative answer:
icrosoft.com ME preference = 18, mail exchanger = mail.messaging.microsoft.co

ail_messaging.microsoft_com internet address 216.32.180.198
ail_messzaging.microszoft_com internet address 216.32.1808.22
> set type=soa

> microsoft.com

Berver: UnKnown

Address: :-:1

on—authoritative answer:
icrosoft.com
primary name server = nsl.msft.net
responsibhle mail addr = msnhst.microsoft.com
serial = 20120781681
refresh 388 <5 mins>
retry 688 <18 minsz2
expire = 24192808 <28 days)>
default TIL = 3688 <1 hour>

sl.msft.net internet address = 65.55.37.62
sl.msft.net AAAA IPve address = 2a@1:111:280@5::1:1
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Test a DNS Server
WINZ20125RV Properties _

|nterfaces I Fonmarders I Advanced | Root Hints
[Debug Logging | Ewvent Logging | Maritaring | Security

T werify the configuration of the server, you can perfarm manual or
automatic testing.

Select a test type:
& gimple query againgt thiz DNS server
A recursive query to other DMS servers

To perform the test immediately, click Test Mow,

[] Perform autarnatic testing at the follawing interval:

Teszt interval: 1 minLbes
Test rezults:
[rate Time Simple Query  Recursive Q..
sz 32517 P Fazz FPazz
Fodlamz 32515 PM Pazz Paz=
| ak | | Cancel | | Apply | | Help |

Testing simple and recursive queries for a DNS server
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Lesson Summary

A DNS zone database is made up of a collection of resource records,
which are used to answer DNS queries.

Start of Authority (SOA) records specify authoritative information about @
DNS zone.

Name Server (NS) records specify an authoritative name server for the
host.

Host A and Host AAAA records map a domain or host name to an IP
address.

Alias (CNAME) records map an alias DNS domain name to another
primary or canonical name.

Pointer (PTR) records map an IP address to a domain or host name.

Mail exchanger (MX) records map a DNS domain name to the name of a
computer that exchanges or forwards mail for the domain.

Service location (SRV) records map a DNS domain name to a specified
list of host computers that offer a specific type of service.
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Lesson Summary

Minimum TTL specifies a default Time to Live (TTL) value, which defines
the default time a resource record remains in a DNS cache affer a
DNS query has refrieved a record.

DNS supports dynamic updates, whereas resource records for the
clients are automatically created and updated at the host’s primary
DNS server.

Round robin is a DNS balancing mechanism that distributes network
load among multiple servers by rotating resource records retrieved
from a DNS server.

Aging in DNS is the process of using timestamps to track the age of
dynamically registered resource records.

Scavenging is the mechanism to remove stale resource records.

Microsoft provides several tools to help you troubleshoot DNS
problems, including the IPConfig command, the NSLookup

command, and the DNS console.
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