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Overview

» Objective 2.1: Configure advanced file
services.
o Configure NFS data store
o Configure BranchCache

o Configure File Classification Infrastructure (FCI)
using File Server Resource Manager (FSRM)

o Configure file access auditing
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Configuring NFS
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Network File
System (NFS)

* Network File System (NFS) is a distributed file
system protocol used to access files over a
network, similar to accessing a file using a
shared folder in Windows, which uses Server
Message Block (SMB).

e |tis used with UNIX and Linux file server
clients and VMware.

» Therefore, to support these clients, Windows
Server 2012 supports NFS.
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Network File
System (NFS)

* By Installing the Network File System role
service, you can provide NFS Server and NFS
Client capabilities.

» Unlike using a Universal Naming Convention
(UNC), which uses a
\\servername\sharename, or mounting a
UNC to a drive letter, NFS takes part of o
remote file system and mounts it or connects
It fo a local file system. The client can then
access the server’s files as if they were a
local resource.
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Network File
System (NFS)

« Similar to Windows, with UNIX and Linux, you
log In and authenticate with an account
name and password.

 The user is identified with a user identifier
(UID) value and a group identifier (GID).

« Whenever a file is accessed using NFS, the
UID and GID are sent to the NFS server 1o
see whether the user has the proper
permissions for access.
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Network File
System (NFS)

General | Address l Account l Profile l Telephones l Organization
Member Of | Diakin | Envionment | Sessions | Remote control
Remote Desktop Services Profile I COM+ ] UNIX Attributes

To enable access to this user for UNIX clients, you will have to specify the
NIS domain this user belongs to.

NIS Domain: Icontoso Ll
UID: l

Login Shell.  |/bin/sh

Hore [home/ISmith

Directory:

Primary group

name/GID: |system _,_I

ok || Cancel || Appy | Hep
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Network File
System (NFS)

 For the Windows Server 2012 NFS server to
grant the UNIX user access to the requested
file, It must associate the UID and GID with @
Windows or Active Directory account and
use that account to authenticate the client.

* NFS uses Active Directory lookup and User
Name Mappings to obtain user and group
iInformation when accessing NFS shared files.
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[dentity Management
for UNIX

 Identity Management for UNIX enables you to

o Integrate Windows users into an existing UNIX or Linux
environment

o Manage user accounts and passwords on Windows
and UNIX systems using Network Information Service
(NIS)

o Automatically synchronize passwords between
Windows and UNIX operating systems.

 |nstall Identity Management for UNIX using the
Deployment Image Servicing and
mMmanagement command-line tool, Dism.exe.
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NFS Advanced Sharing

Public Videos Properties
General I 'grhairrirqg I 7 Srecu?rilgé_ i [ :L',ovca'tviion i i ™ Share this Folder
Previous Yersions I Customize | NFS Sharing
T i S Settings
Services for NFS Sharing l
Videos
£ Mot Shared
Network Path:
Not Shared i
v
v
NFS Share Management v
Enable or disable NFS sharing of this folder, set permissions, 2
share name, and other advanced sharing options. o
Hy' Manage NFS Sharing... £

Cancel Apply

o ]|

I RWDCO1

| ansT

E2

Cancel | |

© 2013 John Wiley & Sons, Inc.

10



N are

NFS Share Path:  C:\Users\Public\Videos

Name:

ALL MACHINES Read-Only R

Add... Remove

Type of access: Read-Only v| I Allow root access

Encoding: ANSI

| <

oK I Cancel
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NFS Data Store

 Starting with Windows Server 2012, Server tor
NFS can now be used with failover clustering
so that you can deploy NFS while providing
fault tolerance.

 The shared folder within a cluster is known as
an NFS Data Store.
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NFS Data Store

« To create an NFS shared folder on a cluster,
install the following on each cluster node:
o The File Services role

o The Services for Network File System (NFS) role
service

o The Failover Clustering feature

« After installing these and creating a cluster,
you can configure the cluster 1o provide
high availability for NFS and create an NFS
share.
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Configuring BranchCache
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BranchCache

Branch offices typically have slow connectivity to
the central office and limited infrastfructure for
security servers.

When users access files over the slower WAN links,
there might be a delay when opening files and
when opening large files or many files at the same
time, which can cause other programs 1o be slow or
delayed.

When using BranchCache, you are essentially
creating a WAN accelerator where information is
cached on branch computers or local servers.

If the document is cached, it is accessed from the
local branch office rather than going across @
slower WAN link.
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BranchCache

 BranchCache supports the following
protocols:
o HTTP or HTTPS
o SMB, including signed SMB traffic
o Background Intelligent Transfer Service (BITS)

 BranchCache supports IPv4, IPv6, and end-
to-end encryption methods such as SSL and
IPsec.
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BranchCache Modes

 BranchCache can operate in one of two
modes:
o Hosted cache mode
o Distributed cache mode

 Starting with Windows 8 and Windows Server
2012, Windows 8 Clients can be configured
through Group Policy as distributed cache
mode clients by default.

e The clients will search for a hosted cache server,

and if one is found, it will automatically
configure itself into hosted cache mode clients
so that it can use the local server.
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BranchCache

e To use BranchCache:

o Install the BranchCache feature for each web server
that you want to cache.

o Install BranchCache for Network Files role service on
each file server that is hosting the data.

o Configure a hash publication for BranchCache and
create BranchCache-enabled file shares.

o Configure the clients using Group Policy or the netsh
command so that the clients can use BranchCache.

o When using the hosted cache mode, just add the
BranchCache featfure to the computer running
Windows Server 2012 that will be holding the hosted
cache.
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Hash Publication for
BranchCache

&
m Hash Publication for BranchCache Breviols seting “ | Next Setting I
O Not Configured ~ Comment: N
® Enabled
O Disabled "
Supported on: [ a¢ joast Windows Server 2008 R2 or Windows 7 A
v
Options: Help:
Values: This policy setting specifies whether a.hash geperation service i
generates hashes, also called content infarmation, for data that is
0 = Allow hash publication only for shared folders onwh | stored in shared folders. This policy setting must be applied to
enabled server computers that have the File Services role and both the
File Server and the BranchCache for Network Files role services =
1 = Disallow hash publication on all shared folders installed. o
2 = Allow hash publication for all shared folders Policy configuration
Hash publication actions: .
Select one of the following:
Allow hash publication for all shared folders
- Not Configured. With this selection, hash publication settings
are not applied to file servers, In the circumstance where file
servers are domain members but you do notwant to enable
BranchCache on all file servers, you can specify Not Configured
for this domain Group Policy setting, and then configure local
machine policy to enable BranchCache on individual file servers,
Because the domain Group Policy setting is not configured, it
will not over-write the enabled setting that you use on individual
servers where you want to enable BranchCache,
< m > v!
| oK | | Cancel l I Apply |
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BranchCache

 BranchCache is disabled by default on
client computers. To enable and configure
BranchCache:
1. Enable BranchCache.

2. Enable the Distributed Cache mode or Hosted
Cache mode.

3. Configure the client firewall to allow
BranchCache protocols.
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Configuring File
Classification Infrastructure
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File Server Resource
Manager (FSRM)

* File Server Resource Manager (FSRM) is a suite
of fools that enables you to control and
manage the quantity and type of data stored
on a file server. You can

o Define how much data a person can store.

o Define what type of files a user can store on a file
server.

o Generate reports about the file server being used.
* You can classify files based on defined

properties and apply policies based on the
classification.

* YOou can restrict access to files, encrypt files,
and have files expire.
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File Classification

* File classification allows you to configure
automatic procedures for defining a desired
property on a file, based on the conditions
specified in classification rules.

* For example, if the content contains “sales
figure,” you can automatically set the
Confidentiality property to High.

* By using file classification, you can

automate file and folder maintenance tasks,

such as deletfing old data or protecting
sensitive information.
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File Classification

e To use file classification:

1.

2

© 2013 John Wiley & Sons, Inc.

Define classification properties and values, which
you can assign to files by running classification rules.

Create, update, and run classification rules, which
assign a single predefined property and value to files
within a specified directory based on installed
classification plug-ins.

When running a classification rule, reevaluate files
that are already classified. You can choose to
overwrite existing classification values, or add the
value to properties that support multiple values. You
can also use classification rules 1o declassify files that
are not in the classification criterion anymore.
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File Classifications

* To configure file classifications, you use the
File Server Resource Manager console 1o
create classification rules that scan files for a

standard text string, or a string that matches
a pattern.

« When a match is found, the file is classified
as specified in the classification rule.
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Classification Property

Property type

Yes/No v |

A Yes value provided by other classffication rules orfile content | A
will override a No value. ’ '
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Editing Classification

Cassfcaton | Evauston Type
Classffication method
Choose a method to assign a property to files:
| Folder Classffier

Classffies all files in folders included in the scope of this rule.

Property

Choose a property to assign to files:
|test classffication

Specify a value:
| Yes

Note: The assigned value might be combined with or overridden by more
important values provided by other classification rules.
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Configuring File
Access Auditing
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Authentication,
Authorization, and Auditing

« Security can be divided info three areas:
o Authentication: Used to prove the idenftity of a user.

o Authorization: Gives access to the user who was
authenticated.

o Auditing: Gives you a record of the users who have
logged in, what those users accessed or tried to
access, and what action those users performed (e.g.,

rebooting, shutting down a computer, or accessing a
file).

 When you want to audit files, you must first
enable object access auditing. Then you must
specify what files you want to audit.
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File Auditing

- | O X

Advanced Security Settings for Data

Name: C\Data
Owner: Administrators (SERVEROT\Administrators) “_}‘ Change
Permissions Share Auditing I Effective Access J

For additional information, double-click an audit entry. To modify an audit entry, select the entry and click Edit (if available).
Auditing Entry for Data

Auditing entries:

Type  Principal

Principal:  Select a principal
Type: Success

Applies to: | This folder, subfolders and files

Basic permissions:

Full control

Modify
Disable inheritance Read & execute

List folder contents
Read

Write

["]Replace all child object auditing entries with i

Special permissions

Only apply these auditing settings to objects and/or containers within this container

Add a condition to limit the scope of this auditing entry. Security events will be logged only if conditions are met.

condition
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Global Object
Access Auditing

« Starting with Windows 7 and Windows Server
2008 R2, you can enable Global Object
Access Auditing so that you can

o Configure object access auditing for every file
and folder in a computer’s file system.

o Cenftrally manage and configure Windows 1o
monitor files without going to each computer to
configure the auditing of each computer or
folder.

© 2013 John Wiley & Sons, Inc.
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Global Object
Access Auditing

* To use global object access to audit files, you
must enable two settings:

o Computer Configuration\Windows Settings\Security
Settings\Advanced Audit Policy\ Audit
Policies\Object Access\Audit File System

o Computer Configuration\Windows Settings\Security
Settings\Advanced Audit Policy\ Audit Policy\Global
Object Access Auditing\File System (see Figure 5-15).

« Additionally, you must configure the System
Access Conftrol List (SACL), where you define
the principal that you want to monitor, the type
of event (success, failure, or all), the permission
that you want to monitor, and a condition.
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Global Object
Access Auditing

Principal:  Authenticated Users Select a principal

Type: Success

Permissions:
[w] Full contral [ Delete subfolders and files
[W] Traverse falder / execute file [v] Delete
[w] List folder / read data [ Read permissions
[w] Read attributes [] Change permissions
[ Read extended attributes [ Take ownership
[W] Create files / write data [ Read
[ Create folders / append data [v] Write
[W] Write attributes [W] Execute
[ Write extended attributes

Add a condition to limit the scope of this auditing entry. Security events will be logged only if conditions are met,

Resource VI |Department VI lAny of VI IVaIue 1item(s) selected v Remove

Add a condition Administration
Customer Service

Distribution

Engineering :]

Finance

b Privilege Use
5 System

= B DR (PN I S A L

Human Resources

OOoRkODOod

Information Technology v
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Lesson Summary

Network File System (NFS) is a distributed file system protocol
used to access files over a network, similar to accessing a file
using a shared folder in Windows, which uses Server Message
Block (SMB).

Install the Network File System role service to provide NFS
Server and NFS Client capabilifies.

Similar to Windows, with UNIX and Linux, you log in and
authenticate with an account name and password. The user is
identified with a user identifier (UID) value and a group
identifier (GID).

© 2013 John Wiley & Sons, Inc.
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Lesson Summary

ldentity Management for UNIX allows you to integrate
Windows users into an existing UNIX/Linux environment,
Mmanage user accounts and passwords on Windows and
UNIX systems using Network Information Service (NIS),
and automatically synchronize passwords between
Windows and UNIX operating systems.

When you install the Services for NFS role service, an NFS
Sharing tab is added to the properties of every volume
and folder on the computer’s drives.

Starting with Windows Server 2012, Server for NFS can
now be used with failover clustering so that you can
deploy NFS while providing fault tolerance. The shared
folder within a cluster is known as an NFS Data Store.
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Lesson Summary

BranchCache improves the performance of applications
by reducing the network use on the WAN connection
between branch offices and the central office by locally
caching frequently used files on computers in the
branch office.

BrancheCache can operate in one of two modes:
hosted cache mode and distributed cache mode.

The hosted cache mode uses a dedicated server to host
the cache. If the content is not available in the hosted
cache, the content will be retrieved over the WAN link
and added to the hosted cache so that clients
requesting the same content in the future will benefit.

Instead of having a centralized cache, distributed
cache mode has the cache distributed among the local
Windows 7 or 8 clients at the local site.
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Lesson Summary

* File Server Resource Manager (FSRM) is @
suite of tools that enables you to control and
manage the quantity and type of data
stored on a file server.

 File classification allows you to configure
automatic procedures for defining a desired
property on a file, based on the conditions
specified in classification rules.
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Lesson Summary

« Auditing allows you to create a record of the
users who have logged in, what the users
accessed or tried to access, and what action
the users performed (e.g., rebooting, shutfing
down a computer, or accessing a file).

 To audit files, you must first enable object
access auditing. Then you must specity what
files you want to audit.

 Starting with Windows 7 and Windows Server
2008 R2, you can enable Global Object Access
Auditing, so that you can configure object
access auditing for every file and folder in @
computer’s file system.
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