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Overview

* Objective 6.4 — Install and configure Active
Directory Rights Management Services (AD
RMS).

o Install a licensing or certificate AD RMS server

o Manage AD RMS Service Connection Point (SCP)
o Manage AD RMS client deployment

o Manage Trusted User Domains

o Manage Trusted Publishing Domains

o Manage Federated ldentity Support

o Manage RMS templates

o Configure exclusion policies
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Understanding Active
Directory Rights
Management

Lesson 21: Installing and Configuring Active
Directory Rights Management Services
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Active Directory Rights
Management Services (AD RMS)

» Active Directory Rights Management Services
(AD RMS) is technology used to provide an
extra level of security fo documents, such as
email and Microsoft Office documents, by using
encryption to limit access to a document or
web page and what can be done with that
document or web page.

» For example, you can limit whether a
document or web page can be printed,
copied, edited, forwarded, or deleted.

 RMS helps contain confidential information so
that it stays within the organization and helps
imit who can access the data.
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Active Directory Rights
Management Services (AD RMS)

AD RMS is an information protection fechnology used to
minimize unauthorized fransmission of data or data leakage,
specifically with Microsoft products and operafing systems
including Microsoft Exchange, Microsoft SharePoint, and the
Microsoft Office suite.

« To control who can access a file or email, AD RMS encrypts
the file or email.

« Toread the file, the user will need the encryption key to
decrypt the file, which is stored in the AD RMS server.

* As a useropens or accesses the file, he or she will
automatically retrieve the key from the AD RMS server and
open the file.

« Since the Microsoft products are AD RMS aware, they also
help limit what you can do with a document as specified with
the rights assigned using rights management.
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Active Directory Rights
Management Services (AD RMS)

* |f someone copies the file to a USB storage
device and takes it offsite, or emails It to
someone else, the person who opens the file
needs to access the AD RMS to retrieve the
keys.

» |f the person cannot access the rights
management server (for whatever reason),
or is not authorized to access the file, he or
she will not get the key and will not be able
to open and read the file's content.
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AD RMS Components

« AD RMS server

o A Windows server that is a member of an Active
Directory Domain Services (AD DS) domain.

o When you install AD RMS servers, the location of
the server is published to AD DS to a location
known as the service connection point.

o Because RMS can be an important component
when securing documents, AD RMS might deploy
AD RMS with high availability using clustering.
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AD RMS Components

« AD RMS client

o With Windows Vista, Windows 7, Windows 8,
Windows Server 2008, Windows Server 2008 R2,
and Windows Server 2012 operating systems, the
client is included.

o With Windows XP, Windows Server 2003, and
Windows Server 2003 R2, the client can be
downloaded and installed.

o Computers that are members of the domain
query AD DS for the service connection point to
determine the location of AD RMS services.

© 2013 John Wiley & Sons, Inc.



AD RMS Components

 AD RMS-enabled applications

o An application that allows users to create and
consume AD RMS-protected content.

o Examples of AD RMS-enabled applications
iInclude Microsoft Word, Microsoft Excel, and
Microsoft Qutlook.
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AD RMS Components

 AD RMS root certification cluster
o The first AD RMS server that you deploy in a forest.

o It manages all licensing and certification traffic
for the domain in which it is installed.

o The configuration information is installed in @
Microsoft SQL database.

o AD RMS root certification clusters are typically
found in large branch offices to distribute licenses
used in content consumption and publishing.
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AD RMS Components

* Licensing-only cluster

o An optional component that is not part of the
root cluster.

o If relies on the root cluster for certification and
other services.

o It only provides both publishing licenses and use
licenses to users.

o It is typically used when supporting unigue rights
management requirements of a department or
of external business partners.
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AD RMS Certificates
and Licenses

« Server licensor certificate (SLC)

o A certificate containing the public key that encrypfts
the content key in a publishing license.

o It allows the AD RMS server to extract the content key
and issue end use licenses (EULs) against the
publishing key.

o It is generated when you create the AD RMS cluster.

o It allows the AD RMS cluster to issue SLCs to other
servers in the cluster, rights account certificates to

clients, Client licensor certificates, publishing licensing,

use licenses, and to deploy rights policy template.

o It has a validity of 250 years. Since it is one of the core
components, it is important to back up the SLCs on @
regular basis.
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AD RMS Certificates
and Licenses

« AD RMS machine certificate
o Used to identify a trusted computer or device.
o It is also used to encrypt the rights account certificate

private key and decrypts the rights account
certificates.

* Rights account certificate (RAC)

o A RAC is issued the first time a user attempts to access
AD RMS-protected content, which is used to identify

a specific user.

o RACs can be issued only to users in AD DS whose user
accounts have email addresses that are associated

with them.
o The default validity time for a RAC is 365 days.
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AD RMS Certificates
and Licenses

 Temporary rights account certificate

o Issued to users who are accessing AD RMS-protected
content from a computer that is not a member of the
same or trusted forest as the AD RMS cluster.

o A temporary RAC has a validity fime of 15 minutes.

» Aclive Directory Federation Services (AD FS) RACs

o Issued to federated users.
o They have a validity of seven days.

* Windows Live ID RAC

o Used with Microsoft account, formerly called Windows Live
Accounts. Windows Live ID RACs used on private
computers have a validity of six months.

o Windows Live ID RACs on public computers are valid until
the user logs off.
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AD RMS Certificates
and Licenses

 Client licensor certificate

o Allows a user to publish AD RMS-protected content when
the client computer is not connected to the same network
as the AD RMS cluster.

o The client licensor certificate public key encrypts the
symmetric content key and includes it in the publishing
license that it issues.

o The client licensor certificate private key signs any
publishing licenses that are issued when the client is noft
connected to the AD RMS cluster.

o Because client licensor certificates are tied to a specific
user's RAC, when another user without a RAC attempts to
publish AD RMS-protected content from the same client,
that user will not be able to until the client connects to the
AD RMS cluster so that the user can get a RAC.
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AD RMS Certificates and

[Licenses

* Publishing license (PL)

o Determines the rights that apply to AD RMS-protected
content.

o It contains the content key, which is encrypted using
the public key of the licensing service.

o It also contains the URL and the digital signature of
the AD RMS server.

* End use license (EUL)

o Required to consume AD RMS-protected content.

o The AD RMS server issues one EUL per user per
document.

o EULs are cached by default.
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Protecting a Document
with AD RMS

« How 1o protect and access a document
using AD RMS:

1. When an author configures rights protection for
iInformation the first fime, he or she receives a
client licensor certificate from the AD RMS
server.

2. When the author defines a collection of usage
rights and usage of the file, the application
encrypfts the file with a symmetric key.

3. This symmetric key is encrypted to the public
key of the AD RMS server used by the author.
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Protecting a Document
with AD RMS

4. When a recipient opens the file using an AD RMS
application or browser, if the recipient does not
have an account certificate on the current host,
one will be issued to the user.

5. When the user has the account certificate, the
application or browser fransmits a request to the
author’s AD RMS server for a use license.

6. The AD RMS server determines whether the recipient
Is authorized. If the recipient is authorized, the AD
RMS server issues a use license.

/. The AD RMS server decrypts the symmetric key that
was encrypted in step 3, using its private key.

8. The AD RMS server re-encrypts the symmetric key
using the recipient’s public key and adds the
encrypted session key to the use license.
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AD RMS Cluster

An AD RMS deployment consists of one or more
servers known as a cluster.

Additional servers can be added for scalability,
If you use a dedicated SQL server.

When you deploy AD RMS in a single forest, you
would have a single AD RMS cluster.

If you have multiple forests, each forest will
have its own AD RMS root cluster.

Only one rooft cluster can exist in an AD DS
forest.
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Active Directory Rights
Management Services Console

* The primary tool used to manage AD RMS is
the Active Directory Rights Management
Services console.

« When you open the console, you can see
the cluster name, the infranet and extranet
cluster URLs, and the location of the
databases.
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Active Directory Rights
Management Services Console

File Action View Help

&= 2|
a Active Directory Rights Management Ser|
RMS Server Cluster
ustPolicies Configure settings for a cluster. All servers in a cluster share common —
i Trusted User Domains 2 2 < m Change Service A...
& A . configuration and logging databases.
53 Trusted Publishing Domains View »
E Rights Policy Templates
& Rights Account Certificate Policie S - x Delete
4[5 Exclusion Policies = Rename
Users Cluster summary R
% Applications Cluster name: server02 6 Refresh
% Lockb Cluster type: Certification Properties
: E o_c ox_ . Cryptographic mode: 2
4[5} Security Policies Servers in cluster 1 Help
ﬂa Super Users (number):
& Cluster Key Password Intranet cluster URLs
ﬁ Decommissicning Licensing: http://adrms.contosc.com/ wmcs/licensin,
4 [ Reports Certification: http://adrms.contoso.com/ wmcs/certification/certification.asmx
Statistics Reports Extranet cluster URLs
Licensing:
Certification:
P
Configuration
Server name: SERVER02
Database name: DRMS_Config_adrms_contoso_com_80
Logging
Server name: SERVER02
Database name: DRMS_Logging_adrms_contoso_com_80
IHSE -
1. Recommended tasks
EJ Esteblish trust
n Set rights account certificate policies
n Manage rights policy templates
n View reports
2. Optional tasks
u Manage exclusion policies
n Manage security policies
< mn > |
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AD RMS
Administration Groups

« When AD RMS is deployed, the following
administration groups are created:

o AD RMS Enterprise Administrators: Have access to all
features in the AD RMS console. During installation of AD
RMS, the installing user account is automatically added to
this group.

o AD RMS Template Administrators: Can only access rights
policyl’remplo’re administration features in the AD RMS
console.

o AD RMS Auditors: Access the reports feature in the AD RMS
console.

o AD RMS Service Group: Act as the AD RMS service
account. During the installation of AD RMS, the user
account designated as the service account is
automatically added to this group.
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Super Users Group

Another important group, which is separated from

the administration groups, is the super users group:
* The group Is disabled and undefined by default.

 Members are granted owner use licenses when
they request a user license from the AD RMS
cluster.

* |t allows the members to decrypt all AD RMS-
protected content published by the cluster.

 When defining the super users group, you must
use a Universal Security group.
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super Users Group

File Action View Help

e 7

ﬁ Active Directory Rights M
4 58 adrms.contoso.com Super Users e
' I Trust Policies 4 The administration for Super Users.
i Trusted User D
5 Trusted Publist
] Rights Policy Tem|
& Rights Account Ce @ Super users is enabled. I - Refresh
b |35 Exclusion Policies Properties
4 |5} Security Policies ‘ Help
aa Super Users
% Cluster Key Pa: Members of the super users group are granted owner use licenses when they request a use

ﬁ Decommiission license from this AD RMS cluster. This allows them to decrypt all AD RMS-protected content
- published by the cluster.
b .=l Reports

x Disable Super Users

View

It is recommended that you keep this feature disabled and enable it only when required.

Super user group: Not set

n Change super user group
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AD RMS Service
Connection Point

The Active Directory Rights Management Services (AD
RMS) service connection point (SCP) is an object in
Active Directory that holds the welb address of the AD
RMS certification cluster.

It was defined during the installation of AD RMS. AD RMS-
enabled applications use the SCP to find the AD RMS
service.

Only one SCP for AD RMS can exist in your Active
Directory forest.

The SCP can be viewed using ADSI Edit or LDP.

To view the SCP, connect to the configuration container
in ADSI Edit and navigate the following nodes:

CN=Configuration [server name], CN=Services,
CN=RightsManagementServices, CN=SCP
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AD RMS Service
Connection Point

General | Cluster URLs AD RMS Servers
Server Certificate |  Proxy Settings | logging | SCP

The service connection point (SCP) is an object created in Active Directory
Domain Services by AD RMS. It provides clients the certification URL for this

forest.

Registered service domain: |contoso com |

Curmrent SCP: Ihttp://adnns.contoso .com/_wmcs/certiﬁcatkl

["] Change SCP
This action requires you to have pemmissions to
create and modify objects in Active Directory
Domain Services.

) Set SCP to cument cerification cluster

|Htp://adrms .contoso.com/_wmcs/certification

(®) Remove cument SCP
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Managing Trusted

User Domains

« By default, Active Directory Rights
Management Services does not service
requests from users whose rights account
certfificate (RAC) was issued by a ditfferent
AD RMS server.

« However, you can add user domains to the
Ist of frusted user domains (TUDs), which is a
trust between AD RMS infrastructures that

allows one environment to accept identities
from another environment as valid subjects.
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Managing Trusted
User Domains

File Action View Help

= 7z H

i:?‘ Active Directory Rights Management Ser
4 ﬁ server02 (Local)
4 5 Trust Policies
i Trusted User Domains
5 Trusted Publishing Domains
2] Rights Policy Templates
ﬁ Rights Account Certificate Policie
4 54 Exclusion Policies
ﬁ Users
$ Applications
ﬁ Lockbox
4 5 Security Policies
ﬂs Super Users
& Cluster Key Password
%) Decommissioning
4 =] Reports
Statistics Reports

Trusted User Domains

[ — | Import, export and modify trusted user domains for this cluster.

Trusted user domains define which rights account certificates (RACs) are trusted by this cluster. The
cluster automatically trusts RACs that it grants, but it can trust RACs granted by another cluster if you
import the trusted user domain file from the other certification cluster. The following trusted user
domains are configured for this cluster. Select a domain to modify its properties or to export its

settings to a file.
4  Name Type Expiration
BA Enterprise Internal Never expires

% Import Trusted U...

View 4
@ Refresh
Help

a Export Trusted Us...
Properties
Help
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Trusted Publishing
Domains

* By detfault, servers in an AD RMS cluster can
Issue use licenses only ogoms’r the publishing
icenses issued by servers in the cluster.

* |f your organization has another AD RMS root
cluster located in another forest or in
another separate organization, you can set
up a frust relationship between AD RMS
clusters so that it can grant use licenses to
the other forest or organization.

 Trust relationships are created by configuring
a frusted publishing domain (TPD).
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Federated Identity
support

 Federated Identity Support allows users
accounts to use credentials established by o
federated frust relationship using Active
Directory Federation Services (AD FS)
INnstead of setting up trusted publishing
domains or frusted user domains.

« When used with AD FS, users obtain rights
account certificates from an AD RMS cluster.
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Supporting Mobile

Devices

 AD RMS can provide rights account
certificates and use licenses 1o AD RMS-
enabled applications fo devices running
Windows mobile operating systems such as
Windows Mobile 6 and above.

 In a default AD RMS installation, mobile
devices cannot obtain certificates and
licenses for their users.

« However, you can enable mobile devices
by configuring the DACLs of the
MobileDeviceCertification.asmx file.
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Rights Policy Templates

Rights policy templates, also known as RMS
templates, are used to enforce the rights that @
user or group has on rights-protected content.

he

They allow you to standardize |
Implementation of AD RMS po
organization.

Icles across the

One template may be used on documents to
grant view-only rights that block the abllity to

edit, save, or print.

It used with Microsoft Exchange Server, you can
configure the template to block the abillity to

forward or reply to a message.
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Rights Policy Templates

 AD RMS templates support the following rights:

o Full Control: Gives a user full control over an AD RMS-
protected document including the ability to give
other people access 1o the document.

o View: Gives a user the abillity to view an AD RMS-
protected document.

o Edit: Allows a user to modify an AD RMS-protected
document.

o Save: Allows a user 1o use the Save function with an
AD RMS-protected document.

o Export (Save as): Allows a user to use the Save As
function with an AD RMS-protected document.

o Print: Allows an AD RMS-protected document 1o be
printed.
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Rights Policy Templates

o Forward: Used with Exchange Server, allows the recipient of
an AD RMS-protected message to forward that message.

o Reply: Used with Exchange Server, allows the recipient of
an AD RMS-protected message to reply to that message.

o Reply All: Used with Exchange Server, allows the recipient
of an AD RMS-protected message to use the Reply All
function to reply to that message.

o Extract: Allows the user to copy data from the file. If this
right is not granted, the user cannot copy data from the
file.

o Allow Macros: Allow the user to utilize macros.
o View Rights: Allow the user to view assigned rights.
o Edit Rights: Allow the user to modify the assigned rights.
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AD RMS Rights

« Unlike NTFS permissions, AD RMS rights can
only be granted and cannot be explicitly
denied.

* |f a user has not been assigned rights o the
document or email, users will automatically
be denied access to the document or
email.
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AD RMS Template
Properties

 AD RMS templates can also be used to

configure documents with these properties:

o Content expiration
o Use license expiration

o Enable users 1o view protected conftent using a
browser add-on

o Require a new use license each time content is
consumed

o Revocation policies
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Exclusion Policies

» Exclusion policies

o Allow you 1o specify user accounts, client
software, and applications that are to be
automatically denied access to AD RMS.

o Allow you 1o specify a minimum version of the AD
RMS client software.

» User Exclusion is disabled by default.
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Lesson Summary

« Active Directory Rights Management Services (AD RMS)
is fechnology used to provide an extra level of security
to documents such as email, Microsoft Office
documents, and web pages by using encryption to limif
access to a document or web page and what can be
done with that document or web page.

« After the AD RMS server is installed and configured, and
the clients are configured to use the AD RMS server,
when accessing secure documents, the decryption of @
document occurs tfransparently.

* The primary tool used to manage AD RMS is the Active
Directory Rights Management Services console (as
shown in Figure 21-92). When you open the console, you
can see the cluster name, the intfranet and extranet
cluster URLs, and the location of the databases.
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Lesson Summary

Members of the super users group are granted owner
use licenses when they request a user license from the
AD RMS cluster. It allows the members to decrypt all AD
RMS-protected content published by the cluster.

The Active Directory Rights Management Services (AD
RMS) service connection point (SCP) is an object in
Active Directory that holds the web address of the AD
RMS certificafion cluster. It was defined during the
installation of AD RMS. AD RMS-enabled applications use
the SCP to find the AD RMS service.

For clients to use AD RMS, the clients must run the AD
RMS client.

Windows Vista, Windows 7, Windows 8, Windows Server
2008, Windows Server 2008 R2, and Windows Server 2012
include the AD RMS client.
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Lesson Summary

« By default, Active Directory Rights Management
Services does not service requests from users whose
rights account certificate (RAC) was issued by o
different AD RMS server.

* You can add user domains fo the list of trusted user
domains (TUDs), which allows AD RMS to process
the requests.

 |If your organization has another AD RMS root cluster
located in another forest or in another separate
organization, you can set up a trust relationship
between AD RMS clusters so that it can grant use
licenses to the other forest or organization. Trust
relationships are created by configuring a trusted
publishing domain (TPD).
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Lesson Summary

» Rights policy templates, also known as RMS
templates, are used to enforce the rights
that a user or group has on rights-protected
content. They allow you to standardize the
Implementation of AD RMS policies across
the organization.

» Exclusion policies allow you o specifty
accounts, client software, and applications
to be denied access to AD RMS. It also
allows you to specifty a minimum version of
the AD RMS client software.
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