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What is DoDD 8570 

 

 

Department of Defense Directive 8570 (DoDD 8570) provides  

 

A.  Guidance and procedures for the training 

B.  Certification 

  C.   Management of all government employees who conduct  

      Information Assurance functions in assigned duty positions 

D.   All of the Above  

 

 

 

Embedded Assessment Questions 
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Who is Affected by DoDD 8570? 

 
A.  Any full or part-time military service member, contractor, or 
local  
     nationals with privileged access to a DoD information 
system  
     performing information assurance (security) functions -- 
regardless  
     of job or occupational series. 
 

  B.  Office of the Secretary of Defense 

 

  C.  Military Departments 

 

  D.  All of the Above 
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DoDD 8570 Requires 

 

A. By the end of CY 2010, all personnel performing IAT and  

     IAM functions must be certified. 

 

  B.  By the end of CY 2011 all personnel performing CND-SP  

     and IASAE roles must be certified. 

 

  C.   All IA jobs will be categorized as 'Technical' or  

      'Management' Level I, II, or III, and to be qualified for those  

       jobs, you must be certified 

 

   D.  All of the Above 
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Information Assurance Technical (IAT) Level 1 is 

 

 

A. CISA , GCIH, CASP and GCED 

B. A+, Network+, Security + and CCNA-

Security 

C. GSEC, Security+, SSCP and CCNA-Security 

D. CISA, GCIH, CASP and CISSP (or Associate) 
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Have the National Unions agreed to support DOD 8570 
requirements? 

 

Yes 

No 
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• How long do I have to become certified? 

 

A. There is a three-month limit for obtaining an IA Baseline 
 Certification for all Service personnel, Government civilians,  
 local nationals, and Non-Appropriated Fund employees.  
 Contractors should have the appropriate IA Baseline  
 Certification when entering the contract. 

 

B. There is a six-month limit for obtaining an IA Baseline 
 Certification for all Service personnel, Government civilians,  
 local nationals, and Non-Appropriated Fund employees.  
 Contractors should have the appropriate IA Baseline  
 Certification when entering the contract. 
 

C. There is a nine-month limit for obtaining an IA Baseline 
 Certification for all Service personnel, Government civilians,  
 local nationals, and Non-Appropriated Fund employees.  
 Contractors should have the appropriate IA Baseline  
 Certification when entering the contract. 
 

D. There is a nine-month limit for obtaining an IA Baseline 
 Certification for all Service personnel, Government civilians,  
 local nationals, and Non-Appropriated Fund employees.  
 Contractors should have the appropriate IA Baseline  
 Certification when entering the contract. 
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Do I have to take the training associated with a certification, or can I just take 
the test? 
 

 

A. Under DoD Directive 8570.01 and as specified in DoD 8570.01-M, you 
 are not required to take specific training to prepare for the certification  
 test.  
 

B.  Under DoD Directive 8570.01 and as specified in DoD 8570.01-M, you  
  are required to take specific training to prepare for the certification test.  
 

C. Under DoD Directive 8570.01 and as specified in DoD 8570.01-M, you  
  must complete specific training within 12 months to prepare for the  
  certification test.  
 

D. Under DoD Directive 8570.01 and as specified in DoD 8570.01-M, you  
  must complete specific training within 2 years to prepare for the  
  certification test.  
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Once I become certified, what do I do? 

 

A. Register and release all your certifications to the State  

  Department 

 

B. Register and release all your certifications in the Defense  

  Workforce Certification Application (DWCA): 

 

C. Register and release all your certifications to the Department  

   of Homeland Security  

 

D. Register and release all your certifications to Defense  

  Information Systems Agency (DISA)  
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DOD Requires 

 

A. By the end of CY 2010, all personnel performing IAT 

and IAM functions must be certified. 

 

B. By the end of CY 2011 all personnel performing CND-

SP and IASAE roles must be certified. 

 

C. All IA jobs will be categorized as 'Technical' or 

'Management' Level I, II, or III, and to be qualified for 

those jobs, you must be certified 

D. All of the Above 
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Select Certified DOD 8570 Provider 

 

A. Cisco  

B. CompTIA 

C. ISACA 

D. All of the Above 
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