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Overview

A Exam Obijective 3.2 : Configure DNS Records
A Configuring DNS Record Types

A Using the DNSCMD Command to Manage
Resource Records

A Troubleshooting DNS Problems
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Configuring: DNS
Record Types

Lesson 9: Configuring DNS Records

© 2013 John Wiley & Sons, Inc.



DNS Records

A A DNS zone database is made up of a
collection of resource records, which are
used to answer DNS queries.

A Each resource record (RR) specifies
Information about a particular object.

A Each record has a type, an expiration time
limit, and some type -specific data
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DN

S Records

Many of the resource records are
automatically created:

A Clients or the DHCP servers create the host
and Pointer (PTR) records.

A When you insta

| a DNS server, NS records

are usually created.

A When you install domain controllers, Service
Location (SRV) records are created.
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Creating and Configuring:
DNS Resource Records

Different properties define different accounts:

A First name, last name, and login name for a
user account

A Name of the printer and location for a
printer in Active Directory

Just as you have different types of objects in
Active Directory, you also have different types
of resource records in DNS, with different fields.
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Creating and Configuring
DNS Resource Records

When you create a new zone, two types of
records are automatically created

3 Specifies authoritative
Information about a DNS zone
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J Specifies an authoritative
name server for the host



Creating and Configuring DNS
Resource Records
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Viewing the zone with common resource records
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Most Common
Resource Records

A Host (A and AAAA) record : Maps a domain/host
name to an IP address.

A Canonical Name (CNAME) record : Sometimes
referred to as an Alias, maps an alias DNS domain
name to another primary or canonical name.

A Pointer (PTR)record : Maps an IP address to a
domain/host name.

A Mail Exchanger (MX) record : Maps a DNS domain
name to the name of a computer that exchanges
or forwards e -mail for the domain.

A Service Location (SRV) record : Maps a DNS domain
name to a specified list of host computers that offer
a specific type of service, such as Active Directory
domain controllers.
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Start of Authority
(SOA) Records

SOA record fields:

A Authoritative server
A Responsible person
A Serial number

A Refresh shows

A Retry

A Expire

A Minimum TTL

© 2013 John Wiley & Sons, Inc.

10



SOA Record

Mame Servers

WINS

Zone Transfers

General

Serial number:

Start of Authority (S00)

|

|| Increment |

Primary server:

| winZ012sky, acme, com,

Responsible person:

| hoskmaster, acme. com,

Refresh inkerval:
Retry inkerval;

Expires after:

tinirnurn {default) TTL:

| | minutes

| | minutes

||dav5

| | hours

© 2013 John Wiley & Sons, Inc.

Viewing the SOA resource record
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Name Server
(NS) Records

A The Name Server (NS) resource record
Identifies a DNS server that is authoritative
for a zone including the primary and
secondary copies of the DNS  zone.

A Because a zone can be hosted on multiple
servers, there Is a single record for each DNS
server hosting the zone.

A The Windows Server DNS Server service
automatically creates the first NS record for
a zone when the zone Is created
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NS Record

General I Start of Autharity (304)

Mame Servers | WINS Zaone Transfers

To add name servers ko the lisk, click Add,

MNare servers:

Server Fully Qualified Domain Mame (FODM) IP Address
win2012sry, acme, com. niknion

add. .. || Edit... || Femove

* represents an IP address retrieved as the result of a DMNS query and
may not represent ackual records stored on this server,
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| | Cancel | | apply | | Help

Viewing the NS resource record
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Host (A and AAAA)
Records

A DNS Host records: A and AAAA
A The "A" stands for address.

A The A record maps a domain/host name to
an IPv4 address.

A The AAAA record maps a domain/host
name to an IPv6 address

© 2013 John Wiley & Sons, Inc.

14



Host Record

Mame (uses parent domain name iF blank):

serverl

Fully qualified domain name (FODM):

setverl,conkosa, com,

IP address:

192.1688.3.52

&add Hask

Cancel

Viewing the Host resource record
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Canonical Name
(CNAME) Records

A The Canonical Name (CNAME) resource record
IS an alias for a host name.

A It used to hide the implementation details of
your network from the clients that connect to It,
particularly if you need to make changes in the

future.

A Example:
o0 Instead of creating a Host record for www, you can
create a CNAME that specifies the web server that
hosts the www websites for the domain. If you need

to change servers, you just point the CNAME to
anot her server.0s Host record
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CNAME Record

Alias (CMAME)

Alias name (uses parent domain if left blank):

|

Fully qualified domain name (FODM):

WA, CoNEos 0, Com.,

Fully qualified domain name (FODM) for target host:

Zancel

Viewing the CNAME resource record
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Pointer (PTR) Records

A The Pointer records (PTR) resolve host names
from an IP address.

A Different from the Host record, the IP address
IS written In reverse.

A For example, the |IP address 192.168.3.41 that
points to serverl.sales.contoso Is:

41.3.168.192.in - addr.arpa. IN PTR
serverl.sales.contoso.com
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PTR Record

Viewing the PTR resource record
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