
Lesson 9: Configuring  
DNS Records 

MOAC 70 -411: Administering  

Windows Server 2012 



Overview  
ÅExam Objective 3.2 : Configure DNS Records  

ÅConfiguring DNS Record Types  

ÅUsing the DNSCMD Command to Manage 

Resource Records  

ÅTroubleshooting DNS Problems  
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Configuring DNS 
Record Types 

Lesson 9: Configuring DNS Records  
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DNS Records 
ÅA DNS zone database is made up of a 

collection of resource records, which are 

used to answer DNS queries.  

ÅEach resource record (RR) specifies 
information about a particular object.  

ÅEach record has a type, an expiration time 

limit, and some type -specific data . 
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DNS Records 
Many of the resource records are 

automatically created:  

ÅClients or the DHCP servers create the host 

and Pointer (PTR) records.  

ÅWhen you install a DNS server, NS records 

are usually created.  

ÅWhen you install domain controllers, Service 

Location (SRV) records are created.  

© 2013 John Wiley & Sons, Inc.  5 



Creating and Configuring 
DNS Resource Records 

Different properties define different accounts:  

ÅFirst name, last name, and login name for a 

user account  

ÅName of the printer and location for a 

printer in Active Directory  

Just as you have different types of objects in 

Active Directory, you also have different types 

of resource records in DNS, with different fields.  
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Creating and Configuring 
DNS Resource Records 

When you create a new zone, two types of 

records are automatically created : 
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ɈSpecifies authoritative 
information about a DNS zone  SOA 

ɈSpecifies an authoritative 
name server for the host NS 



Creating and Configuring DNS 
Resource Records 

Viewing the zone with common resource records  
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Most Common  
Resource Records 

ÅHost (A and AAAA) record : Maps a domain/host 
name to an IP address.  

ÅCanonical Name (CNAME) record : Sometimes 
referred to as an Alias, maps an alias DNS domain 
name to another primary or canonical name.  

ÅPointer (PTR) record : Maps an IP address to a 
domain/host name.  

ÅMail Exchanger (MX) record : Maps a DNS domain 
name to the name of a computer that exchanges 
or forwards e -mail for the domain.  

ÅService Location (SRV) record : Maps a DNS domain 
name to a specified list of host computers that offer 
a specific type of service, such as Active Directory 
domain controllers.  
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Start of Authority  
(SOA) Records 

SOA record fields:  

ÅAuthoritative server  

ÅResponsible person  

ÅSerial number  

ÅRefresh shows 

ÅRetry 

ÅExpire 

ÅMinimum TTL 
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SOA Record 

Viewing the SOA resource record  
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Name Server  
(NS) Records 

ÅThe Name Server (NS) resource record 
identifies a DNS server that is authoritative 
for a zone including the primary and 
secondary copies of the DNS zone.  

ÅBecause a zone can be hosted on multiple 
servers, there is a single record for each DNS 
server hosting the zone.  

ÅThe Windows Server DNS Server service 
automatically creates the first NS record for 
a zone when the zone is created . 
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NS Record 

Viewing the NS resource record  
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Host (A and AAAA) 
Records 

ÅDNS Host records: A and AAAA  

ÅThe "A" stands for address.  

ÅThe A record maps a domain/host name to 

an IPv4 address.  

ÅThe AAAA record maps a domain/host 

name to an IPv6 address . 
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Host Record 

Viewing the Host resource record  

© 2013 John Wiley & Sons, Inc.  15 



Canonical Name 
(CNAME) Records 

ÅThe Canonical Name (CNAME) resource record 
is an alias for a host name.  

ÅIt used to hide the implementation details of 
your network from the clients that connect to it, 
particularly if you need to make changes in the 
future.  

ÅExample:  
o Instead of creating a Host record for www, you can 

create a CNAME that specifies the web server that 
hosts the www websites for the domain. If you need 
to change servers, you just point the CNAME to 
another serverõs Host record. 
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CNAME Record  

Viewing the CNAME resource record  

© 2013 John Wiley & Sons, Inc.  17 



Pointer (PTR) Records 
ÅThe Pointer records (PTR) resolve host names 

from an IP address.  

ÅDifferent from the Host record, the IP address 

is written in reverse.  

ÅFor example, the IP address 192.168.3.41 that 

points to server1.sales.contoso is:  

41.3.168.192.in - addr.arpa. IN PTR 

server1.sales.contoso.com  
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PTR Record 

Viewing the PTR resource record  
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