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Overview  
ÅObjective 5.1 ð Configure a domain and 

forest.  

o Implement multi -domain and multi -forest Active 

Directory environments including interoperability 

with previous versions of Active Directory  

o Upgrade existing domains and forests including 

environment preparation and functional levels 

o Configure multiple user principal name (UPN) 

suffixes 
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Directory Service 
ÅA directory service  

o Stores, organizes, and provides access to 

information in a directory.  

o Is used for locating, managing, administering, 

and organizing common items and network 

resources (e.g., volumes , folders, files, printers, 

users, groups, devices, telephone numbers, and 

other objects).  

ÅOne popular directory service used by many 

organizations is Microsoftõs Active Directory. 
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Active Directory  
ÅActive Directory  is a technology created by 

Microsoft that provides a variety of network 
services, including:  
o Lightweight Directory Access Protocol (LDAP)  

o Domain Name System (DNS) based naming and 
other network information  

o Security mechanism for authentication that includes 
Kerberos -based and single sign -on authentication  

o Security mechanism for authorization and auditing  

o Central location for network administration and 
delegation of authority  

o Policy -based management for user and computer 
accounts  
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Logical Components of 
Active Directory  

ÅOrganizational units 
o Containers in a domain that allow you to organize and 

group resources for easier administration, including 
delegating administrative rights.  

ÅDomains  
o An administrative boundary for users and computers, 

which are stored in a common directory database.  

o A single domain can span multiple physical locations or 
sites and contain millions of objects.  

ÅDomain trees  
o Collections of domains that are grouped together in 

hierarchical structures and that share a common root 
domain.  

o Can have a single domain or many domains. The domains 
within a tree have a contiguous namespace.  
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Logical Components of 
Active Directory  

Å Forests 
o Collections of domain trees that share a common AD DS directory 

schema.  
o Can contain one or more domain trees or domains, all of which share 

a common logical structure, global catalog, directory schema, and 
directory configuration, as well as automatic two -way transitive trust 
relationships.  

o The first domain in the forest is called the forest root domain .  
o For multiple domain trees, each domain tree consists of a unique 

namespace.  

Å Trust relationships  
o Allow users in one domain to access resources in another domain.  

o Domains within a tree and forest are automatically created as two -
way transitive trusts.  
ÅA transitive trust is based on the following concept : If domain A 

trusts domain B, and domain B trusts domain C, then domain A 
trusts domain C . 
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Physical Components of 
Active Directory  

ÅDomain controllers  
o The servers that contain the Active Directory databases.  

o A domain partition stores only the information about 
objects located in that domain.  

o All domain controllers are peers in the domain and 
manage replication as a unit.  

ÅGlobal catalog servers  
o A domain controller that stores a full copy of all Active 

Directory objects in the directory for its host domain and a 
partial copy of all objects for all other domains in the forest.  

o A global catalog is created automatically on the first 
domain controller in the forest.  

o Optionally , other domain controllers can be configured to 
serve as global catalogs.  
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Active Directory Database 
Å Active Directory data is stored in an Active Directory 

database.  
Å By default, the Active Directory database is stored in an 

Active Directory database file (C: \ Windows \ NTDS\ Ntds.dit ) 
along with its associated log and temporary files. The Active 
Directory database uses the Extensible Storage Engine (ESE), 
which is an indexed and sequential access method (ISAM) 
database.  

Å The ESE (Esent.dll) indexes the data in the database file and 
provides the mechanism to store and retrieve data.  

Å It supports up to a little over 2 billion objects and up to 16 TB in 
size. The maximum size of a database record is 8110 bytes, 
based on an 8 -kilobyte (KB) page size.  

Å The ntds.dit  file is approximately 400 MB in size per 1000 users.  
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Active Directory Database 
ÅAn Active Directory database is logically 

separated into the following directory 

partitions:  

o Schema partition (one per forest ) 

o Configuration partition (one per forest ) 

o Domain partition (one per domain ) 

o Application partition  
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Single Domain versus 
Multiple Domains  

ÅA single domain offers centralized 
management, where a set of administrators 
manage everything within the domain.  

ÅAlthough multiple domains can be centrally 
managed, multiple domains also offer 
decentralized management, where different 
administrators manage each domain.  

ÅIf an organization establishes a presence in a 
foreign country and there are political or legal 
reasons to have separate security domains, you 
might consider implementing separate 
domains.  
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User and Resource 
Domains 

ÅSome companies define user domains and 

resource domains:  

o User domains : Used to manage users. 

Administrators of the user domain have full 

administrative control over the user accounts, 

and can create , manage, and remove user 

accounts.  

o Resource domains : Sometimes managed by 

different management teams that help secure 

resources.  
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Multi -Forest Active 
Directory Environments  
ÅSeparate Active Directory forests also offer 

isolated security.  

ÅBy having separate forests, each forest root 

domain has the Schema Admins and 

Enterprise Admins AD DS forest.  

ÅSeparate forests are often deployed by 

government defense contractors and other 

organizations that require security isolation . 
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Active Directory Schema 
ÅThe Active Directory schema  defines the 

objects and attributes of those objects.  

ÅBecause the schema is shared between 

domains, the domain admins of the various 

domains must agree on the schema 

changes.  

ÅTherefore , if you require different schemas, 

you can use multiple forests.  
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Upgrading Existing 
Domains and Forests 

ÅAs each version of Windows is introduced, 

the new version generally includes new 

features and functionality that was not 

available previously.  

ÅTo get the most out of Windows Server 2012, 

you should consider upgrading the domain 

controllers, domains, and forests to Windows 

Server 2012.  
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Upgrading Existing 
Domains and Forests 

ÅBecause Active Directory is a key component for 
many organizations, you must maintain Active 
Directory and be careful when upgrading to a 
newer version.  

ÅDepending on your needs, the current state of 
Active Directory, and the hardware that Active 
Directory is running on, there are several options you 
can use to upgrade the Active Directory 
environment. These options include:  
o In-place upgrade  

o Add servers running Windows Server 2012 and promote to 
domain controllers  

o Create a new AD DS Windows Server 2012 domain and 
migrate the objects to the new domain or merge the 
domains together  
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Understanding Domain and 
Forest Functional Levels 

ÅDomain functional levels and forest functional 
levels  allow administrators to enable domain - or 
forest -wide Active Directory features within a 
network environment, while maintaining 
compatibility for older operating systems.  

ÅThe functional level of the domain or forest 
depends on the version of the domain 
controllers in the domain or forest.  

ÅAfter all domain controllers are upgraded within 
a domain or forest, the domain or forest 
functional level can be upgraded so that 
newer features can be made available.  
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Domain Functional Levels  
Å As of Windows Server 2012, there are four available 

domain functional levels: Windows Server 2003, Windows 
Server 2008, Windows Server 2008 R2, and Windows 
Server 2012.  

Å If you have multiple domains within a tree, you can 
upgrade the functional level of a domain, without 
affecting the other domains.   

ÅWindows Server 2012 domain controllers do not support 
the Windows 2000 native mode functional level that was 
available with Windows Server 2008 R2 and earlier.  

Å The Windows Server 2003 domain functional level 
supports domain controllers running Windows Server 
2003, Windows Server 2008, Windows Server 2008 R2, and 
Windows Server 2012. It does not allow the presence of 
Windows 2000 domain controllers.  
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