HOMEA4TECHS, 11/10/2016

Ethernet Driver in RSLinx

This lab is to be run in the PLC lab, using an SLC-5/05 processor. This would not be a lab to
run on a student’s virtual machine. Ethernet is becoming the primary means of communication
for PLCs and other control devices.

Upon completion of this lab, the student should be able to:

Determine the MAC address of a computer

Determine the IP address of a computer

Explain the subnet mask settings.

Setup a static IP address on a laptop computer running Windows 7
Configure Channel 1 (Ethernet port) on an SLC-5/05 processor
Setup an Ethernet driver in RSLinx.

Ping a PLC processor to determine communication via Ethernet
Go Online to an SLC-5/05 via Ethernet
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A MAC address is a hardware address for any device that connects to the internet. A cell phone
has a MAC address. An iPad has a MAC address. A computer will have multiple ways to
connect to the internet, so it will have multiple MAC addresses (wireless card and an Ethernet
card). An example of a MAC address is as follows: 79:A4:29:FA:3C:91.

A MAC address consists of six sets of double digits (Hexidecimal numbering system), separated
by a colon. No two devices can have the same MAC address. This is set when the device is
built.

An IP (Internet Protocol) address is an address required to connect to the internet, or to another
device via ethernet. A sample IP address is 192.148.101.24. The IP address can be static, which
is set to specific IP address (allocated to the user from the IT department), or it is dynamic,
which means it is issued via a DHCP (Dynamic Host Communication Protocol) server located in
the IP department. When a user plugs in an Ethernet cable to laptop, an IP address is issued to
the wired Ethernet card. When a user connects to the wireless NSCC network with a smart
phone, an IP address is issued from a DHCP server via a wireless access point in the building.
Usually laptops that are used for PLC communications in a plant will have a static IP address for
the hardwired Ethernet port, and a dynamic IP address for the wireless card so they can get on
the internet.

A Subnet mask is a 32-bit number that masks an IP address, and divides the IP address into
network address and host address. Subnet Mask is made by setting network bits to all "1"s and
setting host bits to all "0"s. For the purpose of this lab, the subnet mask value will be
255.255.255.0”. Future labs will further explain the subnet mask.
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The way to determine these settings is to go to the “Command Prompt” (which uses the DOS
commands). On a Windows 7 machine, go to the Windows menu, choose Accessories, and then
choose Command Prompt.

At the C:> prompt, type IPCONFIG, then space, and /ALL and
press Enter

An example of the settings on a Wireless LAN card on a laptop is shown in the following
illustration. Type IPConfig /All at the C:/> prompt.

MAC address is the
Physical Address
Administrator: Command Prompt
Wireless LAN adapter Wireless Network Connection:
Connection—specific DNS Suffix . : attlocal.net
Description . . . . . . . . . . . = Intel(R) Centrino{l Advanced—-N 6235
Physical Address. . . . . . . . . 4-D9-87-18-CC-96
DHEP-Enablad.. = = 5 .5:9 = 5 5 & @
?;tgcgﬁgiguration Enabled . . . . ;g T " . The IP Add
u e R £ s N referre
Subnat Magk « « v « s & s & ¥ & & 2 EDDedDD RDD WD © a8
Lease Obtained. . . . . . . . . . = 7, 20815 3:47:11 PM
Jease Expires . . « « =« =« « =« « « 2 » 2015 3:47:10 PM
Default Gateway . . . . . . . . . = 192.168.1.254
DHCE Server: . . o o « « = «» u « = = 192.168.1.254
DNS SERUBERE o o o o = » o o = o o 5 dfd.108.1.254
NetBIOS over Tcpip. . . . . . . . : Enabled
[Ethernet adapter Local Area Connection:
Media State . . . . . . . . . . . : Media disconnected
Connection—specific DNS Suffix . : .
Description . . . . . . . . . . . : Realtek PCle GBE Family Controller The Subnet Mask Setting
Physical Address. . . . . . . . . : FB-1F-AF-4C-14-73
DHCE Enabled: o v « v o v w u = w2 NO
Autoconfiguration Enabled . . . . : Yes
IC:\>
Figure 1. Displaying the MAC, IP and Subnet Mask Addresses.

The computers in the PLC lab on the Archbold campus has two hardwired network cards. The
blue Ethernet cable is the network card that receives an IP address from a DHCP server. This is
the network that allows the students to get on the internet.

The other network adapter has a black cable connected to it. This is the PLC network. The IP
address for this adapter is set by the IT department, and cannot be changed by the student.

The next step is to set a static IP address for the laptop computer you will be using. Realize that
if you are working in the PLC Lab, the IP addresses for the PLC network is set by the
Information Technology department, and cannot be changed by the student.

Here are the steps to setup a static IP address on a laptop:
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The computers in the PLC Lab on main campus also has Windows 8 installed. Use the following
steps to get to the Command Prompt on a Windows 8 machine.

Getting to the Command Prompt in Windows 8
1 | When Windows 8 desktop
comes up, click on the circle .
with the Down Arrow, which o a8 o P
will take the user to the Apps o] oo | v B
page. E ® 2 B i | a3 s
3>

Start N AT

®

2 | The Apps are listed. The user
can right arrow until they get

to the Windows System, and
choose the Command Prompt_|
icon.

APPS by name v

L

|

A B
Easw

- A
PEANCDEEA "
B Eidpgg oo @

)

3 | The user could also type
Command Prompt in the
search window located in the
upper right hand side of the

page.

The Apps will appear by
name as the user types in the
name.
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At the C:\> prompt type:
IPCONFIG /All
And press the Enter key.

The 10.2.240.244 1P address -
was obtained from a DHCP
server.

The 192.168.101.144 1P
address is a static I[P
addressed configured by the
IT department.

vz (Vers lon

cr nu Ricreseft l.orp-uunn. nll rights res
Civlserssatudent digoonf iy 7all

indaws IF Conliguration

Mozt Namo . . . . . .
Primary Dns Suffix
1P Baut iny Eaablod.:
VINS Froxy Faabled, .
DNS Suffix Search lllt
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thermat adapter Ethornet 2:
—

gctilon-speciflc DNS Suffix nore e

. .
futoconf iyurat fon Enabled
1Pe4 Address
Swlnat Mask
loase Obtained. .
leaze IleNl - .
Default Catevay . .
IWCP Server . . . .

55, 255

P Enabled. . . :
fatoconf igurat ion

t You

Yes
192,148

I\ Bsers atudeat)

ad.iat.narthusststate . odn
int.serthveststate . .odu

.......... Boaaltek ICle GHE Fanily Controller B2
Phyzical Rddmes— . . . . . . . CE-9C-DC-DG-PR-Bé
P Enabled. . . You

Yes
10,.2,.240 . 244¢Prefarred>
2%

DNS Servers . o « « ¢ 4 & b 44w ¥ o 1»

™~ A.189
Primary VINS Sarver Ll

uuog over Tepip. - - ¢+ « + + o ¢ led
EEthermet & ter Ethernet

Connect ion-spad :
Descripeion . . « T v v v v o w Realtek ’(In ('Rl I'auilv Controller
hysical Rddress. 1300w

1Pvt Nddress. . . . . . .

Pulnet Mash . . . . 255,255,255
lease Obhtainad, . Friday.
Lease Fxpives . . Saturda
Defaunic tevay .

Cr Sorver . . 92,148,101 .1
NS Servers

HetBIOE over hylp .....

erved.

atztate.edu

stetate.edu

«255.0

October 18, 2M1% T:002:06 AN

, October J1, 2015 9:80:2% &N
1

101, 1494<Preforred)
. .8

Cutober 18, 2015 F:01:48 AN
¥y, October J1, 2085 9:00:2% &M

Setting the static computer IP address in Windows 7

1

Click on the Windows menu in
lower left of the Windows 7

screen, then choose Control Panel.

the Adobe Application Manager
Adobe Captivate 7 (64 Bit)

“s Adobe Captivate 7 App Packager

us Adobe Captivate Reviewer 7
Adobe Media Encoder CS6

us Adobe Multi SCO Packager 7
Adobe Reader XI

@® Apple Software Update
Blackboard Collaborate Launcher
LRLS. OCR Registration

& Internet Explorer

@ Morilla Firefox

9 System Center Endpoint Protection
(3 Windows Media Player
-4 XPS Viewer

W 1-Zip

. Accessories

. Automation Studio 6.1

1 Back

«s Adobe Captivate Quiz Results Analyzer

& System Center 2012 Endpoint Protectior

Thomas Wylie
Documents
Pictures

Music

Computer
Control Panel A
Devices and Prinif{SERET

Default Programs

Help and Support

| Search programs and files

e

)
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Control panel objects will be

i SO [ s Control Panel » All Control Panel rems » v 4 »
hSted. Adjust your computer’s settings 2
. W Backup and Restore
Double click on the Network and @
Sharing Center option. — | as
3 Center N

- —
The network adapters will be P ——— o -
listed. View your basic network information and set up connections o

Shang: ~vfsa 10 -

Click on the “Change adaptey gy o
settings” option.
The network adapters Wlll be \\mjv‘  » Control Panel » Network and Intemet » Network Connections » <[4 [ Searcn

listed.

Orga

X

N
ork Connection

0

B
Wi
N
M

Local Area Connection
rk cable unplugged
BE Famil

) I

x

ireless Network Connection 2
t connected
icrosoft

&
i

Wireless Network Connection 3
Not ed

il 1o

x

| Realtek PCle GBE Family

Network Connection

Right click on the Local Area
Connection and choose Properties.

This is the Ethernet Port on the
computer.

@vv'f » Control Panel » Network andInternet » Network Connections b

Organize v Disable this network device  Diagnose this connection  Rename this connection

&: Bluetosth Netwerk Comnecton [ J= | Local Aea Connection .
ot ¢ d = New E ed[ @ Disable
X O Bl ersonal Area .. [9€ W3 e
: Wireless Network Connection 2 : Wireless Network Connect
N . % Diagnose
\djm ected \_dﬂ N onnected
X finiport A... 3 Microsoft Virtua | & Bridge Connections
Create Shortcut
Delete
% Rename
% Properties I}

Wireless Network Connection

o]

Change settings of this connectior
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6 The user Should Choose the U Local Area Connection Properties &J
Internet Protocol Version 4 Networking | Sharing|
(TCP/IPV4) . Connect using:
l;" Realtek PCle GBE Family Controller
Then click on the Properties
This connection uses the following items:
button' o™ Client for Microsoft Networks
421005 Packet Scheduler
.Q File and Printer Sharing for Microsoft Networks
-4 Intemet Protocol Version 6 (TCP/IPv6)
B tcmet Protocol Version 4 (TCP/IPv4) |
4. Link-Layer Topology Discovery Mapper 1/0 Driver
4. Link-Layer Topology Discovery Responder
Description k

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

7 As you can see, the “Use the Internet Protocol Version 4 (TCP/IPv4) Properties (DS

following IP address” radio button General |
option is shown.

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

This means that the IP address was

entered by a user and is
192.168.105.140.

~) Obtain an IP address automatically
(@ Use the following IP address:

IP address: 192 . 168 . 105 . 140
Subnet mask: 255.255.255. 0 [}
The subnet mask is 255.255.255.0 T
. Obtain DNS server address automatically
If the “Obtain an IP address o e

(@ Use the following DNS server addresses:

automatically” radio button was
chosen, the IP address would have
to be obtained from a DHCP

server. []validate settings upon exit

[ OK ][ Cancel l

Preferred DNS server:

Alternate DNS server:

So for this lab, the user will be setting up the laptop computer to have the following settings:
IP address: 192.168.101.140
Subnet mask: 255.255.255.0

The user will setup the Ethernet port on the SLC-5/05 processor to the following settings:
IP address: 192.168.101.150
Subnet mask: 255.255.255.0

These settings will have to be done Offline, saved, and downloaded through the serial port.
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Configuring Channel 1 (Ethernet port) on an SLC-S/OS processor while Offline

1 | Right click on Channel Configuration, T TIMEHEAT LAB ED@ ]% LAD 2
then choose Open to open up the =& Proect
channel menu. -0 Help ' \
=] {_‘| Controller
5""1 Controller Properties ‘
’,) Processor Status 1 0000 1
-v.||| 10 Configuration
o b |
»»»»» l)}E Channel Status Open
= »- Multipoint Monitor -
= {_‘| Program Files
B svso-
SYS1 -
2 | The General tab will be displayed for EETEEE ——
the Overall conﬁguration. General | Chan. 1- System | Chan. 0 - System | Chan. 0 - User
Channel 1 o
Channel 1 — System is the Ethernet I~ Wite Potected
pOI't : Edit Resuume@vz:j:‘:el:r:;z(:::)) ?
Diagnostic Fle [0
Chan. 0 — System is the RS-232 port o
for communication with a program Sptem DivecfOFI Fl Dglex | UoerDver:  JASCI |
panel. e T
Passthru Link ID (dec) [T System Mode Character[S
Chan. 0 — User is the RS-232 port aa “““”“fo“'"”m[::;l 1H> llzf’: User Mode Charecter[U
configuration if a peripheral device is
connected such as a bar code printer,
HMLI, or set of scales with a serial
interface.
[ ok | cancal Help
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3 | The hardware address is set. Channel Configuration i
The user will type in the IP address Generl | Chen. 1-Sstem | G, 0- Syt | Ghan. 0- ser
and subnet mask settings as shown in Diver [Ehemet ]
thls graphlc. Hardware Address: | SR ER=0] DHEO ek 1D ’0—
IP Address: | 192 . 168 . 105 . 150

Pass Thru Routin
Make sure BOOTP Enable and the Subnet Mask: | 255 . 255 . 255 . 0 Table Fllem o
DHCP Enable options are not Cuovmybidess] 00 0 - 0 0 e Provided Web Pages

fault Domain Name:

Checked. pefadk D ! Starting Data Fie Number: [0

Primary Name Server:| 0 0.0.0

Number of Pages: |1

Secondary Name Server:| 0 0.0 .0

. Protocol Control

Click the OK button.
|~ BOOTP Enable [~ DHCP Enable Msg Connection Timeout {x TmS):| 15000
V' SNMP Server Enable Msg Reply Timeout & 1mS): [3000
¥ HTTP Server Enable Inactivity Timeout (x Min): |30
|~ Auto Negotiate
Port Setting  [10 Mbps Haff Duplex Forced =l
Contact: [

Location: I

0K | Cancel Help

4 | Save the program and download it
through the serial port (Channel 0).

To make sure that a laptop or desktop can communicate with an SLC-5/05 processor, the user
should ping the processor. To do this the user must go to a command prompt, and use the
network command of ping. If there is no reply (timeout), there can be no communication. The
computer will send out 4 communication poll requests. Either there is a reply, or a failure.

Setting up an Ethernet Driver:

1 TO make Surec the laptop can X Administrator: Command Prompt
communicate via Ethernet to the N
processor, the user should bring up a 2

Command rom t thent e :\>Ping 192.168.105.150
p p ’ yp ‘ Pinging 192.168.1085.150 with 32 bhytes of data:

: Reply from 192.168.1085.158: hytes=32 time<ims TTL=255
Plng 192.168.105.150 and Enter Reply from 192.168.185.150: hytes=32 time=ims ITL=255
Reply from 192.168.1085.158: hytes=32 time<ims TTL=255
Reply from 192.168.105.158: bytes=32 time=1ims TTL=255

Notice the reply back from the i pachoto: Sont = 4, Received - 4, Lost = @ <@x loss),
Approximate round trip times in milli-seconds:
processor is less than 1 milli-second. Minimun = Ons. Maximun = ims. Average = Oms
N>
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Execute RSLinx

Choose the Communications pull
down menu.

Choose Configure Drivers.

&4 RSLinx Classic Lite

File View | Communications | Station DDE/OPC Security

RSWho

| S8

Configure Drivers...

Configure Shortcuts... L\\?
Configure Client Applications...
Configure CIP Options...

Driver Diagnostics...
CIP Diagnostics...

Choose the Ethernet devices driver.

1 [~ Available Driver Types:

i

Close
| AddNew... |
T784U2DHP for DH+ devices | Heb |
RS-232 DF1 devices
d
EtheNet/IP Driver
1784-PKTX(D)/PCMK for DH+/DH-485 devices Status
DF1 Polling Master Driver Running Configure...

1784-PCC for ControlNet devices
1784-PCIC(S) for ControlNet devices
1747-PIC 7 AIC+ Driver

DF1 Slave Driver

DH485 UIC devices

‘irtual Backplane (SoftLogix58xx, USB)
DeviceNet Drivers (1784-PCD/PCIDS,1770-KFD.SDNPT diivers)
PLC-5 [DH+) Emulator driver

SLC 500 (DH485) Emulator driver
SmartGuard USB Driver

Remote Devices via Linx Gateway

ddid

Startup...
Start
Stop

Delete

Click the Add New... button.

Configure Drivers

I

Available Driver Types:

E]

Ethemet devices

Add New..[ ‘

Close I

Help I

1~ Configured Drivers:

| Status |
Running

Name and Description
AB_DF1-1 DH485 Sta: 0 COM3: RUNNING

Configure...
Stattup...
Start
Stop
Delete

The default name for the driver is
given.
This name can be changed as well.

Add New RSLinx Classic Driver
-

Cancel |

Choose a name for the new driver.
(15 characters maximum)

|4B_ETHA
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Type in the IP address that Channel 1
on the SLC-5/05 is set for.
192.168.101.150

Click the OK button.

Station Mapping |
Staton | Fost Name Add New |
0 [192.168.105.150 ]

6 Driver _ Deke |

|

| |
oK Cancel | apph | Hep |

lag

Click the Close button to close out of
Configure Drivers.

Available Driver Types:

Close L
Ethemet devices ~| Add New...
Help
- Configured Drivers:
Name and Desciiption Status
AB_DF1-1 DH485 Sta: 0 COM3: RUNNING Running Configure
AB_ETH1 AB Ethemet RUNNING Running —I
Startup
[ oee |

Click on the RSWho icon on the
toolbar to show the drivers.

%4 RSLinx Classic

File View Cor

& S8
[RSWho

Now the user will see two drivers:
AB_DF1-1 which is the RS-232 driver

And

AB_ETH-1 which is the Ethernet
driver.

35 RSWho -1
[V Autobrowse Refresh

== Workstation, TWYLIE-XPS14
@-#5 Linx Gateways, Etheret
o
- ..[= 00, Workstation, DF1-COM3
. @89 01, SLC-5/05, TIMEHEAT
B-& AB_ETH-1, Ethernet
-5 192.168.105.150, SLC-5/05, nMEHET

Browsing - nodr

Going Online to the Processor through the Ethernet Driver:
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Open RSLogix500
Choose Comms pull down menu

Choose System Comms...

#} RSLogix 500
File View [Comms| Tools Window Help

‘ D& System Comms... :
OFFLINE Who Active Go Online EI
No Edits Go Online ‘
Driver: AB_D Upload... ‘ KT}

RSLinx is activated showing the
drivers.

Open the AB_ETH-1 and put the focus
on the processor and IP address.

Click Online

IV Autobrowse Rehesh |

Not Browsing

&5 Linx Gateways, Etherne

-3 Workstation, TWYLIE-XPSL [ Network Name [ Cancel

E-&5 AB_DF1-1, DH-485 Help
Q 00, Workstation, TV Oniine
&5 01, SLC-5/05, TIME} —[k
B-&5 AB_ETH-1, Ethernet Upload
PR Jio2 16010515, 51 T
<[ m ] »
Current S.electi_on — Rask Tineauk
Server: RSLinx AP Driver: AB_ETH-1
Node: [0 Decimal (=0 Dctal) Type: SLC500 10 (Sec)

The user will go online to the
processor.

Notice the Driver name.

Notice how fast the ladder is spinning.

ﬁ]& RSLogix 500 - TIMEHEAT LAB
File Edit View Search Comms Tools Window Help

D@ |&| % @R[ o |Bss

B TR - -

No Edits Forces Disabled [#
Driver: 4B_ETH-1

N Node: Od|| s

L\f ».
B TIMEHEAT LAB [ = |[-@ |3a] | LAD 2
=Y Projct| Al e g

{:jHelp n—_—

E-{3 Controller
i i i Controller Properties
Q Processor Status
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Questions:
1. What is a MAC address on a computer, ipad or smartphone?
2. What is an IP address on a computer, ipad or smartphone?
3. What does the term Ethernet mean?
4. Which of the following is a MAC address:
a. 168.192.101.15
b. 77:A5:20:FC:26:92
5. Which of the following is IP address:
a. 168.192.101.15
b. 77:A5:20:FC:26:92
6. What is the range of numbers for the Hexi-decimal numbering system?
7. How does the user find the IP address issued to a computer?
8. What does it mean to have a static IP address?
9. What is the purpose of the “Ping” command at the DOS prompt?
10. T F Forastandard RSLinx Ethernet driver, a user must type in the IP address in the

driver of the processor they wish to communicate with.
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DOL DISCLAIMER:

This product was funded by a grant awarded by the U.S. Department of Labor’s Employment and Training
Administration. The product was created by the grantee and does not necessarily reflect the official
position of the U.S. Department of Labor. The Department of Labor makes no guarantees, warranties, or
assurances of any kind, express or implied, with respect to such information, including any information on
linked sites and including, but not limited to, accuracy of the information or its completeness, timeliness,
usefulness, adequacy, continued availability, or ownership.

This work is licensed under a Creative Commons Attribution 4.0 International License.
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