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A Exam Obijective 3.1: Configure DNS Zones
A Understanding DNS
A Configuring and Managing DNS Zones

A Using the Dnscmd Command to Manage
Zones
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Understanding DNS

A Domain Name System (DNS) is a naming
service used by TCP/IP networks and is an
essential service used by the Internet.

A Translates URLs to IP addresses.

A Early TCP/IP networks performed name
resolution using hosts files stored locally on
each computer.
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Benefits of DNS
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Understanding DNS
Names and Zones

A Fully qualified domain names (FQDNs)  map
a host name to an IP address.

A Example:
0 computerl.sales.microsoft.com represents an
FQDN
o computerl hostis located in the sales domain,
which is located in the Microsoft second -level
domain, which is located in the .com top -level

domain
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DNS Hierarchy
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DNS Terms

A Each node or leaf inthe domain name tree is a
resource record (RR) , which holds information
associated with the domain name.

A Top-level domains consist of generic top -level
domains and international country codes.

A Second -level domains are registered to
Individuals or organizations.

A A host is a specific computer or other network
device in a domain.
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Address Resolution
Mechanism

Forwarding Request
to Second DNS
Server

Primary DNS Server

Using a recursive
guery to perform
Q DNS forwarding,
when needed

DNS Client
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Address Resolution
Mechanism

OOOOOOO

Performing an
iterative query
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Configuring and'Managing
DNS Zones
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Deploying DNS

Steps in deploying DNS:

1.
2. Configure the DNS server, if necessary.
3.

4. Add resource records to the forward and

Install DNS on one or more servers.

Create forward and reverse lookup zones.

reverse lookup zones.

Configure the clients to use the DNS servers.
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Install DNS

DESTIMATION SERVER

Select server roles N 1257V e e

Before You Begin Select one or more rales to install on the selected server,

Installation Type Roles Description

Server Selection i ) i . Domain Name System (DNS) Server
[ Active Directory Certificate Services provides name resolution for TCP/IP

L] Active Directory Domain Services networks. DNS Server is easier to
[] Active Directory Federation Services manage when it is installed on the
. . . . - . same server as Active Directol

DNS Server [] Active Directory Lightweight Directory Services Domain Services. f you selectr::he
Confirmation [[] Active Directory Rights Management Services Active Directary Domain Services
[[] Application Server role, you can install and configure
[] DHCP Server DMNS Server and Active Directory
Domain Services to work together.

Features

DNS Serves
[] Fax Server
File And Storage Services (Installed)
L] Hyper-v
[[] Metwork Policy and Access Services

[] Print and Document Services
[] Remote Access
[[] Remote Desktop Services

Install | | Cancel

Selecting DNS Server to install
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Install DNS

Add features that are required for DN5 Server?

The following tools are required to manage this feature, but do not
have to be installed on the same server,

4  Remaote Server Administration Tools
4 Role Administration Tools
[Tools) DMS Server Tools

Include management tools (if applicable)

Add Features

Adding roles and features

© 2013 John Wiley & Sons, Inc.

14



Install DNS

File Action View Help

o rE XE a2 HE § EX

2 DS Marne

4 | i WA 012 5RY &1 Global Logs

b [&7] Global Logs
| Forward Lookup Zones

| Forward Lookup Zones

| Rewerse Lookup Zones
| Reverse Lookup Zones ] Trust Paints

[ Trust Points | Conditional Formarders
[7] Conditional Forwarders Root Hints

Fn:urwarders

Viewing the DNS Manager console
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Primary and Secondary
Zones

A Primary zone : Provides an authoritative,
read -write copy of the zone.

A Secondary zone : Provides an authoritative,
read -only copy of the primary zone.

A Forward lookup zone: Contains most of the
resource records for a domain. Used
primarily to resolve host names to IP
addresses.

A Reverse lookup zone: Used to resolve IP
addresses to host names.
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Primary and Secondary
Zones

A server can host all primary zones, all
secondary zones, or a mix of primary and
secondary zones as follows:

A Primary name servers: Servers that host
primary zones.

A Secondary name servers: Servers that host
secondary zones .
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Create a Standard Forward
Lookup Primary. Zone

File Action  Wiew Help

YN EEEEEE

£ DNS
4 5 WINZOT2SRY
A Global Logs
DME Events

@ Add a Mew Zone

The Domain Marne Systern (DM35) allows a DME namespace to be divided into zones, Each zone

||ﬁ Forward Lookup Zones |

=] RE| Mews Zone..,

| res information about one or more contiguous DNS domains.

B T
[

Wiy

4

add a new zone, on the Action menu, click Mew Zone,

Refresh

Help

Create a new zone,

Creating a new forward lookup zone
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Create a Standard Forward
Lookup Primary Zone

Mew Zone Wizard -

Zone Type
The DM server supports various kvpes of zones and storage.,

Select the type of zone wou want to create;

(®) Primary zone
Creates a copy of a zone that can be updated directly on this server,

() Secondary zone
Creates a copy of a zone that exists on another server, This option helps balance
the processing load of primary servers and provides Fault tolerance.

() Stub zone
Creates a copy of a zone containing only Mame Server (N33, Skark of Authority
(508, and possibly glue Host (A) recards, A server containing a stub zone is not
authoritative For that zone,

Store the zone in Ackive Direckory (available only if DMS server is a writeable domain
conkroller)

< Back ” Mext = || Zancel

Selecting the zone type
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Create a Standard Forward
Lookup Primary Zone

Specifying the zone name
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